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Preface

Scope of Manual

This manual provides information needed for application programming in the PowerMAX
0S™! gperating system environment. It describes the system services provided by the
system calls and libraries for the C programming language. It focuses on such topics as
process scheduling, memory management, interprocess communications, and threads pro-
gramming.

Structure of Manual

This manual consists of 14 chapters, 1 appendix, a glossary, and an index. A brief descrip-
tion of the chapters and appendix is presented as follows:

* Chapter 1 provides an introduction to the manual.

* Chapter 2 introduces the system calls and other system services that you
can use to develop application programs.

* Chapter 3 discusses the system file and record locking facility. It also
describes the STREAMS mechanism as it relates to input/output opera-
tions.

* Chapter 4 explains process management.

¢ Chapter 5 provides an overview of process scheduling and describes:
- System V scheduler classes
- POSIX®? scheduling policies
- Scheduler priorities.

* Chapter 6 provides an overview of primary memory and explains the pro-
cedures for using memory management facilities.

* Chapter 7 discusses the general terminal interface to control asynchronous
communication ports. It also addresses the STREAMS mechanism as it
relates to terminal device control.

* Chapter 8 describes the programming interface to the internationalization
feature.

* Chapter 9 discusses file and directory management. Security consider-
ations including privileges and device security are also described.

1. PowerMAX OS is a trademark of Concurrent Computer Corporation
2. POSIX is a registered trademark of the Institute of Electrical and Electronics Engineers, Inc.
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Syntax Notation

* Chapter 9 provides a detailed explanation of three interprocess communi-
cation facilities:

- signals
- job control
- pipes.

¢ Chapter 11 introduces the Threads Library, which provides facilities for
concurrent programming.

* Chapter 12 describes the InterProcess Communications (IPC) package that
allows processes to exchange data and synchronize execution. The system
calls for three IPC mechanisms are described:

- messages
- semaphores

- shared memory.
This chapter also describes the POSIX shared memory facilities.

* Chapter 13 discusses the synchronous polling mechanism and asynchro-
nous event notification within STREAMS. It also explains STREAMS
input/output multiplexing.

* Chapter 14 describes how to package software applications.

* Appendix A provides guidelines for writing trusted software.

The glossary contains definitions of technical terms that are important to understanding
the concepts presented in this book.

The index contains an alphabetical reference to key terms and concepts and numbers of
pages where they occur in the text.

The following notation is used throughout this guide:

italic Books, reference cards, and items that the user must specify
appear intalic type. Special terms may also appeaitdtic.

list bold User input appears ilist bold type and must be entered
exactly as shown. Names of directories, files, commands, options
and man page references also appebstibold type.

list Operating system and program output such as prompts and mes-

sages and listings of files and programs appedistin type.

1] Brackets enclose command options and arguments that are
optional. You do not type the brackets if you choose to specify
such option or arguments
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Introduction

Introduction

This book,PowerMAX OS Programming Guidegncentrates on how to use the system
services provided by the operating system. It is designed to give you information about
application programming in a UNfX! system environment. It does not attempt to teach
you how to write programs. Rather, it is intended to supplement texts on programming by

concentrating on the other elements that are part of getting application programs into oper-
ation.

Audience and Prerequisite Knowledge

As the title suggests, this manual assumes that you are a software developer. No special
level of programming involvement is assumed. Hopefully, this book will also be useful to
you if you work on or manage large application development projects.

If you are a programmer in the expert class, or if you are engaged in developing system
software, you may find that tHeowerMAX OS Programming Guidiecks the depth of
information that you need. In this case, refer to the on-line system manual pages.

Knowledge of terminal use, of a UNIX system editor, and of the UNIX system direc-
toryf/file structure is assumed. If you feel shaky about your mastery of these basic tools,
you may want to look over tHgser's Guidebefore tackling this one.

Related Books and Documentation

Throughout this book, you will find pointers and references to other guides and manuals
where information is described in more detail. In particular, you will find references to
other programming guides (this document being a part of the programming guide series)
and reference manuals. Both of these document sets are described below.

Programming Books

The components of PowerMAX OS include the shell command line interface (CLI), the
Application Program Interface (API), and the Device Driver Interface/Driver Kernel Inter-

1. UNIX is a registered trademark, licensed exclusively by X/Open Company Ltd.
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Reference Set

1-2

face (DDI/DKI). This document is part of a series of programming guides that includes the
following:

PowerMAX OS Real-Time Guide Provides an introduction to the real-
time features of PowerMAX OS and describes techniques for improving
response time and increasing determinism. It contains documentation for
interfaces that are used primarily by real-time applications. These inter-
faces include those for interprocess synchronization tools, POSIX clocks
and timers, user-level interrupt routines, synchronized 1/0, and asynchro-
nous /0.

ThePowerMAX OS Programming Guidentains documentation for inter-
faces that are used generally by both real-time and secure applications (for
example, process management facilities, POSIX scheduling interfaces, sig-
nal management facilities, memory management facilities, and Threads
Library facilities). It is intended that these two guides be used together.

Concurrent C Reference Manuat Provides an introduction to Concur-

rent C, describes Concurrent extensions to the C language, and explains use
of the Concurrent C compiler, compiler optimization options, and compila-
tion modes.

Compilation Systems Manuals- The Compilation Systems Volume 1
(Tools)describes the features and use of several software development
environment tools, analysis tools, and project-control tools.Cdrapila-

tion Systems Volume 2 (Concepis}cribes the concepts underlying com-
pilation systems. Such concepts include those related to environments, per-
formance analysis, and formats.

Character User Interface Programminrg Provides guidelines on how to
develop a menu and form-based interface that operates on ASCII character
terminals running on PowerMAX OS.

The on-line reference set contains manual pages that formally and comprehensively
describe features of the PowerMAX OS operating system. References to this documenta-
tion can be found throughout this book. Therefore, the reference set is recommended as a
companion set to the PowerMAX OS programming guides. It is available only in on-line
form and is composed of the following:

Command Referenee- Describes all user and administrator commands in
the system.

Operating System API ReferenreeDescribes system calls and C language
library functions.

System Files and Devices Referenre®escribes file formats, special files
(devices), and miscellaneous system facilities.

Device Driver Reference- Describes functions used by device driver soft-
ware.
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The C Connection

The UNIX system supports many programming languages, and C compilers are available
on many different operating systems. Nevertheless, the relationship between the UNIX
operating system and C has always been and remains very close. Most of the code in the
UNIX operating system is written in the C language, and over the years many organiza-
tions using the UNIX system have come to use C for an increasing portion of their appli-
cation code. Thus, while tHtowerMAX OS Programming Guideintended to be useful

to you no matter what language(s) you are using, you will find that, unless there is a spe-
cific language-dependent point to be made, the examples assume you are programming in
C. Concurrent C Reference Manugil’es you detailed information about C language pro-
gramming in the UNIX environment.

Hardware/Software Dependencies

If some commands just don't seem to exist at all, they may be members of packages not
installed on your system. If you do find yourself trying to execute a non-existent
command, talk to the administrators of your system to find out what you have available.

Information in the Examples

While every effort has been made to present displays of information just as they appear on
your terminal, it is possible that your system may produce slightly different output. Some
displays depend on a particular machine configuration that may differ from yours.
Changes between releases of the UNIX system software may cause small differences in
what appears on your terminal.

Where complete code samples are shown, we have tried to make sure they compile and
work as represented. Where code fragments are shown, while we can't say that they have
been compiled, we have attempted to maintain the same standards of coding accuracy for
them.

Notation Conventions

Whenever the text includes examples of output from the computer and/or commands
entered by you, we follow the standard notation scheme that is common throughout Pow-
erMAX OS documentation:

¢ All computer input and output is shown incanstant-width font.
Commands that you type in from your terminal are shown in constant-
width type. Text that is printed on your terminal by the computer is shown
in constant-width type.

¢ Comments added to a display to show that part of the display has been
omitted are shown iitalic type and are indented to separate them from the
text that represents computer output or input. Comments that explain the
input or output are shown in the same type font as the rest of the display.
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An italic font is used to show substitutable text elements, such as the word
“filename for example.

* Because you are expected to presfREFURN key after entering a com-
mand or menu choice, tHRETURN key is not explicitly shown in these
cases. If, however, during an interactive session, you are expected to press
RETURN without having typed any text, the notation is shown.

¢ Control characters are shown by the strifgTRL-" followed by the
appropriate character, such &k’ ‘{this is known as CTRL-d"). To enter
a control character, hold down the key marke€TRL ” (or
“CONTROL™) and press thd key.

* The standard default prompt signs for an ordinary useraotd are the
dollar sign §) and the pound sigr(.

¢ When the# prompt is used in an example, the command illustrated may be
executed only byoot .

Manual Page References

Manual pages are available only in on-line form and are referred to with the function name
showing first in constant width font, followed by the section number appearing in paren-
theses; for example, the Executable and Linking Format Library (ELF) manual page
appears aslf(3E) . Reference manuals are not referred to individually; however, indi-
vidual sections are referred to as “Section 3E in the Reference Manuals.”

Section (1) Command Reference

Sections (2), (3) Operating System API Reference
Sections (4), (5), (7), (8) System Files and Devices Reference
Section (9) Manual Descriptions

Note that th&Command Referenaescribes commands appropriate for general users and
system administrators as well as for programmers.

Application Programming in the UNIX System Environment
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This section introduces application programming in a UNIX system environment. It
briefly describes what application programming is and then moves on to a discussion on
UNIX system tools and where you can read about them, and to languages supported in the
UNIX system environment and where you can read about them.

Programmers working on application programs develop software for the benefit of other,
nonprogramming users. Most large commercial computer applications involve a team of
applications development programmers. They may be employees of the end-user organi-
zation or they may work for a software development firm. Some of the people working in
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this environment may be more in the project management area than working program-
mers.

Application programming has some of the following characteristics:

¢ Applications are often large and are developed by a team of people who
write requirements, designs, tests, and end-user documents. This implies
use of a project management methodology, including version control
(described inCompilation Systems Volume 1 (Toolghange requests,
tracking, and so on.

¢ Applications must be developed more robustly.

- They must be easy to use, implying character or graphical user inter-
faces.

- They must check all incoming data for validity (for example, using
the Data Validation Tools described@ompilation Systems Volume
1 (Tools)andCompilation Systems Volume 2 (Concepts)).

- They should be able to handle large amounts of data.

¢ Applications must be easy to install and administer.

UNIX System Tools and Languages

What is meant by the terbdNIX systentools? In simple terms, it means an existing piece

of software used as a component in a new task. In a broader context, the term is used often
to refer to elements of the UNIX system that might also be called features, utilities, pro-
grams, filters, commands, languages, functions, and so on. It gets confusing because any
of the things that might be called by one or more of these names can be, and often are,
used simply as components of the solution to a programming problem. The chapter's aim
is to give you some sense of the situations in which you use these tools, and how the tools
fit together. It refers you to other chapters in this book or to other documents for more
details.

Facilities Covered and Not Covered in This Guide

The PowerMAX OS Programming Guideabout facilities used by application programs

in a UNIX system environment. Some tools may or may not be covered in this book. Actu-
ally, some of the subjects not covered in this programming guide might be even more
important to you than those that are covered. This book could not possibly cover every-
thing you ever need to know about UNIX system tools in one volume.

Tools not covered in this text are as follows:

* Thelogin procedure
¢ UNIX system editors and how to use them
* How the file system is organized and how you move around in it

¢ Shell programming
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Information about these subjects can be found itUgesr's Guideand a number of com-
mercially available texts.

Tools that are covered in this text apply to application software development. This text
also covers tools for packaging application and device driver software and for customizing
the administrative interface.

Programming Tools and Languages in the UNIX System Environment

The C Language

1-6

This section describes a variety of programming tools supported in the UNIX system envi-
ronment.Programmingtools refers to those tools offered for use on a computer running a
current release of PowerMAX OS. Since these are separately purchasable items, not all of
them will necessarily be installed on your machine. On the other hand, you may have pro-
gramming tools and languages available on your machine that came from another source
and are not mentioned in this discussion.

C is intimately associated with the UNIX system since it was originally developed for use

in recoding the UNIX system kernel. If you need to use a lot of UNIX system function
calls for low-level I/O, memory or device management, or interprocess communication, C

is a logical first choice. Most programs, however, don't require such direct interfaces with
the operating system, so the decision to choose C might better be based on one or more of
the following characteristics:

* a variety of data types: characters, integers of various sizes, and floating
point numbers

* low-level constructs (most of the UNIX system kernel is written in C)

e derived data types such as arrays, functions, pointers, structures, and
unions

* multidimensional arrays
¢ scaled pointers and the ability to do pointer arithmetic
* bitwise operators

¢ a variety of flow-of-control statementdf, if-else, switch,
while, do-while, andfor

* a high degree of portability
Refer to theConcurrent C Reference Manual complete details on C.

It takes fairly concentrated use of the C language over a period of several months to reach
your full potential as a C programmer. If you are a casual programmer, you might make it

easier for yourself if you choose a less demanding programming facility such as those

described below.
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You can use the shell to create programs (new commands). Such programs are also called
shell procedures.

Theawk program (its name is an acronym constructed from the initials of its developers)
scans an input file for lines that match pattern(s) described in a specification file. When
awk finds a line that matches a pattern, it performs actions also described in the specifica-
tion. It is not uncommon that awk program can be written in a couple of lines to do
functions that would take a couple of pages to describe in a programming language like
FORTRAN or C. For example, consider a case where you have a set of records that consist
of a key field and a second field that represents a quantity, and the task is to output the sum
of the quantities for each key. The pseudocode for such a program might look like this:

CORT RECORDS \

Read the first record into a hold area;
Read additional records until EOF;

If the key matches the key of the record in the hold area,
add the quantity to the quantity field of the held record;
If the key does not match the key of the held record,
write the held record,
move the new record to the hold area;

At EOF, write out the last record from the hold area.

- )

An awk program to accomplish this task would look like this:

{aty[$1] +=$2}
END {for (key in qty) print key, qty[key] }

This illustrates only one characteristicanfk; its ability to work with associative arrays.
With awk, the input file does not have to be sorted, which is a requirement of the
pseudoprogram.

lex is a lexical analyzer that can be added to C or FORTRAN programs. A lexical ana-
lyzer is interested in the vocabulary of a language rather than its grammar, which is a sys-
tem of rules defining the structure of a langudeye. can produce C language subroutines

that recognize regular expressions specified by the user, take some action when a regular
expression is recognized, and pass the output stream on to the next program.

For detailed information olex , see theléx ” chapter inCompilation Systems Volume 1
(Tools)andCompilation Systems Volume 2 (Conceptgjlex(1) in theCommand Ref-
erence.
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yacc

yacc (Yet Another Compiler Compiler) is a tool for describing an input language to a
computer programyacc produces a C language subroutine that parses an input stream
according to rules laid down in a specification file. aec specification file establishes

a set of grammatical rules together with actions to be taken when tokens in the input match
the ruleslex may be used witlacc to control the input process and pass tokens to the
parser that applies the grammatical rules.

For detailed information opacc , see theyacc ” chapter inCompilation Systems Vol-
ume 1 (Toolsandyacc(l) intheCommand Reference.

m4

m4is a macro processor that can be used as a preprocessor for assembly language and C
programs. For details, see the4’ chapter ofConcurrent C Reference Manuahd
m4(1) in theCommand Reference.

bc and dc

bc enables you to use a computer terminal as you would a programmable calculator. You
can edit a file of mathematical computations andlzalio execute them. THe program
usesdc. You can us@c directly, if you want, but it takes a little getting used to since it
works with reverse Polish notatidnc anddc are described in Section 1 of tBemmand
Reference.

Character User Interfaces

curses
Actually a library of C functionssurses is included in this list because the set of func-
tions comprise a sublanguage for dealing with terminal screens. If you are writing pro-
grams that include interactive user screens, you will want to become familiar with this
group of functions.
For detailed information oourses , see th&Character User Interface Programming.

FMLI

The Form and Menu Language Interpreter (FMLI) is a high-level programming tool hav-
ing two main parts:

e The Form and Menu Language, a programming language for writing
scripts that define how an application will be presented to users. The syntax
of the Form and Menu Language is very similar to that of the UNIX system
shell programming language, including variable setting and evaluation,
built-in commands and functions, use of and escape from special charac-
ters, redirection of input and output, conditional statements, interrupt signal
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handling, and the ability to set various terminal attributes. The Form and
Menu Language also includes sets of “descriptors,” which are used to
define or customize attributes of frames and other objects in your applica-
tion.

* The Form and Menu Language Interpreferli , which is a command
interpreter that sets up and controls the video display screen on a terminal,
using instructions from your scripts to supplement FMLI's predefined
screen control mechanisms. FMLI scripts can also invoke UNIX system
commands and C executables, either in the background or in full screen
mode. The Form and Menu Language Interpreter operates similarly to the
UNIX command interpretesh. At run time it parses the scripts you have
written, thus giving you the advantages of quick prototyping and easy
maintenance.

FMLI provides a framework for developers to write applications and application interfaces
that use menus and forms. It controls many aspects of screen management for you. This
means that you do not have to be concerned with the low-level details of creating or plac-
ing frames, providing users with a means of navigating between or within frames, or pro-
cessing the use of forms and menus. Nor do you need to worry about on which kind of ter-
minal your application will be run. FMLI takes care of all that for you.

For details see the FMLI chapter in @ibaracter User Interface Programming.

The Extended Terminal Interface (ETI) is a set of C library routines that promote the
development of application programs displaying and manipulating windows, panels,
menus, and forms and that run under the UNIX system. ETI consists of

¢ the low-level curses ) library
¢ thepanel library

¢ themenulibrary

¢ theform library

¢ the TAM Transition library

The routines are C functions and macros; many of them resemble routines in the standard
C library. For example, there's a routiméntw that behaves much likarintf  and
another routingetch that behaves likgetc . The automatic teller program at your bank
might useprintw  to print its menus angetch to accept your requests for withdrawals

(or, better yet, deposits). A visual screen editor like the UNIX system screenaditor
might also use these and other ETI routines.

A major feature of ETI is cursor optimization. Cursor optimization minimizes the amount
a cursor has to move around a screen to update it. For example, if you designed a screen
editor program with ETI routines and edited the sentence

ETl is a great package for creating forms and menus
to read

ETl is the best package for creating forms and menus
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the program would change onlyhe best " in place of “a great ”. The other charac-
ters would be preserved. Because the amount of data transmitted—the output—is mini-
mized, cursor optimization is also referred to as output optimization.

Cursor optimization takes care of updating the screen in a manner appropriate for the ter-
minal on which an ETI program is run. This means that ETI can do whatever is required to
update many different terminal types. It searcheseiminfo  database to find the cor-

rect description for a terminal.

How does cursor optimization help you and those who use your programs? First, it saves
you time in describing in a program how you want to update screens. Second, it saves a
user's time when the screen is updated. Third, it reduces the load on your UNIX system's
communication lines when the updating takes place. Fourth, you don't have to worry about
the myriad of terminals on which your program might be run.

Figure 1-1 shows a simple ETI program. It uses some of the basic ETI routines to move a
cursor to the middle of a terminal screen and print the character Btrilsgye . For
now, just look at their names and you will get an idea of what each of them does:

-

#include <curses.h>

\

main()
initscr();

move( LINES/2 - 1, COLS/2 - 4);
addstr(“Bulls”);

refresh();

addstr(“"Eye”);

refresh();

endwin();

\_ )

Figure 1-1. A Simple ETI Program

For complete information on ETI, refer to the ETI chapter inGharacter User Interface
Programming.

Graphical User Interfaces

XWIN Graphical Windowing System
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The XWIN Graphical Windowing System is a network-transparent window system. X dis-
play servers run on computers with either monochrome or color bitmap display hardware.
The server distributes user input to and accepts output requests from various application
programs (referred to as “clients”). Each client is located on either the same machine or on
another machine in the network.

The clients us&Xlib , a C library routine, to interface with the window system by means
of a stream connection.
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“Widgets” are a set of code and data that provide the look and feel of a user interface. The
C library routines used for creating and managing widgets are called the X Intrinsics. They
are built on top of the X Window System, monitor events related to user interactions, and
dispatch the correct widget code to handle the display. Widgets can then call application-
registered routines (called callbacks) to handle the specific application semantics of an
interaction. The X Intrinsics also monitor application-registered, nongraphical events and
dispatch application routines to handle them. These features allow programmers to use
this implementation of an OPEN LOOK toolkit in data base management, network man-
agement, process control, and other applications requiring response to external events.

Clients sometimes use a higher level library of the X Intrinsics and a set of widgets in
addition toXlib . Refer to thex Window Systetdser’'s Guide R%or general information
about the design of X and to tiSF/Motif Documentation Sé&br information about
widgets.

System Calls and Libraries

This section describes the system services supplied by system calls and libraries for the C
programming language. It introduces such topics as the process scheduler, virtual mem-
ory, interprocess communication, file and record locking, and symbolic links. The system
calls and libraries that programs use to access these system services are described in detail
later in this book.

File and Device Input/Output

UNIX system applications can do all 1/0 by reading or writing files, because all 1/0
devices, even a user's terminal, are files in the file system. Each peripheral device has an
entry in the file system hierarchy, so that device names have the same structure as file
names, and the same protection mechanisms apply to devices as to files. Using the same
I/O calls on a terminal as on any file makes it easy to redirect the input and output of com-
mands from the terminal to another file. Besides the traditionally available devices, names
exist for disk devices regarded as physical units outside the file system, and for absolutely
addressed memory.

STREAMS Input/Output

STREAMS is a general, flexible facility and a set of tools for development of UNIX sys-
tem communication services. It supports the implementation of services ranging from
complete networking protocol suites to individual device drivers. STREAMS defines stan-
dard interfaces for character input/output within the kernel, and between the kernel and the
rest of the UNIX system. The associated mechanism is simple and open-ended. It consists
of a set of system calls, kernel resources, and kernel routines.

The standard interface and mechanism enable modular, portable development and easy
integration of high-performance network services and their components. STREAMS does
not impose any specific network architecture. The STREAMS user interface is upwardly
compatible with the character 1/O user level functions suabpas, close , read ,
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write , andioctl . Benefits of STREAMS are discussed in more detail later in this chap-
ter.

A “Stream” is a full-duplex processing and data transfer path between a STREAMS driver
in kernel space and a process in user space.

User Process

User Space
¢ Kernel Space
downstream
l Stream Head
\ 4 T
Module
(optional)
\ 4 T
Driver
upstream
External Interface 161190

Figure 1-2. Simple Streams

In the kernel, a Stream is constructed by linking a Stream head, a driver, and zero or more
modules between the Stream head and driver.The “Stream head” is the end of the Stream
nearest to the user process. All system calls made by a user level process on a Stream are
processed by the Stream head.

Pipes are also STREAMS-based. A STREAMS-based pipe is a full-duplex (bidirectional)
data transfer path in the kernel.lt implements a connection between the kernel and one or
more user processes and also shares properties of STREAMS-based devices.

A STREAMS driver may be a device driver that provides the services of an external 1/0
device, or a software driver, commonly referred to as a pseudo-device driver. The driver
typically handles data transfer between the kernel and the device and does little or no pro-
cessing of data other than conversion between data structures used by the STREAMS
mechanism and data structures that the device understands.
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User Space
/ \ Kernel Space

Stream Head Stream Head

?

161200

Figure 1-3. STREAMS-based Pipe

A STREAMS module represents processing functions to be performed on data flowing on
the Stream. The module is a defined set of kernel-level routines and data structures used to
process data, status, and control information. Data processing may involve changing the
way the data is represented, adding/deleting header and trailer information to data, and/or
packetizing/depacketizing data. Status and control information includes signals and
input/output control information.

Each module is self-contained and functionally isolated from any other component in the
Stream except its two neighboring components. The module communicates with its
neighbors by passing messages. The module is not a required component in STREAMS,
whereas the driver is, except in a STREAMS-based pipe where only the Stream head is
required.

One or more modules may be inserted into a Stream between the Stream head and driver
to perform intermediate processing of messages as they pass between the Stream head and
driver.STREAMS modules are dynamically interconnected in a Stream by a user pro-
cess.No kernel programming, assembly, or link editing is required to create the intercon-
nection.

STREAMS uses queue structures to keep information about given instances of a pushed
module or opened STREAMS device. A queue is a data structure that contains status
information, a pointer to routines for processing messages, and pointers for administering
the Stream. Queues are always allocated in pairs; one queue for the read-side and the other
for the write-side. There is one queue pair for each driver and module, and the Stream
head. The pair of queues is allocated whenever the Stream is opened or the module is
pushed (added) onto the Stream.

Data is passed between a driver and the Stream head and between modules in the form of
messages. A message is a set of data structures used to pass data, status, and control infor-
mation between user processes, modules, and drivers. Messages that are passed from the
Stream head toward the driver or from the process to the device, are said to travel
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downstream (also called write-side). Similarly, messages passed in the other direction,
from the device to the process or from the driver to the Stream head, travel upstream (also
called read-side).

A STREAMS message is made up of one or more message blocks.Each block consists of
a header, a data block, and a data buffer. The Stream head transfers data between the data
space of a user process and STREAMS kernel data space. Data to be sent to a driver from
a user process is packaged into STREAMS messages and passed downstream. When a
message containing data arrives at the Stream head from downstream, the message is pro-
cessed by the Stream head, which copies the data into user buffers.

Within a Stream, messages are distinguished by a type indicator. Certain message types

sent upstream may cause the Stream head to perform specific actions, such as sending a
signal to a user process. Other message types are intended to carry information within a

Stream and are not directly seen by a user process.

File and Record Locking

1-14

The provision for locking files, or portions of files, is primarily used to prevent the sort of
error that can occur when two or more users of a file try to update information at the same
time. The classic example is the airlines reservation system where two ticket agents each
assign a passenger to Seat A, Row 5 on the 5 o'clock flight to Detroit. A locking mecha-
nism is designed to prevent such mishaps by blocking Agent B from even seeing the seat
assignment file until Agent A's transaction is complete.

File locking and record locking are really the same thing, except that file locking implies
the whole file is affected; record locking means that only a specified portion of the file is
locked. (Remember, in the UNIX system, file structure is undefined; a record is a concept
of the programs that use the file.)

Two types of locks are available: read locks and write locks. If a process places a read lock
on a file, other processes can also read the file but all are prevented from writing to it, that
is, changing any of the data. If a process places a write lock on a file, no other processes
can read or write in the file until the lock is removed. Write locks are also known as exclu-
sive locks. The term shared lock is sometimes applied to read locks.

Another distinction needs to be made between mandatory and advisory locking. Manda-
tory locking means that the discipline is enforced automatically for the system calls that
read, write, or create files. This is done through a permission flag established by the file's
owner (or the superuser). Advisory locking means that the processes that use the file take
the responsibility for setting and removing locks as needed. Thus, mandatory may sound
like a simpler and better deal, but it isn't so. The principal weakness in the mandatory
method is that the lock is in place only while the single system call is being made. It is
extremely common for a single transaction to require a series of reads and writes before it
can be considered complete. In cases like this, the term atomic is used to describe a trans-
action that must be viewed as an indivisible unit. The preferred way to manage locking in
such a circumstance is to make certain the lock is in place before any 1/O starts, and that it
is not removed until the transaction is done. That calls for locking of the advisory variety.
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Where to Find More Information

Chapter 3 discusses file and device 1/O including file and record locking in detail with a
number of examples. There is an example of file and record locking in the sample applica-
tion in Chapter 2. The manual pages that specifically address file and record locking are
fentl(2) , lockf(3) andchmod(2) andfcntl(5) . fentl(2) describes the sys-

tem call for file and record locking (although it isn't limited to that ofdgjl(5) tells

you the file control options. The subroutioekf(3) can also be used to lock sections

of a file or an entire file. Settinchmod so that all portions of a file are locked will ensure
that parts of files are not corrupted.

Memory Management

The UNIX system includes a complete set of memory-mapping mechanisms. Process
address spaces are composed of a vector of memory pages, each of which can be indepen-
dently mapped and manipulated. The memory-management facilities

* unify the system's operations on memory

¢ provide a set of kernel mechanisms powerful and general enough to sup-
port the implementation of fundamental system services without special-
purpose kernel support

* maintain consistency with the existing environment, in particular using the
UNIX file system as the name space for named virtual-memory objects

The system's virtual memory consists of all available physical memory resources includ-
ing local and remote file systems, processor primary memory, swap space, and other ran-
dom-access devices. Named objects in the virtual memory are referenced through the
UNIX file system. However, not all file system objects are in the virtual memory; devices
that the UNIX system cannot treat as storage, such as terminal and network device files,
are not in the virtual memory. Some virtual memory objects, such as private process mem-
ory and shared memory segments, do not have names.

The Memory Mapping Interface

The applications programmer gains access to the facilities of the virtual memory system
through several sets of system calls.

* mmap establishes a mapping between a process's address space and a
virtual memory object.

* mprotect assigns access protection to a block of virtual memory.
* munmapremoves a memory mapping.
* getpagesize returns the system-dependent size of a memory page.

* mincore tells whether mapped memory pages are in primary memory.
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Where to Find More Information

Chapter 6 gives a detailed description of the virtual memory system. Refer to the
mmap(2), mprotect(2) , munmap(2) , getpagesize(2) andmincore(2)
system manual pages.

Process Management and Scheduling

Beginning with the operating system (OS), the schedulable entity is always a lightweight
procesgLwP). Scheduling priorities and classes are attributasvet and not processes.
When scheduling system calls accept a process on which to operate, the operation is
applied to eachwe in the process. The UNIX system scheduler determines whean

run. It maintains priorities based on configuration parameters, process behavior, and user
requests; it uses these priorities to assvgrs to thecpu.

The OS gives users absolute control over the sequence in which ceraiun, and the
amount of time eactwp may use thepru before anotherwp gets a chance

By default, the scheduler uses a time-sharing policy similar to the policy used in previous
releases. A time-sharing policy adjusts priorities dynamically in an attempt to provide
good response time to interactivgrs and good throughput ttPU-intensivel WPs.

A fixed class scheduling policy is available, also. It is similar to the time-sharing policy
except that the time slices given to fixed class process@gedo not degrade over time.

The scheduler offers a fixed priority scheduling policy as well as a time-sharing policy.
Fixed priority scheduling allows users to set fixed priorities on a per-proces® dasis.

The highest-priority fixed prioritywp always gets thepu as soon as it is runnable, even

if system processes are runnable. An application can therefore specify the exact order in
which Lwps run. An application may also be written so that its fixed priasitys have a
guaranteed response time from the system.

For most UNIX environments, the default scheduler configuration works well and no fixed
priority Lwps are needed: administrators should not change configuration parameters and
users should not change scheduler properties of their applications. However, for some
applications with strict timing constraints, fixed priornityps are the only way to guaran-

tee that the application's requirements are met.

Where to Find More Information
Chapter 5 gives detailed information on the process scheduler, along with relevant code

examples. See also thaocntl(1) , priocntl(2) , anddispadmin(1M)  system
manual pages

Interprocess Communications

Pipes, named pipes, and signals are all forms of interprocess communication. Business
applications running on a UNIX system computer, however, often need more sophisticated
methods of communication. In applications, for example, where fast response is critical, a
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number of processes may be brought up at the start of a business day to be constantly
available to handle transactions on demand. This cuts out initialization time that can add
seconds to the time required to deal with the transaction. To go back to the ticket reserva-
tion example again for a moment, if a customer calls to reserve a seat on the 5 o'clock
flight to Detroit, you don't want to have to say, “Yes, sir; just hang on a minute while | start
up the reservations program.” In transaction-driven systems, the normal mode of process-
ing is to have all the components of the application standing by waiting for some sort of an
indication that there is work to do.

To meet requirements of this type, the UNIX system offers a set of nine system calls and
their accompanying header files, all under the umbrella name of interprocess communica-
tions (IPC).

The IPC system calls come in sets of three; one set each for messages, semaphores, and
shared memory. These three terms define three different styles of communication between
processes:

messages Communication is in the form of data stored in a buffer. The
buffer can be either sent or received.

semaphores Communication is in the form of positive integers with a value
between 0 and 32,767. Semaphores may be contained in an array
the size of which is determined by the system administrator. The
default maximum size for the array is 25.

shared memory Communication takes place through a common area of main
memory. One or more processes can attach a segment of memory
and as a consequence can share whatever data is placed there.

The sets of IPC system calls are:

msgget semget shmget
msgctl semctl shmctl
msgop semop shmop

The “get ” calls each return to the calling program an identifier for the type of IPC facil-
ity that is being requested.

The “ctl " calls provide a variety of control operations that include obtaining
(IPC_STAT), setting (PC_SET) and removing IPC_RMID), the values in data struc-
tures associated with the identifiers picked up by tet * calls.

The “op” manual pages describe calls that are used to perform the particular operations
characteristic of the type of IPC facility being usedgop has calls that send or receive
messagesemop (the only one of the three that is actually the name of a system call) is
used to increment or decrement the value of a semaphore, among other fusictimps.

has calls that attach or detach shared memory segments.
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Where to Find More Information

Symbolic Links

1-18

Chapter 12 gives a detailed description of IPC, with many code examples that use the IPC
system calls. The system calls are described in Section 2©p#rating System API Ref-
erence.

A symbolic link is a special type of file that represents another file. The data in a symbolic
link consists of the path name of a file or directory to which the symbolic link file refers.
The link that is formed is called symbolic to distinguish it from a regular (also called a
hard) link. A symbolic link differs functionally from a regular link in three major ways.

* Files from different file systems may be linked.

¢ Directories, as well as regular files, may be symbolically linked by any
user.

¢ A symbolic link can be created even if the file it represents does not exist

When a user creates a regular link to a file, a new directory entry is created containing a
new filename and the inode number of an existing file. The link count of the file is incre-
mented.

In contrast, when a user creates a symbolic link (usintn{h command with thes

option), both a new directory entry and a new inode are created. A data block is allocated
to contain the path name of the file to which the symbolic link refers. The link count of the
referenced file is not incremented.

Symbolic links can be used to solve a variety of common problems. For example, it fre-
qguently happens that a disk partition (suchicag ) runs out of disk space. With sym-
bolic links, an administrator can create a link from a directory on that file system to a
directory on another file system. Such a link provides extra disk space and is, in most
cases, transparent to both users and programs.

Symbolic links can also help deal with the built-in path names that appear in the code of
many commands. Changing the path names would require changing the programs and
recompiling them. With symbolic links, the path names can effectively be changed by
making the original files symbolic links that point to new files.

In a shared resource environment like NFS, symbolic links can be very useful. For exam-
ple, if it is important to have a single copy of certain administrative files, symbolic links

can be used to help share them. Symbolic links can also be used to share resources selec-
tively. Suppose a system administrator wants to do a remote mount of a directory that con-
tains sharable devices. These devices must hiin on the client system, but this sys-

tem has devices of its own so the administrator does not want to mount the directory onto
/dev . Rather than do this, the administrator can mount the directory at a location other
than/dev and then use symbolic links in thdev directory to refer to these remote
devices. (This is similar to the problem of built-in path names since it is nhormally assumed
that devices reside in tiidev  directory.)

Finally, symbolic links can be valuable within the context of the virtual file system (VFS)
architecture. With VFS, new services, such as higher performance files and network IPC,
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may be provided on a file system basis. Symbolic links can be used to link these services
to home directories or to places that make more sense to the application or user. Thus, you
might create a data base index file in a RAM-based file system type and symbolically link
it to the place where the data base server expects it and manages it.

Where to Find More Information

Chapter 9 discusses symbolic links in detail. Refer tsymalink(2)  system manual
page for information on creating symbolic links. See a&tgd(2) ,rename(2) ,
link(2) ,readlink(2) ,unlink(2) , andin(1)
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2
System Calls and Libraries

This chapter introduces the system calls and other system services you can use to develop
application programs. Each application performs a different function, but goes through the
same basic steps: input, processing, and output. For the input and output steps, most appli-
cations interact with an end user at a terminal. During the processing step, sometimes an
application needs access to special services provided by the operating system (for exam-
ple, to interact with the file system, control processes, manage memory, and more). Some
of these services are provided through system calls and some through libraries of func-
tions.

Libraries and Header Files

Header Files

The standard libraries supplied by the C compilation system contain functions that you
can use in your program to perform input/output, string handling, and other high-level
operations that are not explicitly provided by the C language. Header files contain defini-
tions and declarations that your program will need if it calls a library function. They also

contain function-like macros that you can use in your program as you would a function.

In this part, we'll talk a bit more about header files and show you how to use library func-
tions in your program. We'll also describe the contents of some of the more important stan-
dard libraries, and tell you where to find them in @gerating System API Reference.
We'll close with a brief discussion of standard I/O.

Header files serve as the interface between your program and the libraries supplied by the
C compilation system. Because the functions that perform standard 1/O, for example, very
often use the same definitions and declarations, the system supplies a common interface to
the functions in the header fitestdio.h> . By the same token, if you have definitions or
declarations that you want to make available to several source files, you can create a
header file with any editor, store it in a convenient directory, and include it in your
program as described in the first part of this chapter.

Header files traditionally are designated by the sufffixand are brought into a program
at compile time. The preprocessor component of the compiler does this because it inter-
prets theffinclude statement in your program as a directive. The two most commonly
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used directives aséinclude  and#define . As we have seen, thinclude directive
is used to call in and process the contents of the named filgtdHfime directive is
used to define the replacement token string for an identifier. For example,

#define NULL O

defines the macrblULL to have the replacement token sequéhceee theConcurrent C
Reference Manudbr information on preprocessing directives.

Many different.h files are named in th@perating System API| Referenétere we are

going to list a number of them, to illustrate the range of tasks you can perform with header
files and library functions. When you use a library function in your program, the manual
page will tell you which header file, if any, needs to be included. If a header file is men-
tioned, it should be included before you use any of the associated functions or declarations
in your program. It's generally best to put #fieclude  right at the top of a source file.

assert.h assertion checking
ctype.h character handling
errno.h error conditions
float.h floating point limits
limits.h other data type limits
locale.h program's locale
math.h mathematics
setjimp.h nonlocal jumps
signal.h signal handling
stdarg.h variable arguments
stddef.h common definitions
stdio.h standard input/output
stdlib.h general utilities
string.h string handling
time.h date and time
unistd.h system calls

How to Use Library Functions

The manual page for each function describes how you should use the function in your pro-
gram. Manual pages follow a common format; although, some manual pages may omit
some sections:

* The“NAME” section names the component(s) and briefly states its purpose.

* The “syNOPsIS” section specifies the C language programming inter-
face(s).
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* The“DESCRIPTION" section details the behavior of the component(s).

* The“EXAMPLE” section gives examples, caveats and guidance on usage.
* The“FILES " section gives the file names that are built into the program.

* The“see ALSO” section lists related component interface descriptions.

* The“DIAGNOSTICS" section outlines return values and error conditions.

The“NAME” section lists the names of components described in that manual page with a
brief, one-line statement of the nature and purpose of those components.

The“syNOPSIS” section summarizes the component interface by compactly representing
the order of any arguments for the component, the type of each argument (if any) and the
type of value the component returns.

The“DESCRIPTION” section specifies the functionality of components without stipulating

the implementation; it excludes the details of how the OS implements these components
and concentrates on defining the external features of a standard computing environment
instead of the internals of the operating system, such as the scheduler or memory manager.
Portable software should avoid using any features or side-effects not explicitly defined.

The“see ALSO” section refers the reader to other related manual pages in the PowerMAX
OS reference manual set as well as other documentssgheLso” section identifies
manual pages by the title which appears in the upper corners of each page of a manual

page.

Some manual pages cover several commands, functions or other PowerMAX OS compo-
nents; thus, components defined along with other related components share the same man-
ual page title. For example, references to the funciadloc  cite malloc(3) because

the functioncalloc is described with the function malloc in the manual page entitled
malloc(3) . As an example manual page, we'll look atslremp function, which
compares character strings. The routine is described @trithg  manual page in Sec-

tion 3, Subsection 3C, of tH@perating System API Referen&elated functions are
described there as well, but only the sections relevastidmp are shown in Figure 2-1.

As shown, theDESCRIPTION” section tells you what the function or macro does. It's the
“SYNOPSIS” section, though, that contains the critical information about how you use the
function or macro in your program. Note that the first line in#y&lopPsIs” is

#include  <string.h>

That means that you should include the header<sieing.h> in your program
because it contains useful definitions or declarations relatisigdmp .

In fact, <string.h> contains thetrcmp “function prototype” as follows:
extern int strcmp(const char *, const char *);

A function prototype describes the kinds of arguments expected and returned by a C lan-
guage function. Function prototypes afford a greater degree of argument type checking
than old-style function declarations, and reduce the chance of using the function incor-
rectly. Including<string.h> , assures that the C compiler checks callsttomp

against the official interface. You can, of course, exarasieng.h> in the standard

place for header files on your system, usually/tiseiinclude directory.
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NAME
strcat , strdup , strncat , strcmp , strncmp |, strcpy , strncpy |, strlen
strchr , strrchr |, strpbrk , strspn , strcspn

strtok - string operations

SYNOPSIS

#include  <string.h>
int strcmp (const char * sptrl, const char * sptrd); . ..

DESCRIPTION

...strcmp compares its arguments and returns an integer less than, equal to, or
greater than 0, according as the first argument is lexicographically less than, equal to, or
greater than the second . . .

Figure 2-1. Sample DIAGNOSTICS Section

The“syNnoprsis” for a C library function closely resembles the C language declaration of
the function and its arguments. TisgNOPSIS” tells the reader:

* the type of value returned by the function;
* the arguments the function expects to receive when called, if any;
¢ the argument types.

For example, thesynopsis” for the macrdeof is:

#include  <stdio.h>
int feof (FILE* sfp)

The“syNopsIs” section forffeof shows that:

* The macrdeof requires the header fitestdio.h>
* The macrdeof returns a value of typet

* The argumensfpis a pointer to an object of typéLE

To usefeof in a program, you need only write the macro call, preceded at some point by
the#include control line, as in the following:

#include <stdio.h> /* include definitions */

main() {
FILE *infile;  /* define a file pointer */
while (feof(infile)) { /* until end-of-file */
[* operations on the file */
}
}
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By way of further illustration, here is an example of how you mightstreenp in your
own code. The following figure shows a program fragment that will find the bird of your
choice in an array of birds.

4 )

#include <string.h>

/* birds must be in alphabetical order */
char *birds[] = { “albatross”, “canary”, “cardinal”, “ostrich”, “penguin” };

/* Return the index of the bird in the array. */
/* If the bird is not in the array, return -1 */

int is_bird(const char *string)
{
int low, high, midpoint;
int cmp_value;

/* use a binary search to find the bird */
low = 0;
high = sizeof(birds)/sizeof(char *) - 1;
while(low <= high)
{
midpoint = (low + high)/2;
cmp_value = strcmp(string, birds[midpoint]);
if (cmp_value < 0)
high = midpoint - 1;
else if (cmp_value > 0)
low = midpoint + 1;
else /* found a match */
return midpoint;

}

return -1;

N /

Figure 2-2. How strcmp Is Used in a Program

The format of asyNopPsIS” section only resembles, but does not duplicate, the format of

C language declarations. To show that some components take varying numbers of argu-
ments, thesyNOPSIS” section uses additional conventions not found in actual C function
declarations:

* Textincourier represents source-code typed just as it appears.

¢ Text initalic usually represents substitutable argument prototypes.

e Square brackets [ ] around arguments indicate optional arguments.

* Ellipses ... indicate that the previous arguments may repeat.

¢ |If the type of an argument may vary, tigNOPSIS” omits the type.
For example, thesynopsis” for the functiorprintf  is:

#include  <stdio.h>
int printf  (char* fmt[, arg...])

The“syNopPsIs” section forprintf ~ shows that the argumeatg is optional, may be
repeated and is not always of the same data type'DEBeRIPTION” section of the man-
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C Library (libc)

ual page provides any remaining information about the fungtionf  and the argu-
ments to it.

The“DIAGNOSTICS” section specifies return values and possible error conditions. The text
in “DIAGNOSTICS” takes a conventional form which describes the return value in case of
successful completion followed by the consequences of an unsuccessful completion, as in
the following example:

Figure 2-3. Sample DIAGNOSTICS Section

On succesdseek returns the value of the resulting file-offset, as measured in bytes
from the beginning of the file.

On failure,lseek returns-1 , it does not change the file-offset, aartho equals:
EBADFif fildes is not a valid open file-descriptor.
EINVAL if whence is notSEEK_SETSEEK_CURrSEEK_END

ESPIPE if fildes  denotes a pipe or FIFO.

The<errno.h> header file defines symbolic names for error conditions which are
described inntro(2) of theOperating System API ReferenEer more information on
error conditions, see the section entitled “System Call Error Handling” in this chapter.

In this section, we describe some of the more important routines in the standard C library.
As we indicated in the first part of this chaptéie  contains the system calls described

in Section 2 of theperating System APl Referenemd the C language functions
described in Section 3, Subsections 3C and 3S. We'll explain what each of these subsec-
tions contains below. We'll look at system calls at the end of the section.

Subsection 3C Routines

2-6

Subsection 3C of th@perating System API Referersmntains functions and macros that
perform a variety of tasks:

¢ string manipulation
¢ character classification

* character conversion

Figure 2-4 lists string-handling functions that appear orstlieg  page in Subsection
3C of theOperating System API| Referen&rograms that use these functions should
include the header filestring.h.
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Figure 2-4. String Operations

strcat Append a copy of one string to the end of another.

strncat Append no more than a given number of characters from one string to
the end of another.

stremp Compare two strings. Returns an integer less than, greater than, or
equal to 0 to show that one is lexicographically less than, greater than,
or equal to the other.

strncmp Compare no more than a given number of characters from the two
strings. Results are otherwise identicadttomp .

strcpy Copy a string.

strncpy Copy a given number of characters from one string to another. The

destination string will be truncated if it is longer than the given num-
ber of characters, or padded with null characters if it is shorter.

strdup Return a pointer to a newly allocated string that is a duplicate of a
string pointed to.

strchr Return a pointer to the first occurrence of a character in a string, or a
null pointer if the character is not in the string.

strrchr Return a pointer to the last occurrence of a character in a string, or a
null pointer if the character is not in the string.

strlen Return the number of characters in a string.

strpbrk Return a pointer to the first occurrence in one string of any character

from the second, or a null pointer if no character from the second
occurs in the first.

strspn Return the length of the initial segment of one string that consists
entirely of characters from the second string.

strcspn Return the length of the initial segment of one string that consists
entirely of characters not from the second string.

strstr Return a pointer to the first occurrence of the second string in the first
string, or a null pointer if the second string is not found.

strtok Break up the first string into a sequence of tokens, each of which is
delimited by one or more characters from the second string. Return a
pointer to the token, or a null pointer if no token is found.

Figure 2-5 lists functions and macros that classify 8-bit character-coded integer values.
These routines appear on tenv(3C) andctype(3C) pages in Subsection 3C of the
Operating System API ReferenErograms that use these routines should include the
header file<ctype.h>
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Figure 2-5. Classifying 8-Bit Character-Coded Integer Values

isalpha Isca letter?

isupper Is c an uppercase letter?

islower Is c a lowercase letter?

isdigit Is c a digit [0-9]?

isxdigit Is ¢ a hexadecimal digit [0-9], [A-F], or [a-f]?

isalnum Is c alphanumeric (a letter or digit)?

isspace Is c a space, horizontal tab, vertical tab, new-line, form-feed, or car-
riage return?

ispunct Is ¢ a punctuation character (neither control nor alphanumeric)?

isprint Is c a printing character?

isgraph Same assprint  except false for a space.

iscntrl Is c a control character or a delete character?

isascii Is c an ASCII character?

toupper Change lower case to upper case.

_toupper Macro version of toupper.

tolower Change upper case to lower case.

_tolower Macro version of tolower.

toascii Turn off all bits that are not part of a standard ASCII character;

intended for compatibility with other systems.

Figure 2-6 lists functions and macros in Subsection 3C dDfherating System API Ref-
erencethat are used to convert characters, integers, or strings from one representation to
another. The left-hand column contains the name that appears at the top of the manual
page; the other names in the same row are related functions or macros described on the
same manual page. Programs that use these routines should include the header file
<stdlib.h>

Figure 2-6. Converting Characters, Integers, or Strings

a64l I64a Convert between long integer and base-64 ASCII
string.

ecvt fcvt gevt Convert floating point number to string.

[3tol Itol3 Convert between 3-byte packed integer and long
integer.

strtod atof Convert string to double-precision number.

strtol stroll atoll atol atoi Convert string to integer.

strtoul stroull Convert string to unsigned long.
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Subsection 3S Routines

System Calls and Libraries

Subsection 3S of th®perating System API Referermntains the so-called standard 1/0
library for C programs. Frequently, one manual page describes several related functions or
macros. In Figure 2-7,the left-hand column contains the name that appears at the top of the
manual page; the other names in the same row are related functions or macros described
on the same manual page. Programs that use these routines should include the header file

<stdio.h>

Figure 2-7. Standard I/O Functions and Macros

. We'll talk a bit more about standard 1/O in the last subsection of this chapter.

fclose
ferror

fopen fopen64
freopen64

fread

fseek fgetpos
fgetpos64 fseeko
fsetpos fsetpos64
ftello ftello64

getc

gets

popen

printf
putc

puts
scanf

setbuf

system

tmpfile

tmpnam

ungetc

vprintf

fflush

feof clearerr fileno
freopen fdopen

fwrite

rewind ftell

getchar fgetc getw
fgets

pclose

fprintf sprintf

putchar fputc putw
fputs

fscanf sscanf

setvbuf

tmpfile64

tempnam

viprintf vsprintf

Close or flush a stream.
Stream status inquiries.

Open a stream.

Input/output.

Reposition a file pointer
in a stream.

Get a character or word
from a stream.

Get a string from a
stream.

Begin or end a pipe
to/from a process.

Print formatted output.

Put a character or word on
a stream

Put a string on a stream.
Convert formatted input.

Assign buffering to a
stream.

Issue a command through
the shell.

Create a temporary file.

Create a name for a tem-
porary file.

Push character back into
input stream.

Print formatted output of
avarargs argumentlist.
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Math Library (libm)

The math librarylibm , contains the mathematics functions supplied by the C compila-
tion system. These appear in Subsection 3M oOgherating System API Referenkkere

we describe some of the major functions, organized by the manual page on which they
appear. Note that functions whose names end with the fetaee single-precision
versions, which means that their argument and return typdieare . Programs that use

math functions should include the header4ieath.h> .

The OS also provides an alternate math libfasylccs/lib/libM.a Use of this

library is recommended when the characteristics of the arguments are well-understood and
higher performance is preferred to increased accuracy. It differs from the standard math
library in the following ways:

* Arguments are not checked to ensure that they are valid IEEE floating-
point numbers.

* Arguments are not checked for mathematical validity (for example,
sqri(-2) ).

* For the single-precision functions, certain calculations that are performed
in double precision in the standard library are performed in single precision
in the alternate library. As a result, 1-bit errors can occur in some calcula-
tions.

* This alternate library uses large tables of constants as a repository of data
for its calculations. Use of this library will require a larger address space
than is needed with the standard library.

For additional information on use of the alternate math library, ref€otopilation Sys-
tems Volume 1 (Tools).

Table 2-1. Math Functions

erf(3M)
erf Compute the error function af defined as:
X
2 —t2
— (e ¥dt
il
0
erfc Compute 1.0 erf(x) , which is used because of
the extreme loss of relative accuracgrif is
called for largex and the result subtracted from 1.0
(e.g., forx =5, 12 places are lost).
exp(3M)
exp expf Computee.
cbrt Compute the cube root &f
log logf Compute the natural logarithm xf

The value ok must be positive.
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Table 2-1. Math Functions (Cont.)

log10 log10f Compute the base-ten logarithmxof
The value ok must be positive.

pow powf Computex’ .
If xis zero,y must be positive.
If X is negativey must be an integer.

sqrt sqrtf Compute the non-negative square roat.of
The value ok must be non-negative.

floor(3M)

floor floorf Compute the largest integer not greater than

ceil ceilf Compute the smallest integer not less than

copysign Computex but with the sign o¥.

fmod fmodf Compute the floating point remainder of the divi-
sion ofx by y: x if y is zero, otherwise the numkfer
with same sign ag such tha = iy+f for some
integeri, and/f <|y| .

fabs fabsf Compute|x , the absolute valuexof

rint Compute as a double-precision floating point num-
ber the integer value nearest the double-precision
floating point argument, and rounds the return
value according to the currently set machine round-
ing mode.

remainder Compute the floating point remainder of the divi-
sion ofx by y: NaNif y is zero, otherwise the value
r = x—yn, wheren is the integer value nearest the
exact value ok/y , andis even whenever
In-x/y = /2.

gamma(3M)

gamma lgamma Compute In|F(x)| , wherd (x) is defined as
X
| et Lot
0

hypot(3M)

hypot ComputeA/x2 + y2 , taking precautions against over-
flows.

matherr(3)

matherr Error handling.

trig(3M)

sin sinf Compute the sine of measured in radians.

cos cosf Compute the cosine af measured in radians.

tan tanf Compute the tangent &f measured in radians.
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Table 2-1. Math Functions (Cont.)

asin asinf Compute the arcsine &fin the rangg-/2,M1/2]
acos acosf Compute the arccosine xfin the range
[o,n.
atan atanf Compute the arctangentxfin the range
(“N/2n/2).
atan2 atan2f Compute the arctangentgfx , in the range
(-1, N7 , using the signs of both arguments to
determine the quadrant of the return value.
sinh(3M)
sinh sinhf Compute the hyperbolic sine xf
cosh coshf Compute the hyperbolic cosineof
tanh tanhf Compute the hyperbolic tangentof
asinh Compute the inverse hyperbolic sinexof
acosh Compute the inverse hyperbolic cosineof
atanh Compute the inverse hyperbolic tangenk.of

General Purpose Library (libgen)
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libgen contains general purpose functions, and functions designed to facilitate interna-
tionalization. These appear in Subsection 3G ofQperating System API Reference.
Table 2-2 describes functionslibhgen . The header fileslibgen.h>  and, occasion-

ally, <regexp.h> should be included in programs that use these functions.

Table 2-2. libgen Functions

advance step
basename

bgets

bufsplit

compile

copylist

dirname

Execute a regular expression on a string.
Return a pointer to the last element of a path name.

Read a specified number of characters into a buffer
from a stream until a specified character is reached.

Split the buffer into fields delimited by tabs and
new-lines.

Return a pointer to a compiled regular expression
that uses the same syntaeds

Copy a file into a block of memory, replacing new-
lines with null characters. It returns a pointer to the

copy.

Return a pointer to the parent directory name of the
file path name.
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Table 2-2. libgen Functions (Cont.)

eaccess

gmatch

isencrypt

mkdirp

p2open p2close

pathfind

regcmp

regex

rmdirp

strccpy strcadd

strecpy

strfind

strrspn

strtrns

Determine if the effective user ID has the appropri-
ate permissions on a file.

Check if name matches shell file name pattern.

Use heuristics to determine if contents of a charac-
ter buffer are encrypted.

Create a directory and its parents.

p2open is similar topopen (seepopen(3S) ). It
establishes a two-way connection between the par-
ent and the childp2close closes the pipe.

Search the directories in a given path for a named
file with given mode characteristics. If the file is
found, a pointer is returned to a string that corre-
sponds to the path name of the file. A null pointer is
returned if no file is found.

Compile a regular expression and return a pointer
to the compiled form.

Compare a compiled regular expression against a
subject string.

Remove the directories in the specified path.

strccpy copies the input string to the output
string, compressing any C-like escape sequences to
the real charactestrcadd is a similar function
that returns the address of the null byte at the end of
the output string.

Copy the input string to the output string, expand-
ing any non-graphic characters with the C escape
sequence. Characters in a third argument are not
expanded.

Return the offset of the first occurrence of the sec-
ond string in the first stringl is returned if the
second string does not occur in the first.

Trim trailing characters from a string. It returns a
pointer to the last character in the string not in a list
of trailing characters.

Return a pointer to the string that results from
replacing any character found in two strings with a
character from a third string. This function is simi-
lar to thetr command.
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Standard I/O Library

The functions in Subsection 3S of tbperating System API Referenoanstitute the
standard /O library for C programs. In this section, we want to discuss standard 1/O in a
bit more detail. First, let's briefly define what 1/0 involves. It has to do with

¢ reading information from a file or device to your program;
¢ writing information from your program to a file or device;

¢ opening and closing files that your program reads from or writes to.

Three Files You Always Have

Named Files

2-14

Programs automatically start off with three open files: standard input, standard output, and
standard error. These files with their associated buffering are called streams, and are desig-
natedstdin , stdout , andstderr , respectively. The shell associates all three files
with your terminal by default.

This means that you can use functions and macros that deadtdiith , stdout , or
stderr  without having to open or close filegets , for example, reads a string from
stdin ; puts writes a string tetdout . Other functions and macros read from or write
to files in different ways: character at a tingetc andputc ; formatted,scanf and
printf  ; and so on. You can specify that output be directestderr by using a
function such agprintf . fprintf works the same way asintf  except that it
delivers its formatted output to a named stream, sustdas

Any file other than standard input, standard output, and standard error must be explicitly
opened by you before your program can read from or write to the file. You open a file with
the standard library functiciopen . fopen takes a path name, asks the system to keep
track of the connection between your program and the file, and returns a pointer that you
can then use in functions that perform other /O operations.

The pointer is to a structure callEtLE , defined in<stdio.h> , that contains informa-
tion about the file: the location of its buffer, the current character position in the buffer, and
so on. In your program, then, you need to have a declaration such as

FILE *fin;
which says thdfin is a pointer to &ILE . The statement
fin = fopen(“filename”, “r");

associates &ILE structure withfilename , the path name of the file to open, and
returns a pointer to it. TH&” means that the file is to be opened for reading. This argu-
ment is known as the mode. There are modes for reading, writing, and both reading and
writing.

In practice, the file open function is often included irifarstatement:
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if ((fin = fopen(“filename”, “r")) == NULL)
(void)fprintf(stderr,“Cannot open input file %s\n”,
“filename”);

which takes advantage of the fact tfoggen returns eNULL pointer if it cannot open the
file. To avoid falling into the immediately following code on failure, you canedtl ,
which causes your program to quit:

if ((fin = fopen(“filename”, “r")) == NULL) {
(void)fprintf(stderr,“Cannot open input file %s\n”,
“filename”);
exit(1);
}

If the file to be opened is larger than 2GB, or is likely to grow to be that size, you should
usefopen64 . See “Subsection 3S Routines” on page 2-9 for other Standard 1/O func-
tions for use with large files.

Once you have opened the file, you use the pofinterin functions or macros to refer to
the stream associated with the opened file:

int c;
¢ = getc(fin);

brings in one character from the stream into an integer variable callée variable is
declared as an integer even though we are reading characters ptauseturns an
integer. Getting a character is often incorporated in some flow-of-control mechanism such
as

while ((c = getc(fin)) !I= EOF)

that reads through the file unBlOFis returnedEOF, NULL, and the macro getc are all
defined in<stdio.h> . getc and other macros in the standard I/O package keep advanc-
ing a pointer through the buffer associated with the stream; the UNIX system and the
standard I/O functions are responsible for seeing that the buffer is refilled if you are
reading the file, or written to the output file if you are producing output, when the pointer
reaches the end of the buffer.

Your program may have multiple files open simultaneously, 20 or more depending on sys-
tem configuration. If, subsequently, your program needs to open more files than it is per-
mitted to have open simultaneously, you can use the standard library fufoldgen to

break the connection between fH&E structure ircstdio.h>  and the path names of

the files your program has opened. PointerBlt&e may then be associated with other
files by subsequent calls topen . For output files, affclose call makes sure that all
output has been sent from the output buffer before disconnecting thexitile.closes all

open files for you, but it also gets you completely out of your process, so you should use it
only when you are sure you are finished.
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How C Programs Communicate with the Shell

Information or control data can be passed to a C program as an argument on the command
line, which is to say, by the shell. When you execute a C program, command line argu-
ments are made available to the functimain in two parameters, an argument count,
conventionally callecdrgc , and an argument vector, conventionally callegly . (Every

C program is required to have an entry point namaih .) argc is the number of argu-

ments with which the program was invokedgv is an array of pointers to character
strings that contain the arguments, one per string. Since the command name itself is con-
sidered to be the first argument,asgv[0] , the count is always at least one. Here is the
declaration fomain :

int
main(int argc, char *argv[])

For two examples of how you might use run-time parameters in your program, see the last
subsection of this chapter.

The shell, which makes arguments available to your program, considers an argument to be
any sequence of non-blank characters. Characters enclosed in single daintes (

def' ) or double quotes‘@bc def” ) are passed to the program as one argument even if
blanks or tabs are among the characters. You are responsible for error checking and other-
wise making sure that the argument received is what your program expects it to be.

In addition toargc andargv , you can use a third argumeaittvp is an array of pointers
to environment variables. You can find more informatioreowp in the Operating Sys-
tem API Referencenderexec in Section 2 and in thBystem Files and Devices Refer-
enceunderenviron in Section 5.

C programs exit voluntarily, returning control to the operating system, by returning from
main or by calling the exit function. That istedurn(  n) from main is equivalent to the

call exit( n).(Remember that main has type “function returriirig .”) Your program

should return a value to say whether it completed successfully or not. The value gets
passed to the shell, where it becomes the value dfztghell variable if you executed

your program in the foreground. By convention, a return value of zero denotes success, a
non-zero return value means some sort of error occurred. You can use the macros
EXIT_SUCCESSandEXIT_FAILURE, defined in the header filestdlib.h> |, as

return values from main or argument valueseft

Passing Command Line Arguments
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As described above, information or control data can be passed to a C program as an argu-
ment on the command line. When you execute the program, command line arguments are
made available to the functionain in two parameters, an argument count, convention-

ally calledargc , and an argument vector, conventionally caldegv . argc is the

number of arguments with which the program was involegl: is an array of pointers

to characters strings that contain the arguments, one per string. Since the command name
itself is considered to be the first argumentagv[0] , the count is always at least one.

If you plan to accept run-time parameters in your program, you need to include code to
deal with the information. and show program fragments that illustrate two common uses
of run-time parameters:
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* Figure 2-8 shows how you provide a variable file name to a program, such
that a command of the form

$prog filename
will causeprog to attempt to open the specified file.

* Figure 2-9shows how you set internal flags that control the operation of a
program, such that a command of the form

$ prog -opr

will causeprog to set the corresponding variables for each of the options specified.
Thegetopt function used in the example is the most common way to process
arguments in UNIX system prograngetopt is described in Subsection 3C of the
Operating System API Reference.

a N

#include <stdio.h>

int
main(int argc, char *argv[])

FILE *fin;
int ch;

switch (argc)

case 2:
if ((fin = fopen(argv[1], “r")) == NULL)
{

[* First string (%s) is program name (argv[0]). */
/* Second string (%s) is name of file that could */
/* not be opened (argv[1]). */

(void)fprintf(stderr, “%s: Cannot open input file %s\n”,
argv[0], argv[1]);
return(2);
}
break;
case 1:
fin = stdin;
break;
default:
(void)fprintf(stderr, “Usage: %s [file]\n”, argv[0]);
return(2);

}

while ((ch = getc(fin)) != EOF)
(void)putchar(ch);

return (0);

N /

Figure 2-8. Using argv[1] to Pass a File Name
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(..

include <stdio.h>
#include <stdlib.h>

int
main(int argc, char *argv[])

int oflag = 0;

int pflag = 0;/* Function flags */
int rflag = 0;

int ch;

while ((ch = getopt(argc, argv, “opr”)) = -1)

/* For options present, set flag to 1. */
/* If unknown options present, print error message. */

switch (ch)

{

case '0"
oflag = 1;
break;

case 'p"
pflag = 1;
break;

case "
rflag = 1;
break;

default:
(void)fprintf(stderr, “Usage: %s [ -opr \n", argv[0]);
return(2);

}

/* Do other processing controlled by oflag, pflag, rflag. */
return(0);

}

N /

Figure 2-9. Using Command Line Arguments to Set Flags

System Calls

System calls are the interface between the kernel and the user programs that run on top of
it. The kernel is the software on which everything else in the UNIX operating system
depends. The kernel manages system resources, maintains file systems and supports
system callstead , write and the other system calls in Section 2 ofGiperating Sys-

tem API Referencadefine what the UNIX system is. Everything else is built on their foun-
dation. Strictly speaking, they are the only way to access such facilities as the file system,
interprocess communication primitives, and multitasking mechanisms.

Of course, most programs do not need to invoke system calls directly to gain access to
these facilities. If you are writing a C program, for example, you can use the library
functions described in Section 3 of tBperating System API Referen¥éhen you use

these functions, the details of their implementation on the system are transparent to the
program, for example, that the system call read underliebgheé implementation in

the standard C library. In other words, the program will generally be portable to any sys-
tem, UNIX or not, with a conforming C implementation. (SeeGbacurrent C Reference
Manualguide for a discussion of the standard C library.)
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In contrast, programs that invoke system calls directly are portable only to other UNIX
systems or systems that are similar to UNIX systems; for that reason, you would not use
read in a program that performed a simple input/output operation. Other operations,
however, including most multitasking mechanisms, do require direct interaction with the
UNIX system kernel. These operations are the subject of the first part of this book. This
chapter lists the system calls in functional groups, and includes brief discussions of error
handling. For details on individual system calls, see Section 2 @peeating System

API| Reference.

A C program is automatically linked with the system calls you have invoked when you
compile the program. The procedure may be different for programs written in other lan-
guages. Check theoncurrent C Reference Manuglide for details on the language you
are using.

Input/Output and File System Calls

File and Device I/O

These system calls perform basic input/output operations on system files.

Table 2-3. File and Device I/O Functions

Function Name(s) Purpose

open open a file for reading or writing
open64 open a large file

creat create a new file or rewrite an existing one
creat64 create a large file

close close a file descriptor

read write transfer data from/onto a file or device
getmsg putmsg get/put message from/onto a stream
Iseek move file I/O pointer

Iseek64 move file 1/O pointer of a large file
fentl file 1/O control

ioctl device 1/O control

truncate64 ftruncate64 set a large file to a specified length

Terminal Device Control

These system calls deal with a general terminal interface for the control of asynchronous
communications ports.
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Table 2-4. Terminal Device Control Functions

Function Name(s) Purpose

tcgetattr tcsetattr get and set terminal attributes

tcdrain tcflush line control functions

tcflow tcsendbreak line control functions

cfgetispeed cfgetospeed get baud rate functions

cfsetispeed cfsetospeed set baud rate functions

tcgetsid get terminal session ID

tcgetpgrp get terminal foreground process group ID
tcsetpgrp set terminal foreground process group ID

Directory and File System Control
These system calls allow creation of new directories (and other types of files), linking to

existing files, obtaining or modifying file status information, and allow you to control
various aspects of the file system.

Table 2-5. Directory and File System Control Functions

Function Name(s) Purpose

link link to a file

access determine accessibility of a file

mknod make a directory, special, or regular
file

chmod fchmod change mode of file

chown fchown Ichown change owner and group of a file

utime lutime set file access and modification times

stat fstat Istat get file status

pathconf fpathconf get configurable path name variables

getdents read directory entries and put in file
system-independent format

mkdir make a directory

readlink read the value of a symbolic link

rename change the name of a file

rmdir remove a directory

symlink make a symbolic link to a file
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Table 2-5. Directory and File System Control Functions (Cont.)

Function Name(s) Purpose

unlink remove directory entry

ustat get file system statistics

sync update super block

mount umount mount/unmount a file system
statfs fstatfs get file system information
stat64 fstat64 Istat64 get large file status

sysfs get file system type information

Access Control System Calls

These system calls are used to obtain or modify security level information that is used by
the system to mediate access control when the Enhanced Security Utilities are installed
and running.

Only privileged processes can modify file or process security levels. See the individual
system call manual pages and ihieo(2) manual page in th®perating System API
Referencdor a description of the various privileges required by the system calls, and the
effect of Mandatory Access Control levels on the access checking algorithm used by the
system.

Table 2-6. Mandatory Access Control (MAC) System Calls

Function Name(s) Purpose

devstat, get or set the security attributes of a device

fdevstat

Ividom determine domination relationship of two levels

Ivlequal determine if two levels are equal

Ivifile get or set the level of a directory, a named pipe or a reg-
ular or special file

Ivlipc manipulate an IPC object's level

Iviproc get or set the level of the calling process

Ivivfs get or set the level ceiling of a mounted file system

mkmid create a multilevel directory

mldmode get or set the mld mode of the calling process

secadvise get kernel advisory access information
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Process and Memory System Calls

Processes
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These system calls control user processes.

Table 2-7. Process Management Functions

Function Name(s)

Purpose

fork

execl|

execv

exit

wait

cpu_bias

setuid
getpgrp
chdir
chroot
nice

getcontext

getgroups

getpid

getuid

getgid

_lwp_global_self
pause

priocntl

execle

execve

_exit

waitpid

setgid

setpgrp
fchdir

setcontext

setgroups

getppid

geteuid

getegid

execlp

execvp

waitid

getpgid

create a new process

execute a file with a list of
arguments

execute a file with a variable
list

terminate process

wait for child process to
change state

get and set LWP’s CPU bias
or assignment

set user and group IDs

get and set process group ID
change working directory
change root directory
change priority of a process

get and set current user con-
text

get or set supplementary
group IDs

get process and parent pro-
cess IDs

get real user and effective
user

get real group and effective
group

get current LWP’s global ID
suspend process until signal

process scheduler control
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Table 2-7. Process Management Functions (Cont.)

Function Name(s) Purpose

setpgid set process group ID

setsid set session ID

kill send a signal to a process or

group of processes

Signals

Signals are messages passed by the system to running processes.

Figure 2-10. Signal Management Functions

Function Name(s) Purpose

sigaltstack set/get signal alternate stack context

sigignore sigpause simplified signal management

sighold sigrelse simplified signal management

sigset signal simplified signal management

sigpending examine blocked and pending signals

sigprocmask change or examine signal mask

sigqueue queue a signal to a process

sigsuspend install a signal mask and suspend process

sigsend sigsendset send a signal to a process or group of pro-
cesses

Basic Interprocess Communication
These system calls connect processes so they can commuypijpateas the system call

for creating an interprocess chanmklp is the call for duplicating an open file descriptor.
(These IPC mechanisms are not applicable for processes on separate hosts.)

Figure 2-11. Basic Interprocess Communication Functions

Function PUIDOSE

Name(s) P

pipe open file-descriptors for a pipe
dup duplicate an open file-descriptor
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Advanced Interprocess Communication

Some of these system calls support System V IPC messages, semaphores, and shared
memory and are effective in data base management. (These IPC mechanisms are also not
applicable for processes on separate hosts.) Others are interprocess synchronization tools
that are provided by the OS for use in synchronizing cooperating processes’ access to data
in shared memory. For additional information on the System V IPC mechanisms, refer to
Chapter 12. For an explanation of the interprocess synchronization tools, refelPéavthe
erMAX OS Real-Time Guide.

Figure 2-12. Advanced Interprocess Communication Functions
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Function Name(s) Purpose

msgget get message queue

msgctl message control operations

msgop message operations

semget get set of semaphores

semctl semaphore control operations

semop semaphore operations

shmget get shared memory segment identifier
shmctl shared memory control operations
shmop shared memory operations

resched_cntl

server_block

server_wakel

server_wakevec

rescheduling control operations

block the calling LWP only if no wake-up
request has occurred since last return from
server_block

wake a single server blocked in a
server_block  system call

wake a group of servers blocked in a
server_block  system call

client_block block the calling LWP (a client) and pass its
priority to another LWP (a server)
client_wakel wake a single client blocked in a

client_wakechan

client_block system call

wake a group of clients blocked in a
client_block system call
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Memory Management

These system calls give you access to virtual memory facilities.

Figure 2-13. Memory Management Functions

Function Name(s) Purpose

getpagesize get system page size

memcntl memory management control

mmap map pages of memory

mmap64 map pages of memory for a large file
mprotect set protection of memory mapping
munmap unmap pages of memory

plock lock process, text, or data in memory
userdma prepare a buffer for DMA transfers
brk sbrk dynamically allocate memory space

Miscellaneous System Calls

These are system calls for such things as administration, timing, and other miscellaneous
purposes.

Figure 2-14. Miscellaneous System Functions

Function Name(s) Purpose

acct enable or disable process accounting

alarm set a process alarm clock

getrlimit setrlimit control maximum system resource consumption
getrlimit64 setrlimit64 control large file size limit

hrdclk control hardclock interrupt handling

modload loads dynamically loadable kernel module
moduload unloads kernel module

modpath change path from which modules are loaded
modadm module administration

profil execution time profile

sysconf method for application’'s determination of value for

system configuration
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Figure 2-14. Miscellaneous System Functions (Cont.)

Function Name(s)

Purpose

SysCX

time stime
uadmin
ulimit

uname

machine-specific functions (available only on Pow-
erMAX OS)

get/set time
administrative control
get and set user limits

get/set name of current system

System Call Error Handling

System calls that fail to complete successfully almost always return a value@four
program. (If you look through the system calls in Section 2, you will see that there are a
few calls for which no return value is defined, but they are the exceptions.) In addition to
the-1 returned to the program, the unsuccessful system call places an integer in an exter-
nally declared variablerrno . In a C program, you can determine the valuerino if

your program contains the following statement:

#include <errno.h>

The C language functioperror(3C) can be used to print an error message (on
stderr ) based on the value efrno . The value irerrno is not cleared on successful
calls, so your program should check it only if the system call returrkdirdicating an
error. Table 2-8 identifies the symbolic names defined irkémmo.h> header file and
described inntro(2) of theOperating System API Reference.

Table 2-8. errno Values

Symbolic Name Description

ENOENT No such file or directory
A file name is specified and the file should exist but fails to,
or one of the directories in a path name fails to exist.

ESRCH No such process
No process can be found corresponding to the that specified
by PID in thekill  orptrace routine.

EINTR Interrupted system call
An asynchronous signal (such as interrupt or quit), which
the user has elected to catch, occurred during a system ser-
vice routine. If execution is resumed after processing the
signal, it will appear as if the interrupted routine call
returned this error condition.
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Table 2-8. errno Values (Cont.)

Symbolic Name

Description

EIO

ENXIO

E2BIG

ENOEXEC

EBADF

ECHILD

EAGAIN

ENOMEM

EACCES

I/O error

Some physical I/0 error has occurred. This error may in
some cases occur on a call following the one to which it
actually applies.

No such device or address

I/0 on a special file refers to a subdevice which does not
exist, or exists beyond the limit of the device. It may also
occur when, for example, a tape drive is not on-line or no
disk pack is loaded on a drive.

Arg list too long

An argument list longer thalRG_MAXytes is presented to

a member of thexec family of routines. The argument list

limit is sum of the size of the argument list plus the size of
the environment's exported shell variables.

Exec format error

A request is made to execute a file which, although it has the
appropriate permissions, does not start with a valid format
(seea.out(4) ).

Bad file number

Either a file descriptor refers to no open file, sead
(respectivelywrite ) request is made to a file that is open
only for writing (respectively, reading).

No child processes
A wait routine was executed by a process that had no exist-
ing or unwaited-for child processes.

Resource is temporarily unavailable

For example, théork routine failed because the system's
process table is full or the user is not allowed to create any
more processes. Or a system call failed because of insuffi-
cient memory or swap space.

Not enough space

During execution of aexec , brk , orsbrk routine, a pro-
gram asks for more space than the system is able to supply.
This is not a temporary condition; the maximum size is a
system parameter. The error may also occur if the arrange-
ment of text, data, and stack segments requires too many
segmentation registers, or if there is not enough swap space
during thefork  routine.

Permission denied
An attempt was made to access a file in a way forbidden by
the protection system.
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Table 2-8. errno Values (Cont.)

Symbolic Name

Description

EFAULT

ENOTBLK

EBUSY

EEXIST

EXDEV

ENODEV

ENOTDIR

EISDIR

EINVAL

ENFILE

EMFILE

Bad address

The system encountered a hardware fault in attempting to
use an argument of a routine. For exam@lao poten-

tially may be set teFAULTany time a routine that takes a
pointer argument is passed an invalid address, if the system
can detect the condition. Because systems will differ in their
ability to reliably detect a bad address, on some implementa-
tions passing a bad address to a routine will result in unde-
fined behavior.

Block device required
A non-block file was mentioned where a block device was
required (e.g., in a call to thmount routine).

Device busy

An attempt was made to mount a device that was already
mounted or an attempt was made to dismount a device on
which there is an active file (open file, current directory,
mounted-on file, active text segment). It will also occur if an
attempt is made to enable accounting when it is already
enabled. The device or resource is currently unavailable.

File exists
An existing file was mentioned in an inappropriate context
(e.g., call to thdink routine).

Cross-device link
A link to a file on another device was attempted.

No such device
An attempt was made to apply an inappropriate operation to
a device (e.g., read a write-only device).

Not a directory

A non-directory was specified where a directory is required
(e.g., in a path prefix or as an argument toctindir  rou-
tine).

Is a directory
An attempt was made to write on a directory.

Invalid argument

An invalid argument was specified (e.g., unmounting a non-
mounted device, mentioning an undefined signal in a call to
thesignal orkill  routine. Also set by the functions
described in the math packa@M) .

File table overflow
The system file table is full (i.eSYS_OPENiles are open,
and temporarily no more files can be opened).

Too many open files
No process may have more tHaREN_MAXle descriptors
open at a time.
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Table 2-8. errno Values (Cont.)

Symbolic Name

Description

ENOTTY

ETXTBSY

EFBIG

ENOSPC

ESPIPE

EROFS

EMLINK

EPIPE

EDOM

ERANGE

ENOMSG

EIDRM

ECHRNG

Not a typewriter
A call was made to thiectl  routine specifying a file that
is not a special character device.

Text file busy

An attempt was made to execute a pure-procedure program
that is currently open for writing. Also an attempt to open
for writing or to remove a pure-procedure program that is
being executed.

File too large
The size of a file exceeded the maximum file size,
FCHR_MAX(seegetrlimit(2) ).

No space left on device

While writing an ordinary file or creating a directory entry,
there is no free space left on the device. If¢ht  rou-

tine, the setting or removing of record locks on a file cannot
be accomplished because there are no more record entries
left on the system.

lllegal seek
A call to thelseek routine was issued to a pipe.

Read-only file system
An attempt to modify a file or directory was made on a
device mounted read-only.

Too many links
An attempt to make more than the maximum number of
links, LINK_MAX, to a file.

Broken pipe

A write on a pipe for which there is no process to read the
data. This condition normally generates a signal; the error is
returned if the signal is ignored.

Math argument out of domain of func
The argument of a function in the math packghd) is out
of the domain of the function.

Math result not representable
The value of a function in the math package (3M) is not rep-
resentable within machine precision.

No message of desired type
An attempt was made to receive a message of a type not
existing on the specified message queuerfsgop(2) ).

Identifier removed

This error is returned to processes that resume execution due
to the removal of an identifier from the file system's name
space (semsgctl(2) ,semctl(2) ,andshmctl(2) ).

Channel number out of range
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Table 2-8. errno Values (Cont.)

Symbolic Name

Description

EL2NSYNC
EL3HLT
EL3RST
ELNRNG
EUNATCH
ENOCSI
EL2HLT
EDEADLK

ENOLCK

ENOSTR

ENODATA
ETIME

ENOSR

ENOPKG

EREMOTE

ENOLINK

EPROTO

Level 2 not synchronized
Level 3 halted

Level 3 reset

Link number out of range
Protocol driver not attached
No CSI structure available
Level 2 halted

Deadlock condition
A deadlock situation was detected and avoided. This error
pertains to file and record locking.

No record locks available
There are no more locks available. The system lock table is
full (seefentl(2) ).

Device not a stream.
A putmsg orgetmsg system call was attempted on a file
descriptor that is not a STREAMS device.

No data available

Timer expired

The timer set for a STREAMBctl  call has expired. The
cause of this error is device specific and could indicate either
a hardware or software failure, or perhaps a timeout value
that is too short for the specific operation. The status of the
ioctl  operation is indeterminate.

Out of stream resources

During a STREAMSopen, either no STREAMS queues or
no STREAMS head data structures were available. This is a
temporary condition; one may recover from it if other pro-
cesses release resources.

Package not installed
This error occurs when users attempt to use a system call
from a package which has not been installed.

Object is remote

This error occurs when users try to advertise a resource that
is not on the local machine or try to mount/unmount a device
(or path name) that is on a remote machine.

Link has been severed
This error occurs when the link (virtual circuit) connecting
to a remote machine is gone.

Protocol error
Some protocol error occurred. This error is device specific,
but is generally not related to a hardware failure.
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Table 2-8. errno Values (Cont.)

Symbolic Name

Description

EBADMSG

ENAMETOOLONG

EOVERFLOW

ENOTUNIQ

EBADFD

EREMCHG
ELIBACC

ELIBBAD

ELIBSCN

ELIBMAX

ELIBEXEC

EILSEQ

Not a data message

During aread , getmsg , orioctl |_RECVFDsystem call

to a STREAMS device, something has come to the head of
the queue that can't be processed. That something depends
on the system calfead —control information or a passed

file descriptorgetmsg —passed file descriptagctl —
control or data information.

File name too long

The length of the path argument exceBddH_MAXor the
length of a path component exce®SME_MAMile
_POSIX_NO_TRUNG: in effect; (sedéimits(4) ).

Value too large to be stored in data type. Attemptiat
orlseek usingSEEK_ENDbn a file whose size is too large
to fit in a long integer. Other operations on large files may
also return this value if the large file system calls are not
used.

Name not unigue on network
Given log name not unique.

File descriptor in bad state.
Either a file descriptor refers to no open file or a read request
was made to a file that is open only for writing.

Remote address changed.

Cannot access a needed shared library

Trying toexec ana.out that requires a shared library and
the shared library doesn't exist or the user doesn't have per-
mission to use it.

Accessing a corrupted shared library

Trying toexec ana.out that requires a shared library (to
be linked in) anagxec could not load the shared library.
The shared library is probably corrupted.

Jib  section ina.out corrupted

Trying toexec ana.out that requires a shared library (to
be linked in) and there was erroneous data inlithe sec-
tion of thea.out . The.lib  section tellexec what
shared libraries are needed. Eheut is probably cor-
rupted.

Attempting to link in more shared libraries than system limit
Trying toexec ana.out that requires more static shared
libraries than is allowed on the current configuration of the
system. See th8ystem Administration, Volume 1

Cannot exec a shared library directly
Attempting toexec a shared library directly.

lllegal byte sequence. Handle multiple characters as a single
character.
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Table 2-8. errno Values (Cont.)

Symbolic Name

Description

ENOSYS
ELOOP

ERESTART
ESTRPIPE
ENOTEMPTY
EUSERS
ENOTSOCK

EDESTADDRREQ

EMSGSIZE

EPROTOTYPE

ENOPROTOOPT

EPROTONOSUPPORT

ESOCKTNOSUPPORT

EOPNOTSUPP

EPFNOSUPPORT

EAFNOSUPPORT

EADDRINUSE

Operation not applicable

Number of symbolic links encountered during path name
traversal exceedd AXSYMLINKS

Interrupted system call should be restarted.
Streams pipe error (not externally visible).
Directory not empty

Too many users.

Socket operation on non-socket
Self-explanatory.

Destination address required
A required address was omitted from an operation on a
transport endpoint. Destination address required.

Message too long
A message sent on a transport provider was larger than the
internal message buffer or some other network limit.

Protocol wrong type for socket.
A protocol was specified that does not support the semantics
of the socket type requested.

Protocol not available
A bad option or level was specified when getting or setting
options for a protocol.

Protocol not supported
The protocol has not been configured into the system or no
implementation for it exists.

Socket type not supported
The support for the socket type has not been configured into
the system or no implementation for it exists.

Operation not supported on transport endpoint
For example, trying to accept a connection on a datagram
transport endpoint.

Protocol family not supported

The protocol family has not been configured into the system
or no implementation for it exists. Used for the Internet pro-
tocols.

Address family not supported by protocol family
An address incompatible with the requested protocol was
used.

Address already in use
User attempted to use an address already in use, and the pro-
tocol does not allow this.
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Table 2-8. errno Values (Cont.)

Symbolic Name

Description

EADDRNOTAVAIL

ENETDOWN

ENETUNREACH

ENETRESET

ECONNABORTED

ECONNRESET

ENOBUFS

EISCONN

ENOTCONN

ESHUTDOWN

ETOOMANYREFS
ETIMEDOUT

ECONNREFUSED

Cannot assign requested address
Results from an attempt to create a transport endpoint with
an address not on the current machine.

Network is down
Operation encountered a dead network.

Network is unreachable
Operation was attempted to an unreachable network.

Network dropped connection because of reset
The host you were connected to crashed and rebooted.

Software caused connection abort
A connection abort was caused internal to your host
machine.

Connection reset by peer

A connection was forcibly closed by a peer. This normally
results from a loss of the connection on the remote host due
to a timeout or a reboot.

No buffer space available

An operation on a transport endpoint or pipe was not per-
formed because the system lacked sufficient buffer space or
because a queue was full.

Transport endpoint is already connected

A connect request was made on an already connected trans-
port endpoint; or, aendto or sendmsg request on a con-
nected transport endpoint specified a destination when
already connected.

Transport endpoint is not connected

A request to send or receive data was disallowed because the
transport endpoint is not connected and (when sending a dat-
agram) no address was supplied.

Cannot send after transport endpoint shutdown
A request to send data was disallowed because the transport
endpoint had already been shut down.

Too many references: cannot splice

Connection timed out

A connect or send request failed because the connected party
did not properly respond after a period of time. (The timeout
period is dependent on the communication protocol.)

Connection refused

No connection could be made because the target machine
actively refused it. This usually results from trying to con-
nect to a service that is inactive on the remote host.
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Table 2-8. errno Values (Cont.)

Symbolic Name Description

EHOSTDOWN Host is down
A transport provider operation failed because the destination
host was down.

EHOSTUNREACH No route to host
A transport provider operation was attempted to an unreach-
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EALREADY

EINPROGRESS

able host.

Operation already in progress
An operation was attempted on a non-blocking object that
already had an operation in progress.

Operation now in progress
An operation that takes a long time to complete (such as a
connect ) was attempted on a non-blocking object.

ESTALE Stale NFS file handle
ENOLOAD Cannot load required module
An attempt made to load a module failed.
ERELOC Relocation error in loading module
Symbolic referencing error.
ENOMATCH No symbol is found matching the given spec
EBADVER Version number mismatched
The version number associated with a module is not sup-
ported by the kernel.
ECONFIG Configured kernel resource exhausted
EPERM Not superuser
EBADE Invalid exchange
EBADR Invalid request descriptor
EXFULL Exchange full
ENOANO No anode
EBADRQC Invalid request code
EBADSLT Invalid slot
EDEADLOCK File locking deadlock error
EBFONT Bad font file format
ECLNRACE Non-clone open race with clone open
EPROCLIM Too many processes
EDQUOT Not superuser
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Table 2-8. errno Values (Cont.)

Symbolic Name Description

ELKBUSY File/record lock request will bloggonly returned to NFS
lock manager).

EPOWERFAIL Power failure

ECANCELED Asynchronous I/O request canceled
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3
File and Device Input/Output

This chapter discusses the UNIX system file and record locking facility. Mandatory and
advisory file and record locking are both available on current releases of the UNIX
system. The intent of this capability is to provide a synchronization mechanism for
programs accessing the same stores of data simultaneously. Such processing is character-
istic of many multiuser applications, and the need for a standard method of dealing with
the problem has been recognized by standards advocatésstiggoup  , an organiza-

tion of UNIX System users from businesses and campuses across the country.

Advisory file and record locking can be used to coordinate self-synchronizing processes.
In mandatory locking, the standard 1/O subroutines and 1/0O system calls enforce the
locking protocol. In this way, at the cost of a little efficiency, mandatory locking double
checks the programs against accessing the data out of sequence.

Also included in this chapter is a description of how file and record locking capabilities
can be used. Examples are given for the correct use of record locking. Misconceptions
about the amount of protection that record locking affords are dispelled. Record locking
should be viewed as a synchronization mechanism, not a security mechanism.

The remainder of this chapter describes the STREAMS mechanism as it relates to
input/output operations.

Input/Output System Calls

The lowest level of 1/0 in provides no buffering or other such services, but it offers the
most control over what happens. System calls that represent direct entries into the Power-
MAX OS kernel control all user I/0. The OS keeps the system calls that do I/O simple,
uniform and regular to eliminate differences between files, devices and styles of access.
The same read and write system calls apply to ordinary disk files and 1/0O devices such as
terminals, tape-drives and line-printers. They do not distinguish between “random” and
“sequential” I/O, nor do they impose any logical record size on files. Thus, a single, uni-
form interface handles all communication between programs and peripheral devices, and
programmers can defer specifying devices from program-development until program-exe-
cution time.

All /O is done by reading or writing files, because all peripheral I/O devices, even a user's
terminal, are files in the file system. Each supported device has an entry in the file system
hierarchy, so that device names have the same structure as filenames, and the same protec-
tion mechanisms work on both devices and files.
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A file is an ordered set of bytes of data on a I/O-device. The size of the file on input is
determined by an end-of-file condition dependent on device-specific characteristics. The
size of a regular file is determined by the position and number of bytes written on it, no
predetermination of the size of a file is necessary or possible.

Besides the traditionally available devices, names exist for disk devices regarded as physi-
cal units outside the file system, and for absolutely addressed memory. The most impor-
tant device in practice is the user's terminal. Treating a communication-device in the same
way as any file by using the same 1/O calls make it easy to redirect the input and output of
commands from the terminal to another file; although, some differences are inevitable. For
example, the OS ordinarily treats terminal input in units of lines because character-erase
and line-delete processing cannot be completed until a full line is typed. Programs trying
to read some large number of bytes from a terminal must wait until a full line is typed, and
then may be notified that some smaller number of bytes were actually read. All programs
must prepare for this eventuality in any case, because a read from any disk file returns
fewer bytes than requested when it reaches the end of the file. Ordinarily, reads from a ter-
minal are fully compatible with reads from a disk file.

The OS File and Device I/O functions denote a file by a small positive integer called a
“file-descriptor” and declared as follows:

int fildes

wherefildes  represents the file-descriptor, and the file-descriptor denotes an open file
from which data is read or onto which data is written. The OS maintains all information
about an open file; the user program refers to the file only by the file-descriptor. Any /O
on the file uses the file-descriptor instead of the filename to denote the file.

Multiple file-descriptors may denote the same file, and each file-descriptor has associated
with it information used to do 1/O on the file:

¢ afile-offset that shows which byte in the file to read or write next;
¢ file-status and access-modes (eepd write, readwrite) (seeopen(2) );

¢ the “close-on-exec” flag (sdentl(2) ).

Doing I/O on the user's terminal occurs commonly enough that special arrangements make
this convenient. When the command interpreter (the “shell”) runs a program, it opens
three files, called the standard input, the standard output and the standard error output,
with file-descriptor9), 1 and2. All of these are normally connected to the terminal; thus,

a program reading file-descriptdrand writing file-descriptoré and2, can do terminal

I/0O without opening the files. If I/O is redirected to and from files witind>, as in:

prog <infile >outfile

the shell changes the default assignments for file-descriptansi1 from the terminal to

the named files. Similar conventions hold for I/O on a pipe. Normally file-desc@ptor
remains attached to the terminal, so error messages can go there. In all cases, the shell
changes the file assignments, the program does not. The program can ignore where its out-
put goes, as long as it uses file-descriptéor input andl and2 for output.
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Reading and Writing Files

The functionsead andwrite do I/O on files. For both, the first argument is a file-
descriptor, the second argument is a buffer in the user program where the data comes from
or goes to and the third argument is the number of bytes of data to transfer. Each call
returns a count of the number of bytes actually transferred. These calls look like:

n= read (fildes buffer, coun);
n= write (fildes buffer, coun);

Up to countbytes are transferred between the file denotefildgs and the byte array
pointed to bybuffer. The returned value n is the number of bytes actually transferred.

For writing, the returned value is the number of bytes actually written; it is generally an
error if this fails to equal the number of bytes requested. Ilwtite casen is the same

as count except under exceptional conditions, such as I/O errors or end of physical
medium on special files; inread , howevern may without error be less than count.

For reading, the number of bytes returned may be less than the number requested, because
fewer than count bytes remained to be read. If the file-offset is so near the end of the file
that reading count characters would cause reading beyond the end, only sufficient bytes
are transferred to reach the end of the file, also, typewriter-like terminals never return more
than one line of input. (When the file is a termimafd normally reads only up to the

next new-line, which is generally less than what was requested.)

When aread call returns witthn equal to zero, the end of the file has been reached. For
disk files this occurs when the file-offset equals the current size of the file. It is possible to
generate an end-of-file from a terminal by use of an escape sequence that depends on the
device used. The functiaead returnsO to signify end-of-file, and returnd to signify

an error.

The number of bytes to be read or written is quite arbitrary. The two most common values
arel, which means one character at a time (“unbuffered”),52d which corresponds

to a physical block size on many peripheral devices. This latter size is most efficient, but
even character at a time 1/O is not overly expensive. Bytes written affect only those parts
of a file implied by the position of the file-offset and the count; no other part of the file is
changed. If the last byte lies beyond the end of the file, the file grows as needed.

A simple program using thread andwrite  functions to copy its input to its output can
copy anything, since the input and output can be redirected to any file or device.
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@efine BUFSIZE 512 \

main() /* copy input to output */
char buf[BUFSIZE];

int n;

while ((n = read(0, buf, BUFSIZE)) > 0)
write( 1, buf, n);
exit(0);

N /

If the file size is not a multiple @UFSIZE, someread will return a smaller number of
bytes to be written bwrite : the next call taead after that will return zero indicating
end-of-file.

To see howead andwrite can be used to construct higher level functions like
getchar andputchar , here is an example gétchar which does unbuffered input:

#define CMASK 0377 /* for making char's > 0 */

getchar() /* unbuffered single character input */

{

char c;

return((read(0, &c, 1) > 0) ? c & CMASK : EOF);
}

The variablec must be declaredhar , becauseead accepts a character pointer. The
character returned must be masked WRBRA7 to ensure that it is positive; otherwise, sign
extension may make it negative.

The second version getchar does input in big chunks, and hands out the characters
one at a time.
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\

@efine CMASK 0377 /* for making char's > 0 */
#define BUFSIZE 512

getchar() /* buffered version */
static char  buf[BUFSIZE];
static char  *bufp = buf;
staticint n=0;
if (n==0) { /*buffer is empty */
n = read(0, buf, BUFSIZE);
bufp = buf;

}
return((- -n >=0) ? *bufp++ & CMASK : EOF);
}

N J

Opening, Creating and Closing Files

Other than the default standard input, output and error files, you must explicitly open files
in order to read or write them. The functions that do thisogoen , open64 , creat , and
creatb4  (seeopen(2) ,open64(2) ,creat(2) ,andcreat64(2) intheOperat-

ing System API Refererjcdo read or write a file assumed to exist already, it must be
opened by the following call:

fldes= open(name oflag);

The argumenhameis a character string that represents an OS file system pathname. The
oflag argument indicates whether the file is to be read, written, or “updated”, that is, read
and written simultaneously. The returned vdlldesis a file-descriptor used to denote the

file in subsequent calls that read, write or otherwise manipulate the &fzerif is used on

a pre-existing large file, the operation fails amtho is set toEOVERFLOWO open a

large file, seD_LARGEFILEin oflag or useopen64 .

The functionopen resembles the functidopen in the Standard I/O Library, except that
instead of returning a pointer F8LE , open returns a file-descriptor which is just iah
(seefopen(3S)  andstdio(3S) in theOperating System API Referehddoreover,
the values for the access mode argunadftag are different (the flags are found in
/usrfincludef/fcntl.h ):

* O_RDONLYor read access.
¢ O_WRONLT6r write access.
* O_RDWH#or read and write access.

The functionopen returns-1 if any error occurs; otherwise it returns a valid open file-
descriptor.

Trying toopen a file that does not exist causes an error; hesreaf is used to create
new files, or to re-write old ones. Tleeeat system call creates the given file if it does
not exist, or truncates it to zero length if it does existat also opens the new file for
writing and, likeopen , returns a file-descriptor. Callirggeat as follows:

fldes= creat (name pmode;

3-5
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returns a file-descriptor if it created the file identified by the stniaugpe and-1 if it did

not. Trying tocreat a file that already exists does not cause an error, but if the file
already existsgreat truncates it to zero length.dfeat is used on a pre-existing large
file, the operation fails anerrno is set toEOVERFLOWO create or re-write an existing
large file, usecreat64

If the file is brand newcreat creates it with the protection mode specified byptmede
argument. Th@Sfile system associates nine bits of protection information with a file,
controlling read, write andexecutepermission for th@ewner of the file, for the owner's
group, and for anyotherusers. Thus, a three-digit octal number specifies the permissions
most conveniently. For exampl@755 specifiesread, write andexecutepermission for
theowner andread andexecutepermission for thgroupand allotherusers.

Figure 3-1 illustrates this with a simplified version of the OS utdjty(a program which
copies one file to another):

@efine NULL 0 \

#define BUFSIZE 512
#define PMODE 0644 /* RW owner, R group & others */

main(argc, argv) /* cp: copy fd1 to fd2 */
int argc;
char *argv[ |;

int fd1, fd2, n;
char buf[BUFSIZE];

if (argc 1= 3)
error(“Usage: cp from to”, NULL);

if (fd1 = open(argv[1], 0)) == -1)
error(“cp: can't open %s”, argv[1]);

if (fd2 = creat(argv[2], PMODE)) == -1)
error(“cp: can't create %s”, argv([2]);

while ((n = read(fd1, buf, BUFSIZE)) > 0)
if (write(fd2, buf, n) !=n)
error(“cp: write error”, NULL);
exit(0);
error(sl, s2) /* print error message and die */

char *s1, *s2;

printf(s1, s2);
printf(“\n”);

; exit(1);
N J

Figure 3-1. Simplified Version of cp

The main simplification is that this version copies only one file, and does not permit the
second argument to be a directory.

As stated earlier, there is a lim@PEN_MAXon the number of files which a process may
have open simultaneously. Accordingly, any program which intends to process many files
must be prepared to re-use file-descriptors. The funciimse breaks the connection
between a file-descriptor and an open file, and frees the file-descriptor for use with some
other file. Termination of a program wvéxit or return from the main program closes all
open files.
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Random Access — Iseek

Normally, file I/0 is sequential: eaghad orwrite proceeds from the point in the file

right after the previous one. This means that if a particular byte in the file was the last byte
written (or read), the next I/O call implicitly refers to the immediately following byte. For
each open file, the OS maintains a file-offset that indicates the next byte to be read or writ-
ten. If n bytes are read or written, the file-offset advances by n bytes. When necessary,
however, a file can be read or written in any arbitrary order Useek orlseek64

(for files larger than 2GB) to move around in a file without actually reading or writing.

To do random (direct-access) I/O it is only necessary to move the file-offset to the appro-
priate location in the file with a call teeek . Callinglseek as follows:

Iseek (fildes offset whencg
or as follows:
location = Iseek (fildes offset whencg;

forces the current position in the file denoted by file-descrifftt#gsto move to position
offset as specified bywhence Subsequent reading or writing begins at the new position. To
set the file offset beyond 2GBgek64 should be used:

location = Iseek64 (fildes offset whencg
In this case location and offset should be declared asfffe t

The file-offset associated wififdesis moved to a positiooffsetbytes from the beginning

of the file, from the current position of the file-offset or from the end of the file, depending
on whence offset may be negative. For some devices (e.g., paper tape and terminals)
Iseek calls are ignored. The valuelotation  equals the actual offset from the begin-
ning of the file to which the file-offset was moved. The argument offset is obffge

defined by the header fildypes.h> as dong ; fildes and whence aist 's. The argu-

ment whence can BBEEK_SET SEEK_CURr SEEK_ENDo specify that offset is to be
measured from the beginning, from the current position, or from the end of the file respec-
tively. For example, to append a file, seek to the end before writing:

Iseek (fildes OL, SEEK_END);
To get back to the beginning (“rewind”),
Iseek (fildes OL, SEEK_SET);
Notice theOL argument; it could also be written @ng) 0

If Iseek is used, and the returned offset would overflow an item ofdffpe , the error
EOVERFLOWE returned. For example:

Iseek (fildes OL, SEEK_END);
will fail with errno  set toEOVERFLO\Ythe file is larger than 2GB.

With Iseek , you can treat files more or less like large arrays, at the price of slower
access. For example, the following simple function reads any number of bytes from any
arbitrary point in a file:
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get(fd, p, buf, n) /* read n bytes from position p */
int fd, n;

long p;
char *buf;

Iseek(fd, p, SEEK_SET); /* move to p */
return(read(fd, buf, n));

N /

File and Record Locking

Mandatory and advisory file and record locking are both available on current releases of
the UNIX system. The intent of this capability to is provide a synchronization mechanism
for programs accessing the same stores of data simultaneously. Such processing is charac-
teristic of many multiuser applications, and the need for a standard method of dealing with
the problem has been recognized by standards advocatésstiggoup  , an organiza-

tion of UNIX system users from businesses and campuses across the country.

Advisory file and record locking can be used to coordinate self-synchronizing processes.
In mandatory locking, the standard 1/0 subroutines and I/O system calls enforce the lock-
ing protocaol. In this way, at the cost of a little efficiency, mandatory locking double checks
the programs against accessing the data out of sequence.

The remainder of this chapter describes how file and record locking capabilities can be
used. Examples are given for the correct use of record locking. Misconceptions about the
amount of protection that record locking affords are dispelled. Record locking should be
viewed as a synchronization mechanism, not a security mechanism.

The manual pages for tlientl  system call, théockf library function, andcntl
data structures and commands are referred to throughout this sectifen{gge ).
You should read them before continuing.

An additional set ofcntl lock commandsF_GETLKG64, F_SETLK64, and
F_SETLKWG64 is provided for use on large files.

To make use of these locking commands you must declare your lock structure as type
struct flock64 . Thel_start andl_len members of this structure are expanded
to long long data types.

As an alternative to usinigntl , lockfé4 can be used on large files. Tloekf64
library function has the same functionalitylaskf , but takes a long argument for the
length of the lock.

Terminology

Before discussing how to use record locking, a few terms need to be defined.
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Record
A contiguous set of bytes in a file. The UNIX operating system does not
impose any record structure on files. This may be done by the programs that
use the files.

Cooperating Processes
Processes that work together in some well-defined fashion to accomplish the
tasks at hand. Processes that share files must request permission to access the
files before using them. File access permissions must be carefully set to
restrict noncooperating processes from accessing those files. The term process
will be used interchangeably with cooperating process to refer to a task obey-
ing such protocols.

Read (Share) Locks
These are used to gain limited access to sections of files. When a read lock is
put on a record, other processes may also read lock that record, in whole or in
part. No other process, however, may have or obtain a write lock on an over-
lapping section of the file. If a process holds a read lock it may assume that no
other process will be writing or updating that record at the same time. This
access method also lets many processes read the given record. This might be
necessary when searching a file, without the contention involved if a write or
exclusive lock were used.

Write (Exclusive) Locks
These are used to gain complete control over sections of files. When a write
lock is put on a record, no other process may read or write lock that record, in
whole or in part. If a process holds a write lock it may assume that no other
process will be reading or writing that record at the same time.

Advisory Locking
A form of record locking that does not interact with the 1/0 subsystem. Advi-
sory locking is not enforced, for example, bieat , open, read , or
write . The control over records is accomplished by requiring an appropriate
record lock request before I/O operations. If appropriate requests are always
made by all processes accessing the file, then the accessibility of the file will
be controlled by the interaction of these requests. Advisory locking depends
on the individual processes to enforce the record locking protocol; it does not
require an accessibility check at the time of each I/O request.

Mandatory Locking
A form of record locking that does interact with the I/O subsystem. Access to
locked records is enforced by theeat , open, read andwrite system
calls. If a record is locked, then access of that record by any other process is
restricted according to the type of lock on the record. The control over records
should still be performed explicitly by requesting an appropriate record lock
before 1/0 operations, but an additional check is made by the system before
each I/O operation to ensure the record locking protocol is being honored.
Mandatory locking offers an extra synchronization check, but at the cost of
some additional system overhead.

3-9
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File Protection

There are access permissions for UNIX system files to control who may read, write, or
execute such a file. These access permissions may only be set by the owner of the file or
by a process with the appropriate privilege. The permissions of the directory in which the
file resides can also affect the ultimate disposition of a file. Note that if the directory per-
missions allow anyone to write in it, then files within the directory may be removed, even
if those files do not have read, write or execute permission for that user. Any information
that is worth protecting, is worth protecting properly. If your application warrants the use
of record locking, make sure that the permissions on your files and directories are set prop-
erly. A record lock, even a mandatory record lock, will only protect the portions of the
files that are locked. Other parts of these files might be corrupted if proper precautions are
not taken.

Only a known set of programs and/or administrators should be able to read or write a data
base. This can be done easily by setting the set-group-ID bit of the data base accessing
programs (seehmod(1) ). The files can then be accessed by a known set of programs
that obey the record locking protocol. An example of such file protection, although record
locking is not used, is thmail command. In that command only the particular user and
themail command can read and write in the unread mail files.

Opening a File for Record Locking

3-10

The first requirement for locking a file or segment of a file is having a valid open file
descriptor. If read locks are to be done, then the file must be opened with at least read
accessibility, and with write accessibility for write locks.

NOTE
Mapped files cannot be locked: if a file has been mapped, any

attempt to use file or record locking on the file fails. See
mmap(2).

For this example you will open your file for both read and write access:
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#include <stdio.h>
#include <errno.h>
#include <fcntl.h>

\

int fd; /* file descriptor */
char *filename;

main(argc, argv)
int argc;
char *argv([l;

extern void exit(), perror();

/* get data base file name from command line and open the
* file for read and write access.
*
/
if (argc < 2) {
(void) fprintf(stderr, “usage: %s filename\n”, argv[0]);
exit(2);

filename = argv[1];
fd = open(filename, O_RDWR);
if (fd < 0) {

perror(filename);

exit(2);

}

N J

The file is now open to perform both locking and 1/0 functions. You then proceed with the
task of setting a lock.

There are several ways to set a lock on a file. In part, these methods depend on how the
lock interacts with the rest of the program. There are also questions of performance as
well as portability. Two methods will be given here, one usindahtt  system call, the

other using théusr/group  standards compatibleckf library function call.

Locking an entire file is just a special case of record locking. For both these methods the
concept and the effect of the lock are the same. The file is locked starting at a byte offset of
zero (0) until the end of the maximum file size. This point extends beyond any real end of

the file so that no lock can be placed on this file beyond this point. To do this the value of

the size of the lock is set to zero. The code usinectite  system call is as follows:
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include <fcntl.h>
#define MAX_TRY10
int try;
struct flock Ick;

try =0;

/* set up the record locking structure, the address of which

* is passed to the fcntl system call.

*

Ick.l_type = F_WRLCK; /* setting a write lock */
Ick.l_whence = 0; /* offset |_start from beginning of file */
Ick.I_start = OL;

Ick.l_len = OL; /* until the end of the file address space */

/* Attempt locking MAX_TRY times before giving up.
*/
while (fentl(fd, F_SETLK, &lck) < 0) {
if (errno == EAGAIN || errno == EACCES) {
/* there might be other errors cases in which
* you might try again.
*

if (++try < MAX_TRY) {
(void) sleep(2);
continue;

}
(void) fprintf(stderr,“File busy try again later'\n”);
return;

perror(“fcntl”);
exit(2);

N /

This portion of code tries to lock a file. This is attempted several times until one of the fol-
lowing things happens:

¢ the file is locked
® an error occurs

* it gives up trying becauddAX_TRYhas been exceeded

To perform the same task using tbekf function, the code is as follows:

3-12
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include <unistd.h>
#define MAX_TRY10
int try;
try =0;

/* make sure the file pointer

* s at the beginning of the file.
*

Iseek(fd, OL, 0);

/* Attempt locking MAX_TRY times before giving up.
*
/
while (lockf(fd, F_TLOCK, OL) < 0) {
if (errno == EAGAIN || errno == EACCES) {
/* there might be other errors cases in which
* you might try again.
*
/

if (++try < MAX_TRY) {
sleep(2);
continue;

}
(void) fprintf(stderr,“File busy try again later'\n”);
return;

perror(“lockf”);
exit(2);

- )

It should be noted that theckf example appears to be simpler, butftml example
exhibits additional flexibility. Using thé&ntl  method, it is possible to set the type and
start of the lock request simply by setting a few structure variablgdd. merely sets
write (exclusive) locks; an additional system chléek |, is required to specify the start
of the lock.

Setting and Removing Record Locks

Locking a record is done the same way as locking a file except for the differing starting
point and length of the lock. You will now try to solve an interesting and real problem.
There are two records (these records may be in the same or different file) that must be
updated simultaneously so that other processes get a consistent view of this information.
(This type of problem comes up, for example, when updating the interrecord pointers in a
doubly linked list.) To do this you must decide the following questions:

* What do you want to lock?

* For multiple locks, in what order do you want to lock and unlock the
records?

* What do you do if you succeed in getting all the required locks?

¢ What do you do if you fail to get all the locks?

In managing record locks, you must plan a failure strategy if you cannot obtain all the
required locks. It is because of contention for these records that you have decided to use
record locking in the first place. Different programs might:
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* wait a certain amount of time, and try again
¢ abort the procedure and warn the user
* let the process sleep until signaled that the lock has been freed

* some combination of the above

Now look at the example of inserting an entry into a doubly linked list. For the example,
you will assume that the record after which the new record is to be inserted has a read lock
on it already. The lock on this record must be changed or promoted to a write lock so that
the record may be edited.

Promoting a lock (generally from read lock to write lock) is permitted if no other process
is holding a read lock in the same section of the file. If there are processes with pending
write locks that are sleeping on the same section of the file, the lock promotion succeeds
and the other (sleeping) locks wait. Promoting (or demoting) a write lock to a read lock
carries no restrictions. In either case, the lock is merely reset with the new lock type.
Because théusr/group  lockf function does not have read locks, lock promotion is
not applicable to that call. An example of record locking with lock promotion follows:
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struct record {

\

/* data portion of record */

long prev;/* index to previous record in the list */
long next;/* index to next record in the list */

h

/* Lock promotion using fcntl(2)

* When this routine is entered it is assumed that there are read
* locks on “here” and “next”.

* If write locks on “here” and “next” are obtained:
*  Set a write lock on “this”.

* Return index to “this” record.

* If any write lock is not obtained:

* Restore read locks on “here” and “next”.

* Remove all other locks.

*  Return a-1.

*/

long

set3lock (this, here, next)

long this, here, next;

{

struct flock Ick;

Ick.l_type = F_WRLCK; /* setting a write lock */
Ick.l_whence = 0; /* offset |_start from beginning of file */
Ick.I_start = here;

Ick.l_len = sizeof(struct record);

/* promote lock on “here” to write lock */
if (fentl(fd, F_SETLKW, &Ick) < 0) {
return (-1);

/* lock “this” with write lock */
Ick.l_start = this;
if (fentl(fd, F_SETLKW, &lck) < 0) {
/* Lock on “this” failed;
* demote lock on “here” to read lock.
*/
Ick.l_type = F_RDLCK;
Ick.|_start = here;
(void) fentl(fd, F_SETLKW, &lck);
return (-1);

/* promote lock on “next” to write lock */
Ick.l_start = next;
if (fentl(fd, F_SETLKW, &Ick) < 0) {
/* Lock on “next” failed;
* demote lock on “here” to read lock,
*/
Ick.|_type = F_RDLCK;
Ick.l_start = here;
(void) fentl(fd, F_SETLK, &lck);
/* and remove lock on “this”.
*/
Ick.l_type = F_UNLCK;
Ick.|_start = this;
(void) fentl(fd, F_SETLK, &lck);
return (-1);/* cannot set lock, try again or quit */

}

return (this);

Q Y,

The locks on these three records were all set to wait (sleep) if another process was block-
ing them from being set. This was done with FA6ETLKWcommand. If thé= SETLK
command was used instead, foetl  system calls would fail if blocked. The program
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would then have to be changed to handle the blocked condition in each of the error return

sections.

3-16

Now look at a similar example using tleekf function
all (write) locks will be referenced generically as locks.

. Since there are no read locks,

C_ock promotion using lockf(3)

* When this routine is entered it is assumed that there are
* no locks on “here” and “next”.

* |f locks are obtained:

* Set alock on “this”.

* Return index to “this” record.

* If any lock is not obtained:

* Remove all other locks.

*  Returna-1.

*

#include <unistd.h>

long
set3lock (this, here, next)
long this, here, next;

{

I* lock “here” */

(void) Iseek(fd, here, 0);

if (lockf(fd, F_LOCK, sizeof(struct record)) < 0) {
return (-1);

}
/* lock “this” */
(void) Iseek(fd, this, 0);
if (lockf(fd, F_LOCK, sizeof(struct record)) < 0) {
/* Lock on “this” failed.
* Clear lock on “here”.
*/
(void) Iseek(fd, here, 0);
(void) lockf(fd, F_ULOCK, sizeof(struct record));
return (-1);

}

/* lock “next” */
(void) Iseek(fd, next, 0);
if (lockf(fd, F_LOCK, sizeof(struct record)) < 0) {

/* Lock on “next” failed.
* Clear lock on “here”,
*
/
(void) Iseek(fd, here, 0);
(void) lockf(fd, F_ULOCK, sizeof(struct record));

/* and remove lock on “this”.

*/

(void) Iseek(fd, this, 0);

(void) lockf(fd, F_ULOCK, sizeof(struct record));
return (-1);/* cannot set lock, try again or quit */

return (this);

N

~

J

Locks are removed in the same manner as they are set, only the lock type is different
(F_UNLCKor F_ULOCHK. An unlock cannot be blocked by another process and will only

affect locks that were placed by this process. The un

lock only affects the section of the file

defined in the previous example lok . It is possible to unlock or change the type of lock

on a subsection of a previously set lock. This may c

ause an additional lock (two locks for
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one system call) to be used by the operating system. This occurs if the subsection is from
the middle of the previously set lock.

Getting Lock Information

You can determine which processes, if any, are blocking a lock from being set. This can be
used as a simple test or as a means to find locks on a file. A lock is set up as in the previous
examples and thE_GETLKcommand is used in tifentl  call. If the lock passed to

fcntl  would be blocked, the first blocking lock is returned to the process through the
structure passed tontl . That is, the lock data passedftatl is overwritten by
blocking lock information. This information includes two pieces of data that have not been
discussed yet, pid andl_sysid , that are only used by GETLK (For systems that

do not support a distributed architecture the valdesysid  should be ignored.) These

fields uniquely identify the process holding the lock.

If a lock passed tientl  using thee GETLKcommand would not be blocked by another
process's lock, then thetype field is changed t&UNLCKand the remaining fields in

the structure are unaffected. You can use this capability to print all the segments locked by
other processes. Note that if there are several read locks over the same segment only one
of these will be found.

@ )

struct flock Ick;

/* Find and print “write lock” blocked segments of this file. */
(void) printf(“sysid pid type start length\n”);
Ick.I_whence = 0;

Ick.l_start = OL;
Ick.l_len = OL;
do {

Ick.l_type = F_WRLCK;
(void) fentl(fd, F_GETLK, &lck);
if (Ick.l_type !'= F_UNLCK) {
(void) printf(“%5d %5d %c %8d %8d\n”,
Ick.I_sysid,
Ick.I_pid,
(Ick.I_type == F_WRLCK) ? 'W' : 'R,
Ick.I_start,
Ick.I_len);
/* if this lock goes to the end of the address
* space, no need to look further, so break out.
*
if (Ick.I_len == 0)
break;
/* otherwise, look for new lock after the one
* just found.
*
Ick.I_start += Ick.|_len;

}
} while (Ick.I_type != F_UNLCK);

- )

fentl  with theF_GETLKcommand will always return correctly (that is, it will not sleep
or fall) if the values passed to it as arguments are valid.

Thelockf function with theF_ TEST command can also be used to test if there is a
process blocking a lock. This function does not, however, return the information about
where the lock actually is and which process owns the lock. A routinelaskig to test

for a lock on a file follows:
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Deadlock Handling

Cfind a blocked record. */

/* seek to beginning of file */

(void) Iseek(fd, 0, OL);

/* set the size of the test region to zero (0)

* to test until the end of the file address space.

*/

if (lockf(fd, F_TEST, OL) < 0) {

switch (errno) {

case EACCES:
case EAGAIN:
(void) printf(“file is locked by another process\n”);
break;
case EBADF:
/* bad argument passed to lockf */
perror(“lockf”);
break;
default:
(void) printf(“lockf: unknown error <%d>\n", errno);
break;

}

- )

When a process forks, the child receives a copy of the file descriptors that the parent has
opened. The parent and child also share a common file pointer for each file. If the parent
were to seek to a point in the file, the child's file pointer would also be at that location. This
feature has important implications when using record locking. The current value of the file
pointer is used as the reference for the offset of the beginning of the lock, as described by
|_start , when using & whence value ofl. If both the parent and child process set
locks on the same file, there is a possibility that a lock will be set using a file pointer that
was reset by the other process. This problem appears liockie function call as well

and is a result of thiisr/group  requirements for record locking. If forking is used in a
record locking program, the child process should close and reopen the file if either locking
method is used. This will result in the creation of a new and separate file pointer that can
be manipulated without this problem occurring. Another solution is to usenthe sys-

tem call with al_whence value of0 or 2. This makes the locking function atomic, so

that even processes sharing file pointers can be locked without difficulty.

There is a certain level of deadlock detection/avoidance built into the record locking facil-
ity. This deadlock handling provides the same level of protection granted by the
Jusr/group  standardockf call. This deadlock detection is only valid for processes
that are locking files or records on a single system. Deadlocks can only potentially occur
when the system is about to put a record locking system call to sleep. A search is made for
constraint loops of processes that would cause the system call to sleep indefinitely. If such
a situation is found, the locking system call will fail andeseto to the deadlock error
number. If a process wishes to avoid the use of the systems deadlock detection it should
set its locks usin§_GETLKinstead o GETLKW.

Selecting Advisory or Mandatory Locking
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The use of mandatory locking is not recommended for reasons that will be made clear in a
subsequent section. Whether or not locks are enforced by the I/O system calls is deter-
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mined at the time the calls are made by the permissions on the fileh(eed(2) ). For

locks to be under mandatory enforcement, the file must be a regular file with the set-
group-ID bit on and the group execute permission off. If either condition fails, all record
locks are advisory. Mandatory enforcement can be assured by the following code:

@ )

#include <sys/types.h>
#include <sys/stat.h>

int mode;
struct stat buf;

if (stat(filename, &buf) < 0) {
perror(“program”);
exit (2);

/* get currently set mode */

mode = buf.st_mode;

/* remove group execute permission from mode */

mode &= ~(S_IEXEC>>3);

/* set 'set group id bit' in mode */

mode |= S_ISGID;

if (chmod(filename, mode) < 0) {
perror(“program”);
exit(2);

Files that are to be record locked should never have any type of execute permission set on

them. This is because the operating system does not obey the record locking protocol
when executing a file.

Thechmod(1l) command can also be easily used to set a file to have mandatory locking.
This can be done with the command:

chmod +l file

Thels(1) command shows this setting when you ask for the long listing format:
Is -I file

causes the following to be printed:

-rw---I--- 1user group size mod_time file

Caveat Emptor—Mandatory Locking

¢ Mandatory locking only protects those portions of a file that are locked.
Other portions of the file that are not locked may be accessed according to
normal UNIX system file permissions.

* |If multiple reads or writes are necessary for an atomic transaction, the pro-
cess should explicitly lock all such pieces before any 1/0 begins. Thus
advisory enforcement is sufficient for all programs that perform in this
way.
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* As stated earlier, arbitrary programs should not have unrestricted access
permission to files that are important enough to record lock.

¢ Advisory locking is more efficient because a record lock check does not
have to be performed for every I/O request.

Record Locking and Future Releases of the UNIX System

Provisions have been made for file and record locking in a UNIX system environment. In
such an environment the system on which the locking process resides may be remote from
the system on which the file and record locks reside. In this way multiple processes on dif-
ferent systems may put locks upon a single file that resides on one of these or yet another
system. The record locks for a file reside on the system that maintains the file. It is also
important to note that deadlock detection/avoidance is only determined by the record locks
being held by and for a single system. Therefore, it is necessary that a process only hold
record locks on a single system at any given time for the deadlock mechanism to be effec-
tive. If a process needs to maintain locks over several systems, it is suggested that the pro-
cess avoid the sleep-when-blocked featurefertf  orlockf and that the process
maintain its own deadlock detection. If the process uses the sleep-when-blocked feature,
then a timeout mechanism should be provided by the process so that it does not hang wait-
ing for a lock to be cleared.

Basic STREAMS Operations
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This section describes the basic set of operations for manipulating STREAMS entities.

A STREAMS driver is similar to a traditional character I/O driver in that it has one or
more nodes associated with it in the file system, and it is accessed ugipgrithsystem

call. Typically, each file system node corresponds to a separate minor device for that
driver. Opening different minor devices of a driver causes separate Streams to be con-
nected between a user process and the driver. The file descriptor returnedgmsnttoall

is used for further access to the Stream. If the same minor device is opened more than
once, only one Stream is created; the fifgn call creates the Stream, and subsequent
open calls return a file descriptor that references that Stream. Each process that opens the
same minor device shares the same Stream to the device driver.

Once a device is opened, a user process can send data to the device usiitg the
system call and receive data from the device usingahd system call. Access to
STREAMS drivers usingead andwrite is compatible with the traditional character
I/O mechanism.

Theclose system call closes a device and dismantles the associated Stream when the last
open reference to the Stream is given up.

The following example shows how a simple Stream is used. In the example, the user
program interacts with a communications device that provides point-to-point data transfer
between two computers. Data written to the device transmitted over the communications
line, and data arriving on the line can be retrieved by reading from the device.
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(o N

include <fcntl.h>
main()

char buf[1024];
int fd, count;

if ((fd = open(*/dev/comm/01”, O_RDWR)) < 0) {
perror(“open failed”);
exit(1);

}

while ((count = read(fd, buf, 1024)) > 0) {
if (write(fd, buf, count) != count) {
perror(“write failed”);
break;

}
exit(0);

}

N /

In the exampleldev/icomm/01 identifies a minor device of the communications device
driver. When this file is opened, the system recognizes the device as a STREAMS device
and connects a Stream to the driver. Figure 3-2 shows the state of the Stream following the

call toopen .
User Process

User Space

Stream Head Kernel Space

Communications
Driver

161210

Figure 3-2. Stream to Communication Driver

This example illustrates a user reading data from the communications device and then
writing the input back out to the same device. In short, this program echoes all input back
over the communications line. The example assumes that a user sends data from the other
side of the communications line. The program reads up to 1024 bytes at a time, and then
writes the number of bytes just read.
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Theread call returns the available data, which may contain fewer than 1024 bytes. If no
data is currently available at the Stream headrgh@ call blocks until data arrive.

Similarly, thewrite call attempts to send count bytegdev/comm/01 . However,
STREAMS implements a flow control mechanism that prevents a user from exhausting
system resources by flooding a device driver with data.

Flow control controls the rate of message transfer among the modules, drivers, Stream
head, and processes. Flow control is local to each Stream and advisory (voluntary). It
limits the number of characters that can be queued for processing at any queue in a
Stream, and limits buffers and related processing at any queue and in any one Stream, but
does not consider buffer pool levels or buffer usage in other Streams. Flow control is not
applied to high-priority messages.

If the Stream exerts flow control on the user,hig¢e  call blocks until flow control is
relieved. The call does not return until it has sent count bytes to the deitice.which is

called to terminate the user process, also closes all open files, and thereby dismantling the
Stream in this example.

Benefits of STREAMS

STREAMS provides the following benefits:

* A flexible, portable, and reusable set of tools for development of UNIX
system communication services.

¢ Easy creation of modules that offer standard data communications services
and the ability to manipulate those modules on a Stream.

* From user level, modules can be dynamically selected and interconnected;
kernel programming, assembly, and link editing are not required to create
the interconnection.

STREAMS also greatly simplifies the user interface for languages that have complex input
and output requirements.

Standardized Service Interfaces

STREAMS simplifies the creation of modules that present a service interface to any
neighboring application program, module, or device driver. A service interface is defined

at the boundary between two neighbors. In STREAMS, a service interface is a specified
set of messages and the rules that allow passage of these messages across the boundary. A
module that implements a service interface receives a message from a neighbor and
responds with an appropriate action (for example, sends back a request to retransmit)
based on the specific message received and the preceding sequence of messages.

In general, any two modules can be connected anywhere in a Stream. However, rational
sequences are generally constructed by connecting modules with compatible protocol ser-
vice interfaces. For example, a module that implements an X.25 protocol layer, as shown
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in Figure 3-2, presents a protocol service interface at its input and output sides. In this
case, other modules should only be connected to the input and output side if they have the
compatible X.25 service interface.

Manipulating Modules

STREAMS provides the capabilities to manipulate modules from the user level, to inter-
change modules with common service interfaces, and to change the service interface to a
STREAMS user process. These capabilities yield further benefits when implementing net-
working services and protocols, including:

¢ User level programs can be independent of underlying protocols and physi-
cal communication media.

* Network architectures and higher level protocols can be independent of
underlying protocols, drivers, and physical communication media.

¢ Higher level services can be created by selecting and connecting lower
level services and protocols.

The following examples show the benefits of STREAMS capabilities for creating service
interfaces and manipulating modules. These examples are only illustrations and do not
necessarily reflect real situations.

Protocol Portability

Figure 3-3 shows how the same X.25 protocol module can be used with different drivers
on different machines by implementing compatible service interfaces. The X.25 protocol
module interfaces are Connection Oriented Network Service (CONS) and Link Access
Protocol - Balanced (LAPB).
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Machine A Machine B
CONS
INTERFACE
X.25 X.25
Protocol Layer SAME Protocol Layer
Module MODULE Module

* LAPB *
¢ INTERFACE ¢

LAPB LAPB
Driver DIFFERENT Driver
Machine A DRIVER Machine B
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Figure 3-3. X.25 Multiplexing Stream

Protocol Substitution

Alternate protocol modules (and device drivers) can be interchanged on the same machine
if they are implemented to an equivalent service interface.

Protocol Migration

Figure 3-4 illustrates how STREAMS can move functions between kernel software and
front-end firmware. A common downstream service interface allows the transport protocol
module to be independent of the number or type of modules below. The same transport
module connects without change to either an X.25 module or X.25 driver that has the same
service interface.

By shifting functions between software and firmware, developers can produce cost effec-
tive, functionally equivalent systems over a wide range of configurations. They can rapidly
incorporate technological advances. The same transport protocol module can be used on a
lower capacity machine, where economics may preclude the use of front-end hardware,
and also on a larger scale system where a front-end is economically justified.
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Class 1 Class 1
Transport SAME Transport
Protocol MODULES Protocol
CONS
INTERFACE
X.25
Packet Layer
Protocol
\ KERNEL X.25
LAPB Packet Layer
Driver / HARDWARE Driver
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Figure 3-4. Protocol Migration

Module Reusability

Figure 3-5 shows the same canonical module (for example, one that provides delete and
kill processing on character strings) reused in two different Streams. This module is typi-
cally implemented as a filter, with no downstream service interface. In both cases, a tty
interface is presented to the Stream's user process because the module is nearest to the
Stream head.
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Figure 3-5. Module Reusability
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STREAMS Mechanism

This chapter shows how to construct, use, and dismantle a Stream using STREAMS-
related systems calls. General and STREAMS-specific system calls provide the user level
facilities required to implement application programs. This system call interface is
upwardly compatible with the traditional character I/O facilities. ®pen system call
recognizes a STREAMS file and creates a Stream to the specified driver. A user process
can receive and send data on STREAMS files usiagd andwrite in the same way as

with traditional character files. Thectl  system call enables users to perform functions
specific to a particular device. STREAM®ctl commands (see
streamio(7)  )support a variety of functions for accessing and controlling Streams. The
lastclose in a Stream dismantles a Stream.

In addition to the traditionabctl commands and system calls, there are other system
calls used by STREAMS. Thmll system call enables a user to poll multiple Streams
for various events. Thputmsg andgetmsg system calls enable users to send and
receive STREAMS messages, and are suitable for interacting with STREAMS modules
and drivers through a service interface.

STREAMS provides kernel facilities and utilities to support development of modules and
drivers. The Stream head handles most system calls so that the related processing does not
have to be incorporated in a module or driver.

STREAMS System Calls

The STREAMS-related system calls are as follows:

open Open a Stream

close Close a Stream

read Read data from a Stream

write Write data to a Stream

ioctl Control a Stream

getmsg Receive a message at the Stream head

putmsg Send a message downstream

poll Notify the application program when selected events occur on a
Stream

pipe Create a channel that provides a communication path between

multiple processes

A STREAMS device responds to the standard character 1/0 system calls, saall as
andwrite , by turning the request into a message. This feature ensures that STREAMS
devices may be accessed from the user level in the same manner as non-STREAMS char-
acter devices. However, additional system calls provide other capabilities.
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getmsg and putmsg

poll

The putmsg andgetmsg system calls enable a user process to send and receive
STREAMS messages, in the same form the messages have in kernel modules and drivers.
read andwrite are not designed to include the message boundaries necessary to encode
messages.

The advantage of this capability is that a user process, as well as a STREAMS module or
driver, can implement a service interface.

Thepoll system call allows a user process to monitor a number of streams to detect
expected I/O events. Such events might be the availability of a device for writing, input
data arriving from a device, a hangup occurring, an error being detected, or the arrival of a
priority message. Sgmll(2) in theOperating System AP| Refererfoe more infor-
mation.

Opening a STREAMS Device File

One way to construct a Stream is to open (g@n(2) ) a STREAMS-based driver file.

If the open call is the initial file open, a Stream is created. (There is one Stream per
major/minor device pair.)

If this is the initial open of this Stream, the driver open routine is called. If modules have
been specified to be autopushed, they are pushed immediately after the driver open. When
a Stream is already open, further opens of the same Stream result in calls to the open pro-
cedures of all pushable modules and the driver open. Note that this is done in the reverse
order from the initial Stream open. In other words, the initial open processes from the
Stream end to the Stream head, while later opens process from the Stream head to the
Stream end.

Creating a STREAMS-based Pipe
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In addition to opening a STREAMS-based driver, a Stream can be created by creating a
pipe (segipe(2) ). Because pipes are not character devices, STREAMS creates and ini-
tializes astreamtab  structure for each end of the pipe.

When thepipe system call is executed, two Streams are created. STREAMS follows the
procedures similar to those of opening a driver; however, duplicate data structures are cre-
ated. That is, two entries are allocated in the user's file table andhode s are created

to represent each end of the pipe. The file table entries are initialized to point to the allo-
catedvnode s and eaclkinode is initialized to specify a file of typEIFO .

Each Stream header represents one end of the pipe, and it points to the downstream half of
each Stream head queue pair. Unlike STREAMS-based devices, however, the downstream
portion of the Stream terminates at the upstream portion of the other Stream.
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Adding and Removing Modules

As part of constructing a Stream, a module can be added (pushed) wabtlan
|_PUSH (seestreamio(7) ) system call. The push inserts a module beneath the
Stream head. Because of the similarity of STREAMS components, the push operation is
similar to the driver open. First, the address ofdhmit  structure for the module is
obtained.

Next, STREAMS allocates a pair gfieue structures and initializes their contents as in
the driver open.

Then,q_next values are set and modified so that the module is interposed between the
Stream head and its neighbor immediately downstream. Finally, the module open proce-
dure (located usinginit ) is called.

Each push of a module is independent, even in the same Stream. If the same module is
pushed more than once on a Stream, there will be multiple occurrences of that module in

the Stream. The total number of pushable modules that may be contained on any one
Stream is limited by the kernel paramet$STRPUSH

Anioctl |_POP (seestreamio(7) ) system call removes (pops) the module immedi-

ately below the Stream head. The pop calls the module close procedure. On return from
the module close, any messages left on the module's message queues are freed (deallo-
cated). Then, STREAMS connects the Stream head to the component previously below
the popped module and deallocates the modglefse pair.|_PUSH andl_POP enable

a user process to alter dynamically the configuration of a Stream by pushing and popping
modules as required. For example, a module may be removed and a new one inserted
below the Stream head. Then the original module can be pushed back after the new mod-
ule has been pushed.

Closing the Stream

The lastclose to a STREAMS file dismantles the Stream. Dismantling consists of
popping any modules on the Stream and closing the driver. Before a module is popped, the
close may delay to allow any messages on the write message queue of the module to be
drained by module processing. Similarly, before the driver is closedpee may delay

to allow any messages on the write message queue of the driver to be drained by driver
processing. IfO_NDELAY(or O_NONBLOQKs clearclose waits up to 15 seconds for

each module to drain and up to 15 seconds for the driver to draiofgseé2) ). If
O_NDELAYor O_NONBLOQKs set, the pop is performed immediately and the driver is
closed without delay. Messages can remain queued, for example, if flow control is inhibit-
ing execution of the write quewervice procedure. When all modules are popped and
any wait for the driver to drain is completed, the driver close routine is called. On return
from the driver close, any messages left on the driver's queues are freed, guelithe
andstdata structures are deallocated.
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STREAMS frees only the messages contained on a message
gueue. Any message or data structures used internally by the
driver or module must be freed by the driver or module close pro-

cedure.

Finally, the user's file table entry and thode are deallocated and the file is closed.

Stream Construction Example

The following example extends the previous communications device echoing example
(see the section “Basic STREAMS Operations” in this chapter) by inserting a module in
the Stream. The (hypothetical) module in this example can convert (change case, delete,
and/or duplicate) selected alphabetic characters.

Inserting Modules

An advantage of STREAMS over the traditional character I/O mechanism stems from the
ability to insert various modules into a Stream to process and manipulate data that pass
between a user process and the driver. In the example, the character conversion module is
passed a command and a corresponding string of characters by the user. All data passing
through the module are inspected for instances of characters in this string; the operation
identified by the command is performed on all matching characters. The necessary decla-
rations for this program are shown below:

-

#include <string.h>
#include <fcntl.h>
#include <stropts.h>

#define BUFLEN 1024
/*
*/
#define XCASE 1
#define DELETE 2
#define DUPLICATE 3
main()

char buf[BUFLEN];

int fd, count;
struct strioctl strioctl;

N

* These defines would typically be
* found in a header file for the module

/* change alphabetic case of char */

/* duplicate char */

\

/

The first step is to establish a Stream to the communications driver and insert the character
conversion module. The following sequence of system calls accomplishes the following

display:
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\

/ if ((fd = open(*/dev/comm/01”, O_RDWR)) < 0) {
perror(“open failed”);
exit(1);

if (ioctl(fd, I_PUSH, “chconv”) < 0) {
perror(“ioctl I_PUSH failed”);
exit(2);

- )

Thel PUSH ioctl call directs the Stream head to insert the character conversion mod-
ule between the driver and the Stream head, creating the Stream shown in Figure 3-6 As
with drivers, this module resides in the kernel and must have been configured into the sys-
tem before it was booted, unless the system has an autoload capability.

User Process

Stream Head

User Space

Kernel Space

Character
Converter

y

Communications
Driver

161250

Figure 3-6. Case Converter Module

An important difference between STREAMS drivers and modules is illustrated here.
Drivers are accessed through a node or nodes in the file system and may be opened just
like any other device. Modules, on the other hand, do not occupy a file system node.
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Instead, they are identified through a separate naming convention, and are inserted into a
Stream usindgi PUSH. The name of a module is defined by the module developer

Modules are pushed onto a Stream and removed from a Stream in Last-In-First-Out
(LIFO) order. Therefore, if a second module was pushed onto this Stream, it would be
inserted between the Stream head and the character conversion module

Module and Driver Control

3-32

The next step in this example is to pass the commands and corresponding strings to the
character conversion module. This can be done by issoitlg calls to the character
conversion module as follows:

-~

\

/* change all uppercase vowels to lowercase */
strioctl.ic_cmd = XCASE;

strioctl.ic_timout = 0;/* default timeout (15 sec) */
strioctl.ic_dp = “AEIOU”;

strioctl.ic_len = strlen(strioctl.ic_dp);

if (ioctl(fd, I_STR, &strioctl) < 0) {
perror(“ioctl I_STR failed”);
exit(3);

/* delete all instances of the chars 'x' and 'X' */
strioctl.ic_cmd = DELETE;

strioctl.ic_dp = “xX”;

strioctl.ic_len = strlen(strioctl.ic_dp);

if (ioctl(fd, I_STR, &strioctl) < 0) {
perror(“ioctl I_STR failed”);
exit(4);

N /

ioctl  requests are issued to STREAMS drivers and modules indirectly, usin&ite

ioctl  call (seestreamio(7) ). The argument tb STR must be a pointer tosdri-

octl structure, which specifies the request to be made to a module or driver. This struc-
ture is defined irstropts.h> and has the following format:

struct strioctl {

int ic_cmd; /* ioctl request */

int ic_timout; /* ACK/NAK timeout */

int ic_len; /* length of data argument */
char *ic_dp; /* ptr to data argument */

whereic_cmd identifies the command intended for a module or drietjimout
specifies the number of secondslaBTR request should wait for an acknowledgment
before timing outjc_len is the number of bytes of data to accompany the request, and
ic_dp points to that data.
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In the example, two separate commands are sent to the character conversion module. The
first setsic_cmd to the commanXCASEand sends as data the string “AEIOU”; it con-

verts all uppercase vowels in data passing through the module to lowercase. The second
setsic_cmd to the comman®ELETEand sends as data the string “xX”; it deletes all
occurrences of the characters ‘x’ and ‘X’ from data passing through the module. For each
command, the value @f_timout s set to zero, which specifies the system default tim-
eout value of 15 seconds. Tleedp field points to the beginning of the data for each
commandjc_len is set to the length of the data.

|_STR is intercepted by the Stream head, which packages it into a message, using infor-
mation contained in thstrioctl structure, and sends the message downstream. Any
module that does not understand the command iimd passes the message further
downstream. The request will be processed by the module or driver closest to the Stream
head that understands the command specifidd loynd . Theioctl  call will block up
toic_timout  seconds, waiting for the target module or driver to respond with either a
positive or negative acknowledgment message. If an acknowledgment is not received in
ic_timout  seconds, thioctl  call will fail.

NOTE

Only onel_STR request can be active on a Stream at one time.
Further requests will block until the actiVeSTR request is
acknowledged and the system call completes.

The strioctl structure is also used to retrieve the results, if any, 6fSiR request.

If data is returned by the target module or driverdp must point to a buffer large
enough to hold that data, ard len  will be set on return to show the amount of data
returned:

~

f while ((count = read(fd, buf, BUFLEN)) > 0) {
if (write(fd, buf, count) != count) {
perror(“write failed”);
break;

}
exit(0);
}

- )

Note that the character conversion processing was realized with no change to the commu-
nications driver.

Theexit system call dismantles the Stream before terminating the process. The charac-
ter conversion module is removed from the Stream automatically when it is closed. Alter-

natively, modules may be removed from a Stream usinty B@P ioctl  call described

in streamio(7) . This call removes the topmost module on the Stream, and enables a

user process to alter the configuration of a Stream dynamically, by popping modules as
needed.

A few of the importantoctl  requests supported by STREAMS have been discussed.
Several other requests are available to support operations such as determining if a given

3-33



PowerMAX OS Programming Guide

module exists on the Stream, or flushing the data on a Stream. These requests are
described fully irstreamio(7)
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Introduction

4
Process Management

A process is the execution of a program; most OS commands execute as separate pro-
cesses. Each process is a distinct entity, able to execute and terminate independently of all
other processes. Each user can have many processes in the system simultaneously. In fact,
it is not always necessary for the user to be logged into the system while those processes
are executing.

The OS supports a schedulable entity calléigtaweight proces§LWP). Each process
contains one or more LWPs. LWPs allow multiple threads of control within a single pro-
cess. The Threads Library provides interfaces with which applications may be multi-
threaded. See Chapter 11, entitled, “Programming with the Threads Library” for informa-
tion about threads and LWPs. When a process does not explicitly create any new LWPs, it
contains one LWP and has the same semantics that a process had in previous releases.

Whenever you execute a command in a UNIX system, you are initiating a process that is
numbered and tracked by the operating system. A flexible feature of a UNIX system is that
processes can be generated by other processes. This happens more than you might ever be
aware of. For example, when you log in to your system you are running a process, very
probably the shell. If you then use an editor suchi gdake the option of invoking the

shell fromvi , and execute thes command, you will see a display something like the one

in the following figure (which shows the results gfsa-f command):

uiD PID PPID CLS PRI STIME TTY TIME COMD
abc 24210 1 TS 70 06:13:14 tty29 0:05 -sh

abc 24631 24210 TS 70 06:59:07 tty29 0:13 vi c2.uli

abc 28441 28358 TS 70 09:17:22 tty29 0:01 ps -f

abc 28358 24631 TS 70 09:15:14 tty29 0:01 sh -i

Figure 4-1. Process Status

As you can see, usabc (who went through the steps described above) now has four pro-
cesses active. It is an interesting exercise to trace the chain that is shown in the Process ID
(PID) and Parent Process ID (PPID) columns. The shell that was started when user abc
logged on is process 24210; its parent is the initialization process (process ID 1). Process
24210 is the parent of process 24631, and so on.

The four processes in the example above are all UNIX system shell-level commands, but
you can spawn new processes from your own program. You might think, “Well, it's one
thing to switch from one program to another when I'm at my terminal working interac-
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tively with the computer; but why would a program want to run other programs, and if one
does, why wouldn't | just put everything together into one big executable module?”

Overlooking the case where your program is itself an interactive application with diverse
choices for the user, your program may need to run one or more other programs based on
conditions it encounters in its own processing. (If it's the end of the month, go do a trial
balance, for example.) The usual reasons why it might not be practical to create one large
executable are:

* The load module may get too big to fit in the maximum process size for
your system.

* You may not have control over the object code of all the other modules you
want to include.

Suffice it to say, there are legitimate reasons why this creation of new processes might
need to be done. There are two ways to do it:

e exec(2) —stop this process and start another

e fork(2) —start an additional copy of this process

Program Execution and Process Creation

Program Execution—exec
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Overlays, performed by the family ekec system calls, can change the executing
program, but cannot create new processes. Processes are created (or spawned) by the
system calfork , which is discussed later.

exec is the name of a family of functions that includecl , execv , execle ,

execve , execlp , andexecvp . They all have the function of transforming the calling
process into a new process. The reason for the variety is to provide different ways of
pulling together and presenting the arguments of the function. An example of one version
(execl ) might be:

execl(“/usr/bin/prog2”, “prog”, progargl,
progarg2, (char *)0);

Forexecl the argument list is

lusr/bin/prog2 path name of the new process file

prog the name the new process gets imiits/[0]

progargl ,progarg2 arguments t@rog2 aschar* 's

(char )0 a nullchar pointer to mark the end of the arguments

Check theexec(2) manual page in th@perating System API Refererfoe the rest of
the details. The key point of tlexec family is that there is no return from a successful
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execution:; the new process overlays the process that makeseihesystem call. The

new process also takes over the process ID and other attributes of the old process. If the
call toexec is unsuccessful, control is returned to your program with a return value of

-1 . You can checlerrno to learn why it failed.

The system cakixecl executes another prograwithout returning thus, to print the date
as the last action of a running program, use:

execl(“/bin/date”, “date”, NULL);

The first argument texecl is thefilenameof the command; you have to know where it is
found in the file system. The second argument is conventionally the program name (that is,
the last component of the filename), but this is seldom used except as a placeholder. If the
command takes arguments, they are strung out after this; the end of the list is marked by a
NULL argument.

Theexecl call overlays the existing program with the new one, runs that, then exits,
without returning to the original program.

NOTE

When a multithreaded process calkec , the new process will
be created with a single thread (ameb), effectively terminating
all other threads (andwvps) in the process. léxec fails, no

threads (orwps) are terminated.

The one exception to the rule that the original program never gets control back occurs
when there is an error, for example if the file can't be found or is not executable. If you
don't know wherelate is located, say:

execl(“/bin/date”, “date”, NULL);
execl(*/usr/bin/date”, “date”, NULL);
printf(stderr, “Someone stole ‘date’\n");

A variant ofexecl calledexecv is useful when you don't know in advance how many
arguments there are going to be. The call is:

execv( filename argp);

Whereargp is an array of pointers to the arguments; the last pointer in the array must be
NULL soexecv can tell where the list ends. As with exdidenameis the file in which

the program is found, araigp[0] is the name of the program. (This arrangement is identi-
cal to theargv array for C program arguments.)

Neither of these functions provides the niceties of normal command execution. There is no
automatic search of multiple directories; you have to know precisely where the command
is located. Nor do you get the expansion of metacharacters<iké=", “*” “?” and

“I "inthe argument list. If you want these, @secl to invoke the sheBh, which then

does all the work. Construct a striogndline  that contains the complete command as it
would have been typed at the terminal, then say:

execl(“/bin/sh”, “sh”, “-¢”, cmdline, NULL);

4-3
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The shell is assumed to be at a fixed pldmn/sh . Its argument-t” says to treat the
next argument as a whole command line, so it does just what you want. The only problem
is in constructing the right information amdline

To summarize:

* Any process magxec (cause execution of) a file.

* Doing anexec does not change the process ID; the process that did the
exec persists, but after ttexec it is executing a different program.

* Files that were open before theec remain open afterwards.

Many programs want to regain control aé&ec ing another program; these should use a
combination offork andexec (see the next section). However, a program with two or
more phases that communicate only through temporary files might @searfunction
without afork . Here it is natural to make the second pass simpéxed call from the

first. For example, the first pass of a compiler might overlay itself with the second pass of
the compiler. This is analogous to a “goto” in programming.

Process Creation—fork
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If a process wishes to regain control aig&ec ing a second program, it should fork a
child process, have the chitec the second program, and the pareait for the child.

This is analogous to a “call” except that the fork system call creates a new process that is
an exact copy of the calling process. The following figure depicts what is involved in exe-
cuting a program with a typicédrk as the first step:

Program A
fork wait
Process 1 $| | |~
(Parent) (asleep)
Program A Program B
Process 2 p| exec
(Child) B
exit

161260

Figure 4-2. Process Primitives

Because thexec functions simply overlay the new program on the old one, to save the
old one requires that it first be split into two copies; one of these can be overlaid, while the
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other waits for the new overlaying program to finish. The systenfa&ll does the
splitting as in the following call:

proc_id = fork();

The newly created process, known asdhiéd processis a copy of the image of the orig-

inal process, called thgarent processThe system cafork splits the program into two
copies, both of which continue to run, and which differ only in the value returned in
proc_id . In the child proces@roc_id equals zero; in the parent procga®c_id

equals a non-zero value that is the process number of the child process. Thus, the basic
way to call, and return from, another program is:

if (fork() == 0) /*in child */
execl(“/bin/sh”, “sh”, “-c”, cmd NULL);

And in fact, except for handling errors, this is sufficient. Tér& is zero, so it calls
execl , which does themdand then dies. In the parefttk returns non-zero so it skips
theexecl . (If there is any errofprk returns-1 .)

A child inherits its parent's permissions, working-directory, root-directory, open files, etc.
This mechanism permits processes to share common input streams in various ways. Files
that were open before tlierk are shared after tiferk . The processes are informed
through the return value ébrk as to which is the parent and which is the child. In any
case the child and parent differ in three important ways:

* The child has a different process ID.
* The child has a different parent process ID.

¢ All accounting variables are reset to appropriate values in the child.

NOTE

The functionality ofork(2)  in a multithreaded program differs
depending upon whether POSIX threads or PowerMAX OS
threads are being used. See the “Usorg(2) " section in the
“Programming with the Threads Library” chapter for more
details.

Thefork system call creates a child process with code and data copied from the parent
process that created the child process. Once the copying is completed, the new (child) pro-
cess is placed on the runnable queue to be scheduled. Each child process executes inde-
pendently of its parent process, although the parent may explicitly wait for the termination

of that child or any of its children. Usually the parent waits for the death of its child at
some point because thigit call is used to free the process-table entry used by the child.
See the discussion under “Process Termination” for more detail.

Calling fork creates a new process that is an exact copy of the calling process. The one
major difference between the two processes is that the child gets its own unique process
ID. When thefork  process has completed successfully, it retuhsoathe child process

and the child's process ID to the parent. If the idea of having two identical processes seems
a little funny, consider this:
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* Because the return value is different between the child process and the par-
ent, the program can contain the logic to determine different paths.

* The child process could say, “Okay, I'm the child; I'm supposed to issue an
exec for an entirely different program.”

* The parent process could say, “My child is goingxec a new process;
I'll issue await until | get word that the new process is finished.”

Your code might include statements like the following:

a N

#include <errno.h>

pid_t ch_pid;

int ch_stat, status;
char *p_argl, *p_arg2;
void exit();

if ((ch_pid = fork()) < 0) {
/* Could not fork... check errno */
}
else if (ch_pid == 0) {/* child */
(void)execl(“/usr/bin/prog2”, “prog”, p_argl, p_arg2, (char *)NULL);
exit(2);/* execl() failed */
else { /* parent */
while ((status = wait(&ch_stat)) != ch_pid) {
if (status < 0 && errno == ECHILD)

break;
errmno =0;

- )

Figure 4-3. Example of fork

Because the neexec 'd process takes over the child process ID, the parent knows the ID.
What this boils down to is a way of leaving one program to run another, returning to the
point in the first program where processing left off.

Keep in mind that the fragment of code above includes minimal checking for error condi-
tions, and has potential for confusion about open files and which program is writing to a
file. Leaving out the possibility of named files, the new process created fyrkheor

exec has the three standard files that are automatically opstaid: , stdout , and

stderr . If the parent has buffered output that should appear before output from the child,
the buffers must be flushed before the fork. Also, if the parent and the child processes both
read input from a stream, whatever is read by one process will be lost to the other. That is,
once something has been delivered from the input buffer to a process the pointer has
moved on.

Process creation is essential to the basic operation of the OS because each command run
by the Shell executes in its own process. In fact, execution of a Shell command or Shell
procedure involves bothfark and an overlay. This scheme makes a number of services
easy to provide. I/O redirection, for example, is basically a simple operation; it is per-
formed entirely in the child process that executes the command, and thus no memory in
the Shell parent process is required to rescind the change in standard input and output.
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Background processes likewise require no new mechanism; the Shell merely refrains from
waiting for commands executing in the background to complete. Finally, recursive use of
the Shell to interpret a sequence of commands stored in a file is in no way a special opera-
tion.

Control of Processes—fork and wait

A parent process can suspend its execution to wait for termination of a child process with
wait orwaitpid . More often, the parent wants to wait for the child to terminate before
continuing itself as follows:

int status;

if (fork() == 0)
execl( ... );
wait(&status);

The previous code fragment avoids handling any abnormal conditions, such as a failure of
theexecl orfork , or the possibility that there might be more than one child running
simultaneously. (The functiomait returns the process-id of the terminated child, which
can be checked against the value returnetbily .) In addition, this fragment avoids
dealing with any funny behavior on the part of the child (which is reportsdtins ).

The low-order eight bits of the value returnedv®it encodes the termination status of
the child procesq) signifies normal termination and non-zero to signify various kinds of
abnormalities. The next higher eight bits are taken from the argument of theeoal to

that caused a normal termination of the child process. It is good coding practice for all
programs to return meaningful status.

When a program is called by the shell, the three file-descriptors are available for use.
When this program calls another one, correct etiquette suggest making sure the same con-
ditions hold. Neithefork nor theexec calls affects open files in any way. If the parent is
buffering output that must come out before output from the child, the parent must flush its
buffers before thexecl . Conversely, if a caller buffers an input stream, the called pro-
gram loses any information that has been read by the caller.

Process Termination

Processes terminate in one of two ways:

* Normal termination occurs by a return fronain or when requested by an
explicit call toexit or_exit

e Abnormal termination occurs as the default action of a signal or when
requested bgbort .

On receiving a signal, a process looks for a signal-handling function. Failure to find a sig-
nal-handling function forces the process to ealt , and therefore to terminate. The
functions_exit , exit andabort terminate a process with the same effects except that
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abort makes available toait orwaitpid the status of a process terminated by the
signalSIGABRT (seeexit(2)  andabort(2) ).

As a process terminates, it can set an eight-bit exit status code available to its parent. Usu-
ally, this code indicates success (zero) or failure (non-zero), but it can be used in any
manner the user wishes. If a signal terminated the process, the system first tries to dump an
image of core, then modifies the exit code to indicate which signal terminated the process
and whether core was dumped. This is provided that the signal is one that produces a core
dump (sessignal(5) ). Next, all signals are set to be ignored, and resources owned by
the process are released, including open files and the working directory. The terminating
process is now a “zombie” process, with only its process-table entry remaining; and that is
unavailable for use until the process has finally terminated. Next, the process-table is
searched for any child or zombie processes belonging to the terminating process. Those
children are then adopted mjt by changing their parent process IDL{p This is nec-

essary because there must be a parent to record the death of the child. The last actions of
exit are to record the accounting information and exit code for the terminated process in
the zombie process-table entry and to send the parent the death-of-child3@a#&l|.D

(see Chapter 10, “Signals, Job Control, and Pipes”).

If the parent wants to wait until a child terminates before continuing execution, the parent
can callwait , which causes the parent to sleep until a child zombie is found (meaning the
child terminated). When the child terminates, the death-of-child signal is sent to the parent
although the parent ignores this signal. (Ignore is the default disposition. Applications that
fork children and need to know the return status should set this signal to other than
ignore.) The search for child zombies continues until the terminated child is found; at
which time, the child's exit status and accounting information is reported to the parent
(remember the call texit in the child put this information in the child's process-table
entry) and the zombie process-table entry is freed. Now the parent can wake up and con-
tinue executing.

Managing Processors and Processes

Processor Administration Information

Processors are identified with a processor ID number that gives them a unique tag within
the system. The state of the processors in your system can be examined by using the
psrinfo(1M) command or th@rocessor_info(2) system call. They report
whether the processor is on line or off line.

Binding Processes to Processors
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By default, an LWP can execute on any processor in the system. Every LWP has a bit
mask, or CPU bias, that determines the processor or processors on which it can be
scheduled. An LWP inherits its CPU bias from its creator durifayla(2) or an
_lwp_create(2) but may thereafter change it. The kernel assigns an LWP to a CPU in
the LWP’s CPU bias. If an LWP’s CPU bias identifies more than one processor, the
LWP’s CPU assignment may change several times during its execution. In making CPU
assignments, the kernel attempts to balance the load on the CPUs and avoid unnecessary
migration between CPUs.
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The commands and program interfaces that allow you to set an LWP’s CPU bias accept
the following types of identifiers for the target LWP(s):

LWP ID specifies a particular LWP

Process ID specifies all LWPs in the process

Process group ID specifies all LWPs in each process in the group
User ID specifies all LWPs in each process owned by the user

You can set the CPU bias for one or more LWPs by using one of the following methods:

1. Invoke thecpu_bias(2)  system call from a program, and specify the
CPU_SETBIAScommand.

2. Invoke thempadvise(3C) library routine from a program, and specify
theMPA_PRC_SETBIARommand.

3. Invoke therun(1) orrerun(l) command from the shell, and specify
the—b biasoption.

If you wish to run a program with a particular CPU bias, usethe
command. If you wish to change the CPU bias of a program that is already
running, use theerun command.

With mpadvise , cpu_bias , andrerun , the following conditions must be met:

* The real or effective user ID of the calling process must match the real or
saved user ID of the LWP for which the bias is being set, or the calling pro-
cess must have tie OWNERrivilege.

* To add a CPU to an LWP’s CPU bias, the calling process must have the
P_CPUBIASprivilege.

Note that the®_CPUBIAS privilege is also required to use then com-
mand for this purpose.

If the Enhanced Security Utilities are installed and running, the following additional con-
ditions must be met:

The Mandatory Access Control (MAC) level of the calling process must equal the
MAC level of the target process, or the calling process must ha®e MACWRITE
privilege.

You can also change the CPU assignment of one or more LWPs by inepkingias ,
mpadvise , andrerun . Procedures are as follows:

1. Invoke thecpu_bias(2) system call from a program, specify the
CPU_SETRUNMommand, and set only obé in *mask

2. Invoke thempadvise(3C) library routine from a program, specify the
MPA_PRC_SETRUddmmand, and set only obé in *mask

3. Invoke theerun(l) command from the shell, and specify tecpu_id
option.

To change an LWP’s CPU assignment, the following conditions must be met:
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* The real or effective user ID of the calling process must match the real or
saved user ID of the LWP for which the CPU assignment is being changed,
or the calling process must have t(heOWNERrivilege.

If the Enhanced Security Utilities are installed and running, the following additional con-
ditions must be met:

The Mandatory Access Control (MAC) level of the calling process must equal the
MAC level of the target process, or the calling process must hav®e MACWRITE
privilege.

The System \processor_hind(3C) library routine angbind(1M) utility allow

you to assign a process (all of the associated LWPs) or LWP to a single processor. Both
also allow you to remove a process’s or LWP’s previous CPU assignment. Once a pro-
cess’s or LWP’s assignment has been removed, the process or LWP can execute on any
processor in the system. To ysecessor_bind orpbind for these purposes, the real

or effective user ID of the calling process must match the real or saved user ID of the tar-
get process or LWP, or the calling process must have tO&VNERrivilege.

For additional information on the usegfu_bias(2) , mpadvise(3C) ,run(l) ,
rerun(l) , processor_hind(3C) , andpbind(1M) , refer to the corresponding
system manual pages.

Local Memory Considerations

4-10

On NightHawk platforms with more than one local memory pool, there is an additional
restriction that must be observed in order to successfully migrate a process or LWP
between two different CPU boards.

A process may not have any writable data pages of its address space locked into memory if
they are located in a local memory pool when attempting to migrate that process, or a
LWP within that process, to another CPU board. (For more information on NUMA poli-
cies, see Chapter 6 Memory Management andném@ory(7) man page.)

Therefore, applications that wish to migrate across CPU boards should perform the migra-
tion before memory locking any writable data pages into local memory, or temporarily
unlock those pages until the migration completes.

Thememcntl(2) , mlock(3C) , mlockall(3C) andplock(2) functions and sys-
tem services may be used to lock pages into memory. (For more information on memory
page locking, see Chapter 6, “Memory Management”, in this manual.)

Also note that rescheduling variablessched_cntl(2) ) will cause a private writable

data user page to be locked down in memory when a rescheduling variable is setup. (For
more information on rescheduling variables, see Chapter 6 “Interprocess Synchroniza-
tion” of the PowerMAX OS Real-Time Guidle
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5
Process Scheduling and Management

This chapter provides an overview of process scheduling on PowerMAX OS systems. It
explains how the process scheduler works and describes System V scheduler classes,
POSIX scheduling policies, and scheduler priorities. It explains the procedures for using
the program interfaces and commands that support process scheduling and management
and describes scheduler interaction with such functiofslas, exec , andinit . It also
highlights performance issues.

Process Scheduling

In the OS, the schedulable entity is always a lightweight process (LWP). Scheduling prior-
ities and classes are attributes of LWPs and not processes. When scheduling program
interfaces accept a process on which to operate, the operation is applied to each LWP in
the process. The system scheduler determines when LWPs run. It maintains priorities
based on configuration parameters, process behavior, and user requests; it uses these prior-
ities as well as other factors to assign LWPs to the.CPU

The OS gives users absolute control over the sequence in which certain LWPs run and the
amount of time each LWP may use the CPU before another LWP gets a chance.

By default, the scheduler uses the time-sharing class. The time-sharing class adjusts prior-
ities dynamically in an attempt to provide good response time to interactive LWPs and
good throughput to CPU-intensive LWPs. The fixed class is similar to the time-sharing
class except that priorities and time slices are not dynamically adjusted over time.

The scheduler offers a fixed-priority scheduling class as well as a time-sharing and a fixed
class. Fixed-priority scheduling allows users to set fixed priorities on a per-process or
LWP basis. The highest-priority fixed-priority LWP always gets the CPU as soon as it is
runnable, even if system processes are runnable. An application can therefore specify the
exact order in which LWPs run. An application may also be written so that its fixed-prior-
ity LWPs have a guaranteed response time from the system.

For system environments in which real-time performance is not required, the default
scheduler configuration works well, and no fixed-priority LWPs are needed: administra-
tors should not change configuration parameters, and users should not change scheduler
properties of their applications. However, for real-time applications or applications with
strict timing constraints, fixed-priority LWPs are the only way to guarantee that the appli-
cation's requirements are met.

NOTE
Fixed-priority LWPs used carelessly can have a dramatic negative

effect on the performance of time-sharing LWPs and the system in
general.
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This chapter is addressed to programmers who need more control over order of process
and LWP execution than they get using default scheduler parameters.

Because changes in scheduler administration can affect scheduler behavior, programmers
may also need to know about scheduler administration. For administrative information on
the scheduler, see tlystem Administration Volumerianual. There are also the follow-

ing system manual pages with information on scheduler administration:

dispadmin(1M) tells how to change scheduler configuration in a running system

ts_dptbl(4) describes the time-sharing dispatcher parameter table that is used
to configure the scheduler

fc_dptbl(4) describes the fixed-class dispatcher parameter table that is used to
configure the scheduler

fp_dptbl(4) describes the fixed-priority dispatcher parameter tables that are
used to configure the scheduler

How the Process Scheduler Works
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Figure 5-1 shows how the OS process and LWP scheduler works. Fixed-class priorities
overlap the default time-sharing priorities

When a process or LWP is created, it inherits its scheduler parameters, including scheduler
class and a priority within that class. A process or LWP changes class only as a result of a
user request. The system manages the priority of an LWP based on user requests and the
scheduler class of the LWP

In the default configuration, the initialization process belongs to the time-sharing class.
Because processes inherit their scheduler parameters, all user login shells begin as
time-sharing processes in the default configuration.

The scheduler converts class-specific priorities into global priorities. The global priority of

an LWP determines when it runs—the scheduler always runs the runnable LWP with high-
est global priority. Numerically higher priorities run first. Once the scheduler assigns an
LWP to the CPUthe LWP runs until it uses up its time slice, sleeps, or is preempted by a

higher-priority LWP LWPs with the same priority run round-robin.

Administrators specify default time slices in the configuration tables, but users may assign
time slices ta fixed-priority WPs by using th@riocntl(1) command or therio-
cntl(2)  system call.

You can display the global priority of a process or LWP withpth@d) command. You
can display configuration information about class-specific priorities wittptite
cntl(l) command and théispadmin(1M)  command.

By default, all fixed-priority processes or LWPs have higher priorities than any system
process, and all system processes have higher priorities than any time-sharing process.
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Figure 5-1. The PowerMAX OS Scheduler

NOTE

As long as a runnable fixed-priority process or LWP is available
for a particular processor, no system process and no time-sharing
process will run on that processor.

The sections that follow describe System V scheduler classes, POSIX scheduling policies,
and scheduler priorities.

System V Scheduler Classes

System V defines four scheduler classes: the time-sharing class, the fixed class, the system
class, and the fixed-priority class. PowerMAX OS defines an additional class reserved for
the internal use of the ADA runtime environment. The sections that follow describe each
of the classes.
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Time-Sharing Class and Fixed Class

System Class

Fixed-Priority Class
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The goal of the time-sharing class is to provide good response time to interactive pro-
cesses and LWPs and good throughput to CPU-bound processes and LWPs. The scheduler
switches CPU allocation frequently enough to provide good response time, but not so fre-
qguently that it spends too much time doing the switching. Time slices are typically a few
hundred milliseconds.

The time-sharing class changes priorities dynamically and assigns time slices of different
lengths. The scheduler raises the priority of an LWP that sleeps after only a little CPU use
(an LWP sleeps, for example, when it starts an 1/O operation such as a terminal read or a
disk read); frequent sleeps are characteristic of interactive tasks such as editing and run-
ning simple shell commands. On the other hand, the time-sharing class lowers the priority
of an LWP that uses the CPU for long periods without sleeping.

The default time-sharing class gives larger time slices to LWPs with lower priorities. An
LWP with a low priority is likely to be CPU-bound. Other LWPs get the CPU first, but
when a low-priority LWP finally gets the CRlt gets a bigger chunk of time. If a
higher-priority LWP becomes runnable during a time slice, however, it preempts the run-
ning process or LWP

The scheduler manages time-sharing processes and LWPs using configurable parameters
in the time-sharing parameter tatdedptbl(4) . This table contains information spe-
cific to the time-sharing class.

The default fixed class is similar to the default time-sharing class except that the priorities
and time slices given to fixed-class processes or LWPs are not dynamically changed over
time. Thefc_dptbl(4) parameter table contains information specific to the fixed class.

The system class uses fixed priorities to run kernel processes such as servers and house-
keeping processes such as the paging daemon. The system class is reserved for use by the
kernel; users may neither add a process to nor remove a process from the system class.

Priorities for system class processes are set up in the kernel code for those processes; once
established, the priorities of system processes do not change. (User processes and LWPs
running in kernel mode are not in the system class.)

With the fixed-priority class, critical processes and LWPs can run in predetermined
sequence. Fixed priorities never change except when a user requests a change. Contrast
this fixed-priority class with the time-sharing class, for which the system changes priori-
ties to provide good interactive response time.

Privileged users can use then(1) ,rerun(l) , andpriocntl(1) commands or the
sched_setscheduler(3C) andpriocntl(2) program interfaces to assign an
LWP to the fixed-priority class. (See “Scheduler Commands,” p. 5-31, for information on
the commands and “POSIX Scheduling Routines” and “System V Scheduling System
Calls and Commands,” pp. 5-8 and 5-16, for information on the program interfaces.)

The scheduler manages fixed-priority processes and LWPs using configurable parameters
in the fixed-priority parameter tabfp_dptbl(4) . This table contains information
specific to the fixed-priority class.
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PowerMAX OS reserves the AD scheduling class for the internal use of the ADA runtime
environment; applications should not directly use it.

POSIX Scheduling Policies

Scheduler Priorities

POSIX defines three types of scheduling policies that control the way a process is sched-
uled:

SCHED_FIFO first—in—first—out (FIFO) scheduling policy
SCHED_RR round—robin (RR) scheduling policy
SCHED_OTHER time-sharing scheduling policy

Each of the POSIX scheduling policies is associated with one of the System V scheduler
classes described in the preceding sections.

The SCHED_FIFO andSCHED_RR policies are associated with the fixed-priority class.
These policies are almost identical. The only difference is that a process scheduled under
theFriFo policy does not have an associated time quantum. As a result, as long as a process
scheduled under therFo policy is the highest priority process scheduled on a particular
CPU, it will continue to execute until it voluntarily blocks. A process that is scheduled
under thescHED_RR policy has an associated time quantum; the system default time quan-
tum is defined in the fixed-priority parameter tatdedptbl(4)

ThescHED_OTHER policy is associated with the time-sharing class.

Each POSIX scheduling policy has a range of priority values associated with it. The prior-
ity range for thesCHED_FIFO andSCHED_RR policies is the same as that for the fixed-pri-
ority class. The priority range for tteecHED_OTHER policy is the same as that for the
time-sharing class. The “Scheduler Priorities” section that follows provides an overview of
scheduler priorities and explains the class-specific priority ranges.

A set of library routines that is based on IEEE Standard 1003.1b provides you with direct
access to a process’s scheduling policy and priority. Included in the set are routines that
allow processes to obtain or set a process’s scheduling policy and priority; obtain the min-
imum and maximum priorities associated with a particular scheduling policy; and obtain
the time quantum associated with a process scheduled underHbe RR scheduling

policy. You may alter the scheduling policy and the scheduling parameters associated
with that policy for an LWP or process by using tba(1) orrerun(l) command.
Procedures for using the POSIX scheduling routines are explained in “POSIX Scheduling
Routines” (p. 5-8). Procedures for using tbe andrerun commands are explained in
“Scheduler Commands” (p. 5-31).

Figure 5-2 presents a programmer's view of default LWP priorities. Fixed-class priorities
overlap the default time-sharing priorities.
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Figure 5-2. Process Priorities (Programmer’s View)

From a user or programmer's point of view, a process or LWP priority has meaning only in
the context of a scheduler class. You specify an LWP priority by specifying a class and a
class-specific priority value. The class and class-specific value are mapped by the system
into a global priority that the system uses to schedule LWPs.

¢ Fixed prioritiesrun from zero to a configuration-dependent maximum. The
system maps them directly into global priorities. They never change except
when a user changes them.

¢ Systempriorities are controlled entirely in the kernel. Users cannot affect
them.

¢ Time-sharingpriorities have a user-controlled component (ttser prior-
ity) and a component controlled by the system. The system does not change
the user priority except as the result of a user request. The system changes
the system-controlled component dynamically on a per-process or LWP
basis to provide good overall system performance; users cannot affect the
system-controlled component. The scheduler combines these two compo-
nents to get the process or LWP global priority.

The user priority runs from the negative of a configuration-dependent max-
imum to the positive of that maximum. A process or LWP inherits its user
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priority. Zero is the default initial user priority.

Theuser priority limitis the configuration-dependent maximum value of
the user priority. You may set a user priority to any value below the user
priority limit. With theP_TSHARprivilege, you may raise the user priority
limit. Zero is the default user priority limit. You can raise the user priority
limit by using thepriocntl(2) system call (see “The priocntl System
Call,” p. 5-17).

You may lower the user priority of a process or LWP to give the process or
LWP reduced access to the CPU, or you may raise the user priority to get
better service. Because you cannot set the user priority above the user pri-
ority limit, you must raise the user priority limit before you raise the user
priority if both have their default values of zero. Note that you must have
theP_TSHARprivilege to raise the user priority limit.

An administrator configures the maximum user priority independent of
global time-sharing priorities. In the default configuration, for example, a
user may set a user priority only in the range from -20 to +20, but 60
time-sharing global priorities are configured.

* Fixed-clasgriorities have a user-controlled component (thser priority)
and a component controlled by the system. The system does not change the
user priority except as the result of a user request. The scheduler combines
these two components to get the process or LWP global priority.

The user priority runs from the negative of a configuration-dependent max-
imum to the positive of that maximum. A process or LWP inherits its user
priority. Zero is the default initial user priority.

Theuser priority limitis the configuration-dependent maximum value of
the user priority. You may set a user priority to any value below the user
priority limit. With theP_TSHARprivilege, you may raise the user priority
limit. Zero is the default user priority limit. You can raise the user priority
limit by using thepriocntl(2) system call (see “The priocntl System
Call,” p. 5-17).

You may lower the user priority of a process or LWP to give the process or
LWP reduced access to the CPU, or you may raise the user priority to get
better service. Because you cannot set the user priority above the user pri-
ority limit, you must raise the user priority limit before you raise the user
priority if both have their default values of zero. Note that you must have
theP_TSHARprivilege to raise the user priority limit.

An administrator configures the maximum user priority independent of
global fixed-class priorities. In the default configuration, for example, a
user may set a user priority only in the range from -20 to +20, but 60
fixed-class global priorities are configured.

A system administrator's view of priorities is different from that of a user or programmer.
When configuring scheduler classes, an administrator deals directly with global priorities.
The system maps priorities supplied by users into these global prioritie SyStsn
Administration Volume fr additional detail.
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The sections that follow explain the procedures for using the POSIX scheduling routines.
These routines are briefly described as follows:

sched_setscheduler set a process’s scheduling policy and priority
sched_getscheduler obtain a process’s scheduling policy
sched_setparam change a process’s scheduling priority
sched_getparam obtain a process’s scheduling priority
sched_yield relinquish the CPU

sched_get_priority_ min obtain the lowest priority associated with a

scheduling policy

sched_get_priority_max obtain the highest priority associated with a
scheduling policy

sched_rr_get interval obtain the time quantum associated with a pro-
cess scheduled under tseHED_RR scheduling

policy

NOTE

The POSIX scheduling routines that are listed above should only
be used for singled-threaded applications or for multi-LWP
applications that directly calllwp_create(2) to create the
LWPs within the process.

Multi-threaded applications that are linked with the thread library
should make use of the thread library routines that get or set a
thread's scheduling class and priority, instead of the routines listed
above.

When a process (all of the associated LWPSs) is scheduled undecHbE®e_FIFo or
SCHED_RR scheduling policy, it is assigned to the fixed-priority scheduler class. The prior-
ity value specified on the call to the POSIX scheduling routine is the same priority value
that would be specified if priocntl(2) call were made to set the process’s priority
within the fixed-priority class.

When a process (all of the associated LWPSs) is scheduled undeHti® OTHER sched-

uling policy, it is assigned to the time-sharing scheduler class. The priority value specified
on the call to the POSIX scheduling routine is the same priority value that would be speci-
fied if apriocntl(2) call were made to set the process’s priority within the time-shar-
ing class.
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The sched_setscheduler Routine

Thesched_setscheduler(3C) library routine allows you to set the scheduling pol-
icy and priority of a specified process.

It is important to note that to use tbehed setscheduler call to (1) change a pro-
cess’s scheduling policy to tlseHED_FIFO or theSCHED_RR policy or (2) change the pri-
ority of a process scheduled under $kaelED_FIFO or thescHED_RR policy, the following
conditions must be met:

* The calling process must have tReRTIME privilege

* The effective user ID of the calling process must match the effective user
ID of the target process (the process for which the scheduling policy and
priority are being set), or the calling process must have tkAVNERriv-
ilege.

If the Enhanced Security Utilities are installed and running, the following additional con-
ditions must be met:

The Mandatory Access Control (MAC) level of the calling process must equal the
MAC level of the target process, or the calling process must hav®e MACWRITE
privilege.

To usesched_setscheduler to raise the priority of a process scheduled under the
SCHED_OTHER policy above a per-process or LWP limit, the following conditions must be
met:

* The calling process must have heTSHARprivilege.

* The effective user ID of the calling process must match the effective user
ID of the target process (the process for which the scheduling priority is
being set), or the calling process must havePth@WNERrivilege.

If the Enhanced Security Utilities are installed and running, the following additional con-
ditions must be met:

The Mandatory Access Control (MAC) level of the calling process must equal the
MAC level of the target process, or the calling process must hav®e MACWRITE
privilege.

The specifications required for making sehed _setscheduler call are as follows:

#include <sched.h>

int sched_setscheduler( pid, policy, param
pid t pid;

int  policy,

struct sched_param * param

The arguments are defined as follows:

pid the process identification number (PID) of the process for which the schedul-
ing policy and priority are being set. To specify the current process, set the
value ofpid to zero.
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policy a scheduling policy as defined in the filecked.h >. The value ofpolicy
must be one of the following:

SCHED_FIFO first—in—first—out (FIFO) scheduling policy

SCHED_RR round-robin (RR) scheduling policy. Note that a
process cannot be scheduled under this policy on a
CPU on which servicing of the 60 Hz clock interrupt
has been disabled. In such cases, the process will
behave as though it were scheduled under the
SCHED_FIFO policy.

SCHED_OTHER time-sharing scheduling policy

param a pointer to a structure that specifies the scheduling priority of the process
identified bypid. The priority is an integer value that lies in the range of prior-
ities defined for the scheduler class associated with the specified policy. You
can determine the range of priorities associated with that policy by invoking
therun(l) command from the shell and not specifying any options or argu-
ments (see the corresponding system manual page for an explanation of this
command). You can also do so by invoking one of the following routines:
sched_get_priority_min or sched_get_priority_max (for an
explanation of these routines, see pages 5-14 and 5-14, respectively).

If the scheduling policy and priority of the specified process are successfully set, the
sched_setscheduler routine returns the process’s previous scheduling policy. A
return value of-1 indicates that an error has occurredno is set to indicate the error.
Refer to thesched_setscheduler(3C) system manual page for a listing of the types

of errors that may occur. If an error occurs, the process’s scheduling policy and priority
are not changed.

It is important to note that when you change a process’s scheduling policy, you also
change its time quantum to the default time quantum that is defined for the scheduler class
associated with the new policy and the priority. You can change the time quantum for a
process or LWP scheduled under #ft@iED_RR scheduling policy by using thein(1)
orrerun(2) command (see p.5-36 for information on these commands).

NOTE

The sched_setscheduler routine should not be used to modify the
LWPs in a multithreaded process. See the
sched_setscheduler(3C) man page for more details on
this subject.

The sched_getscheduler Routine

5-10

The sched_getscheduler(3C) library routine allows you to obtain the scheduling
policy for a specified process. Scheduling policies are defined in thesfitegth > as
follows:

SCHED_FIFO first—in—first—out (FIFO) scheduling policy

SCHED_RR round—robin (RR) scheduling policy
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SCHED_OTHER time-sharing scheduling policy

The specifications required for making $ahed getscheduler call are as follows

#include <sched.h>
int sched_getscheduler( pid)
pid t pid;

The argument is defined as follows:

pid the process identification number (PID) of the process for which you wish to
obtain the scheduling policy. To specify the current process, set the value of
pid to zero.

If the call is successfugched_getscheduler returns the scheduling policy of the

specified process. A return value-df indicates that an error has occurredno is set

to indicate the error. Refer to tkehed_getscheduler(3C) system manual page

for a listing of the types of errors that may occur.

Note

Multi-threaded applications should use the thread library function
calls for obtaining a thread's scheduling policy.

The sched_setparam Routine

Thesched_setparam(3C) library routine allows you to change the scheduling prior-
ity of a specified process.

It is important to note that to use thehed_setparam call to change the scheduling
priority of a process scheduled under $tiED_FIFO or theSCHED_RR policy, the fol-
lowing conditions must be met:

* The calling process must have eRTIME privilege.

* The effective user ID of the calling process must match the effective user
ID of the target process (the process for which the scheduling policy and
priority are being set), or the calling process must have tAVNERriv-
ilege.

If the Enhanced Security Utilities are installed and running, the following additional con-
ditions must be met:

The Mandatory Access Control (MAC) level of the calling process must equal the
MAC level of the target process, or the calling process must hav®e MACWRITE
privilege.

If you wish to raise the priority of a process scheduled undesdReD_OTHER policy
above a per-process or LWP limit, the following conditions must be met:
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* The calling process must have heTSHARprivilege.

* The effective user ID of the calling process must match the effective user
ID of the target process (the process for which the scheduling priority is
being set), or the calling process must havePth@WNERrivilege.

If the Enhanced Security Utilities are installed and running, the following additional con-
ditions must be met:

The Mandatory Access Control (MAC) level of the calling process must equal the
MAC level of the target process, or the calling process must ha®e MACWRITE
privilege.

The specifications required for making $ehed_setparam call are as follows:

#include <sched.h>
int sched_setparam( pid, param

pid_t pid;
struct sched_param * param

The arguments are defined as follows:

pid the process identification number (PID) of the process for which the schedul-
ing priority is being changed. To specify the current process, set the value of
pid to zero.

param a pointer to a structure that specifies the scheduling priority of the process
identified bypid. The priority is an integer value that lies in the range of prior-
ities associated with the process’s current scheduling policy. High numbers
represent moréavorable priorities and scheduling.

You can obtain a process’s scheduling policy by invoking the
sched_getscheduler(3C) routine (see p. 5-9 for an explanation of this
routine). You can determine the range of priorities associated with that policy
by invoking therun(1) command from the shell and not specifying any
options or arguments (see the corresponding system manual page for an expla-
nation of this command). You can also obtain the range of priorities associated
with a policy by invoking thesched_get_priority_min(3C) and
sched_get_priority_max(3C) routines (see p.5-14 for explanations

of these routines).

A return value of) indicates that the scheduling priority of the specified process has been
successfully changed. A return value-bf indicates that an error has occurredno is

set to indicate the error. Refer to d@hed_setparam(3C)  system manual page for a
listing of the types of errors that may occur. If an error occurs, the process’s scheduling
priority is not changed.
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NOTE

The sched_setparam routine should not be used to modify the
LWPs in a multithreaded process. See the
sched_setparam(3C) man page for more details on this
subject.

The sched_getparam Routine

Thesched_getparam(3C) library routine allows you to obtain the scheduling prior-
ity of a specified process.

The specifications required for making tbehed getparam call are as follows:

#include <sched.h>
int sched_getparam( pid, param)

pid_t pid;
struct sched_param * param

The arguments are defined as follows:

pid the process identification number (PID) of the process for which you wish to
obtain the scheduling priority. To specify the current process, set the value of
pid to zero.

param a pointer to a structure to which the scheduling priority of the process identi-
fied by pid will be returned

A return value oD indicates that the call 'ched_getparam has been successful. The
scheduling priority of the specified process is returned in the structure to pémiaim
points. A return value of 1 indicates that an error has occurreano is set to indicate
the error. Refer to theched_getparam(3C)  system manual page for a listing of the
types of errors that may occur.

NOTE

Multi-threaded applications should use the thread library function
calls for obtaining a thread's scheduling priority.

The sched_yield Routine

Thesched_yield(3C) library routine allows the calling process to relinquish the
CPU until it again becomes the highest priority process that is ready to run. Note that a call
to sched_yield is effective only if a process whose priority is equal to that of the call-
ing process is ready to run. This routine carbetised to allow a process whose priority

is lower than that of the calling process to execute.

The specifications required for making tdehed _yield  call are as follows:
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#include <sched.h>

void sched_yield()

Thesched_yield routine does not return a value.

The sched_get_priority_min Routine

Thesched_get_priority_min(3C) library routine allows you to obtain the lowest
(least favorable) priority associated with a specified scheduling policy.

The specifications required for making thehed_get_priority_min call are as
follows:

#include <sched.h>
#include <timers.h>

int sched_get_priority_min( policy)
int  policy,
The argument is defined as follows:

policy a scheduling policy as defined in the filecked.h >. The value ofpolicy
must be one of the following:

SCHED_FIFO first—in—first—out (FIFO) scheduling policy
SCHED_RR round—robin (RR) scheduling policy
SCHED_OTHER time-sharing scheduling policy
If the call is successfusched_get priority _min returns the lowest priority associ-

ated with the specified scheduling policy. A return valueloindicates that an error has
occurred;errno is set to indicate the error. Refer to the system manual page for
sched_get_priority_max(3C) to obtain a listing of the types of errors that may
occur.

The sched_get_priority_max Routine

Thesched_get_priority_max(3C) library routine allows you to obtain the highest
(most favorable) priority associated with a specified scheduling policy.

The specifications required for making tbehed_get_priority_max call are as
follows:

#include <sched.h>
#include <timers.h>

int sched_get_priority_max( policy)

int  policy;
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The argument is defined as follows:

policy a scheduling policy as defined in the filecked.h >. The value ofpolicy
must be one of the following:

SCHED_FIFO first—in—first—out (FIFO) scheduling policy
SCHED_RR round—robin (RR) scheduling policy
SCHED_OTHER time-sharing scheduling policy
If the call is successfusched_get_priority_max returns the highest priority asso-

ciated with the specified scheduling policy. A return valuelahdicates that an error has
occurred;errno is set to indicate the error. For a listing of the types of errors that may
occur, refer to theched_get_priority_max(3C) system manual page.

The sched_rr_get_interval Routine

Thesched_rr_get_interval(3C) library routine allows you to obtain the time
guantum for a process that is scheduled undesdheb_RR scheduling policy. The time
guantum is the fixed period of time for which the kernel allocates the CPU to a process.
When the process to which the CPU has been allocated has been running for its time quan-
tum, a scheduling decision is made. If another process of the same priority is ready to run,
that process will be scheduled. If not, the other process will continue to run.

The specifications required for making teehed_rr_get_interval call are as
follows:

#include <sched.h>
#include <timers.h>

int sched_rr_get_interval( pid, min)
pid_t pid;
struct timespec * mir;

The arguments are defined as follows:

pid the process identification number (PID) of the process for which you wish to
obtain the time quantum. To specify the current process, set the validdmf
zero.

min a pointer to a structure to which the time quantum of the process identified by

pid will be returned.

A return value oD indicates that the call tsched_rr_get_interval has been suc-
cessful. The time quantum of the specified process is returned in the structure to which
min points. A return value ofl indicates that an error has occurrexano is set to indi-

cate the error. Refer to tkehed_getpriority_max(3C) system manual page for a
listing of the types of errors that may occur.
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System V Scheduling System Calls and Commands
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The sections that follow explain the procedures for using the System V system calls and
commands related to scheduling. These system calls are briefly described as follows:

priocntl system call that obtains or sets the scheduler parameters of
one or more processes or LWPs

priocntllist system call that obtains or sets the scheduler parameters of a
list of LWPs
priocntlset system call that obtains or sets the scheduler parameters of a

set of running processes

setrun system command that defines the scheduling environment in
which a command executes

These system calls set or retrieve scheduler parameters for processes and LWPs. Steps that
you use to set priorities are similar for the first three functisesun works a little dif-
ferently):

1. Specify the target processes and LWPs.
2. Specify the scheduler parameters you want for those processes and LWPs.

3. Do the command or system call to set the parameters for the processes and
LWPs.

You specify the target processes and LWPs using an ID type and an ID. The ID type tells
how to interpret the ID. (This concept of a set of processes and LWPs applies to signals as
well as to the scheduler; seigsend(2) ). The valid ID types that you may specify are

as follows.

* LWPID

* Process ID

* Parent process ID
* Process group ID
* Session ID

* Class ID

* Effective user ID
¢ Effective group ID

¢ All processes

These IDs are basic properties of UNIX processes and LiBBantro(2) ). The class
ID refers to the scheduler class of the process or. W&ériocntl system call works
only for the time-sharing, fixed, and fixed-priority classes, not for the system class.

Processes in the system class have fixed priorities assigned when they are started by the
kernel. Such processes include system daemons. The only way that you can affect the pri-
ority of a system daemon is to change the value of the system tunable parameter associated
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with that daemon’s scheduling priority. You can examine and modify the values of system
tunable parameters associated with system daemons by usiconfigd1M)  utility.

For an explanation of the procedures for using this utility, refer to the “Configuring and
Building the Kernel” chapter dbystem Administration Volume 2Note that after chang-

ing a tunable parameter, you must rebuild the kernel and then reboot your system. If you
wish to change the scheduling priority of aflthe system daemons, you may use the
daemon_tune(1M) command. In this case also, you must rebuild the kernel and then
reboot your system.

NOTE

Global priorities and user-supplied priorities are in ascending
order: numerically higher priorities run first.

The priocntl System Call

#include <sys/types.h>
#include <sys/procset.h>
#include <sys/priocntl.h>
#include <sys/fppriocntl.h>
#include <sys/tspriocntl.h>
#include <sys/fcpriocntl.h>

long priocntl  (idtype_t idtype id_t id, int cmd void  *arg);

The priocntl system call gets or sets scheduler parameters of a set of processes or
LWPs. The input arguments are defined as follows:

* idtypeis the type of ID you are specifying.
e idisthe ID.

¢ cmd specifies whichpriocntl function to perform. The functions are
listed in Table 5-2.

* arg, in most cases, is a pointer to a structure that depenttadithe type
of arg for each value ofmdis listed in Table 5-2.

Table 5-1 presents the valid valuesiftiypethat are defined irsys/procset.h> and
the corresponding interpretationsiaf

Table 5-1. priocntl(2) idtype Values

idtype Interpretation ofd

P_PID Process ID (of a single process)
P_PPID Parent process ID

P_PGID Process group ID

P_LWPID LWP ID

P_SID Session ID
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Table 5-1. priocntl(2) idtype Values (Cont.)

idtype Interpretation ofd
P_CID Scheduling class ID
P_UID Effective user ID
P_GID Effective group ID
P_ALL All processes and LWPs
Table 5-2 shows the valid values fandas defined in sys/priocntl.h >, their mean-

ings, and the type afrg.

Table 5-2. priocntl(2) Commands

cmd arg Type Function

PC _GETCID pcinfo_t Get class ID and attributes
PC_GETCLINFO pcinfo_t Get class name and attributes
PC_SETPARMS pcparms_t Set class and scheduling parameters
PC_GETPARMS pcparms_t Get class and scheduling parameters
PC GETTQ int Get time quantum

PC SETTQ int Set time quantum

Following are the valugsriocntl returns on success:

* TheGETCIDandGETCLINFOcommands return the number of configured
scheduler classes.

* PC_SETPARMS:turns0.

* PC_GETPARMSeturns the process ID of the process or LWP whose
scheduler properties it is returning.

On failure,priocntl returns-1 and set®rrmo to indicate the reason for the failure.
Seepriocntl(2) for the complete list of error conditions.

The PC_GETCID and PC_GETCLINFO Commands

The PC_GETCIDandPC_GETCLINFOcommands retrieve scheduler parameters for a
class based on the class ID or class name. Both commands psatbe structure to
send arguments and receive return values:

typedef struct pcinfo {
id_t pc_cid; [* class id */
char pc_clname[PC_CLNMSZ]; /*class name */
long pc_clinfo[PC_CLINFOSZ]; /* class information */
} pcinfo_t;
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The PC_GETCIDcommand gets scheduler class ID and parameters given the class name.
The class ID is used in some of the othgocntl commands to specify a scheduler
class. The valid class names a&for time-sharingFC for fixed class, an&P for fixed

priority.

For the fixed-priority classpc_clinfo  contains aripinfo  structure, which holds
fp_maxpri, the maximum valid fixed priority; in the default configuration, this is the
highest priority any process or LWP can have. The minimum valid fixed priority is zero.
fp_maxpri is a configurable value; the “Process Scheduling” chapt8ystem Admin-
istration Volume Zxplains how to configure process and LWP priorities.

typedef struct fpinfo {
short fp_maxpri; /* maximum fixed priority */
} fpinfo_t;

For the time-sharing claspg_clinfo contains dsinfo  structure, which holds
ts_maxupri,  the maximum time-sharing user priority. The minimum time-sharing user

priority is -ts_maxupri. ts_maxupri is also a configurable value.
typedef struct tsinfo {
short ts_maxupri; /*limits of user priority range */
} tsinfo_t;

For the fixed classpc_clinfo contains arfcinfo  structure, which holds
fc_maxupri , the maximum fixed class user priority. The minimum fixed class user pri-
ority is -fc_maxupri. fc_maxupri  is also a configurable value.

typedef struct fcinfo {
short fc_maxupri; /*limits of user priority range */
} fcinfo_t;

The program shown in Screen 5-1 is a cheap substituggritamtl -I ; it gets and
prints the range of valid priorities for the time-sharing and fixed-priority scheduler classes.

Screen 5-2 shows the output of the program shown in Screen 5-1. The program is called
getcid in this example.
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/( \
* Get scheduler class IDs and priority ranges.
*

#include <sys/types.h>
#include <sys/procset.h>
#include <sys/priocntl.h>
#include <sys/fppriocntl.h>
#include <sys/tspriocntl.h>
#include <stdio.h>
#include <string.h>
#include <stdlib.h>
#include <errno.h>

main ()

pcinfo_t pcinfo;

tsinfo_t *tsinfop;

fpinfo_t *fpinfop;

short maxtsupri, maxfppri;

/* time sharing */
(void) strcpy (pcinfo.pc_clname, “TS”);
if (priocntl (OL, OL, PC_GETCID, &pcinfo) == -1L) {
perror (“PC_GETCID failed for time-sharing class”);
exit (1);

tsinfop = (struct tsinfo *) pcinfo.pc_clinfo;

maxtsupri = tsinfop->ts_maxupri;

(void) printf(“Time sharing: ID %ld, priority range -%d through %d\n”,
pcinfo.pc_cid, maxtsupri, maxtsupri);

/* fixed priority */
(void) strcpy(pcinfo.pc_clname, “FP”);
if (priocntl (OL, OL, PC_GETCID, &pcinfo) == -1L) {
perror (“PC_GETCID failed for fixed priority class”);
exit (2);

fpinfop = (struct fpinfo *) pcinfo.pc_clinfo;

maxfppri = fpinfop->fp_maxpri;

(void) printf(“Fixed priority: 1D %ld, \
priority range 0 through %d\n”,
pcinfo.pc_cid, maxfppri);

return (0);

}

- )

Screen 5-1. Obtaining the Range of Priorities for Scheduler Classes

$ getcid
Time sharing: ID 1, priority range -20 through 20
Fixed priority: ID 2, priority range 0 through 59

Screen 5-2. Output from the getcid Program
The function shown in Screen 5-3 is useful in the examples presented in subsequent

screens. Given a class name, it B€s GETCIDto return the class ID and maximum pri-
ority in the class.
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NOTE

All of the examples in the screens that follow omit the lines that
include header files. The examples compile with the same header
files as presented in Screen 5-1.

a )

* Return class ID and maximum priority.
* Input argument name is class name.

* Maximum priority is returned in *maxpri.
*

id_t

schedinfo (name, maxpri)
char *name;
short *maxpri;

pcinfo_t info;
tsinfo_t *tsinfop;
fpinfo_t *fpinfop;

(void) strcpy(info.pc_clname, name);
if (priocntl (OL, OL, PC_GETCID, &info) == -1L) {
return (-1);

}

if (strcmp(name, “TS”) == 0) {
tsinfop = (struct tsinfo *) info.pc_clinfo;
*maxpri = tsinfop->ts_maxupri;

} else if (strcmp(name, “FP") == 0) {
fpinfop = (struct fpinfo *) info.pc_clinfo;
*maxpri = fpinfop->fp_maxpri;

}else {
return (-1);

return (info.pc_cid);
\_ Y,

Screen 5-3. Obtaining the Class ID and the Maximum Priority

The PC_GETCLINFOcommand gets a scheduler class name and parameters given the
class ID. This command makes it easy to write applications that make no assumptions
about what classes are configured.

The program shown in Screen 5-4 uB¢3 GETCLINFCto get the class name of a pro-

cess or LWP based on the process ID. This program assumes the existence of a function
getclassID, which retrieves the class ID of a process or LWP given the process ID;
this function is shown in Screen 5-5.
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(-

* Get scheduler class name given process ID. */

main (argc, argv)
int argc;
char *argv[l;

pcinfo_t pcinfo;
id_t pid, classID;
id_t getclassID();

if ((pid = atoi(argv[1])) <= 0) {
perror (“bad pid”);
exit (1);

}

if ((classID = getclassID(pid)) == -1) {
perror (“unknown class ID");
exit (2);

pcinfo.pc_cid = classID;

if (priocntl (OL, OL, PC_GETCLINFO, &pcinfo) == -1L) {
perror (“PC_GETCLINFO failed”);
exit (3);

(void) printf(“process ID %d, class %s\n”, pid, pcinfo.pc_clname);

}

N J

Screen 5-4. Obtaining a Process’s Scheduler Class

The PC_GETPARMS and PC_SETPARMS Commands

5-22

The PC_GETPARMSommand gets and tHC_SETPARM$ommand sets scheduler
parameters for processes and L\WWBsth commands use tipeparms  structure to send
arguments or receive return values:

typedef struct pcparms {

id_t pc_cid; /* process or LWP class */
long pc_clparms[PC_CLPARMSZ]; /* class specific */
} pcparms_t;

Ignoring class-specific information for the moment, a simple function for returning the
scheduler class ID of a process is shown in Screen 5-5.
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4 )

/*
* Return scheduler class ID of process with ID pid.
*

getclassID (pid)
id_t pid;
{
pcparms_t pcparms;
pcparms.pc_cid = PC_CLNULL;
if (priocntl(P_PID, pid, PC_GETPARMS, &pcparms) == -1) {
return (-1);
}

return (pcparms.pc_cid);
\_ J

Screen 5-5. Obtaining a Process’s Scheduler Parameters

For the fixed-priority clasgpc_clparms contains aripparms structure fpparms
holds scheduler parameters specific to the fixed-priority class:

typedef struct fpparms {
short fp_pri;  /*fixed priority */
ulong_t fp_tgsecs; /* seconds in time quantum */
long fp_tgnsecs; /* additional nsecs in quantum */
} fpparms_t;

fp_pri  is the fixed priorityfp_tqsecs is the number of seconds, apdtgnsecs is

the number of additional nanoseconds in a time slice; thit igjsecs  seconds plus
fp_tgnsecs  nanoseconds is the interval an LWP may use the CPU without sleeping
before the scheduler gives another LWP a chance at the CPU.

For the time-sharing clags¢_clparms contains dasparms structuretsparms holds
the scheduler parameters specific to the time-sharing class:

typedef struct tsparms {
short ts_uprilim; /* user priority limit */
short ts_upri;  /* user priority */

} tsparms_t;

ts_uprilim is the user priority limit, the maximum user priority a process or LWP may
set for itself without being a privileged ustr. upri  is the user priority, the user-con-
trolled component of a time-sharing priority. These values are described as follows:

* The user priority is the user-controlled component of a time-sharing or
fixed-class priority. The scheduler calculates the global priority of a
time-sharing or fixed-class process or LWP by combining this user priority
with a system-controlled component that depends on process or LWP
behavior. The user priority has the same effect as a value setdy
(except thahice uses higher numbers for lower priority).

* The user priority limit is the maximum user priority a process or LWP may
set for itself without being a privileged user. By default, the user priority
limit is 0. You must have the_ TSHARprivilege to set a user priority limit
above 0.
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5-24

Both the user priority and the user priority limit must be within the user priority range
reported by theriocntl -l command. This range is also reported byRfte GETCID
andPC_GETCLINFOcommands to thpriocntl system call (see p. 5-18). The default
range is20 to+20 for both the time-sharing and fixed class.

There is no limit for the number of times a process or LWP may lower and raise its user
priority, as long as the value is below its user priority limit. As a courtesy to other users,
lower your user priority for big chunks of low-priority work. However, remember that if
you lower your user priority limit, you must have eTSHARprivilege to raise it. A typ-

ical use of the user priority limit is to reduce permanently the priority of child processes or
LWPs or another set of low-priority processes or LWPs

The user priority can never be greater than the user priority limit. If you set the user prior-
ity limit below the user priority, the user priority is lowered to the new user priority limit.

If you attempt to set the user priority above the user priority limit, the user priority is set to
the user priority limit.

For the fixed clasgpc_clparms contains arfcparms structurefcparms holds
scheduler parameters specific to the fixed class:

typedef struct fcparms {

short  fc_uprilim;/* user priority limit */

short fc_upri;  /* user priority */

long fc_timeleft/* time-left for this lwp */

short fc_cpupri; /* assigned cpu priority */

short fc_umdpri; /* computed user mode priority */
} fcparms _t;

fc_uprilimit is the user priority limit, the maximum user priority a process or LWP
may set for itself without being a privileged usfer.upri  is the user priority, the
user-controlled component of a fixed-class priority. These values are described in the pre-
ceding paragraphdc_timeleft is the remaining amount of the time quantum.
fc_cpupri s the system-controlled component of the fixed-class prideitymdpri

is the computed priority that is based on the value_afpri  andfc_cpupri

ThePC_GETPARME&ommand gets the scheduler class and parameters of a single process
or LWP. The return value of thgriocntl(2) call is the process ID of the process or
LWP whose parameters are returned ingbjgarms structure. The process or LWP that

is chosen depends on thitypeandid arguments tgriocntl and on the value of
pcparms.pc_cid,  which contains a class ID returned B¢ GETCIDor the constant
PC_CLNULL . Table 5-3 shows the type of information tha&®@@_GETPARMSfriocntl

call returns in various circumstances.
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Table 5-3. Information Returned by PC_GETPARMS

Number of Processes

Selected byidtypeand pc_cid
id
FP Class ID TS Class ID FC Class ID PC_CLNULL
1 FP parameters of TS parameters of FC parameters of Class and parame-

More than 1

process or LWP  process or LWP  process or LWP  ters of process or
selected selected selected LWP selected

FP parameters of TS parameters of FC parameters of

highest-priority FP process or LWP  process or LWP

process or LWP  with highest user with highest user
priority priority

(error)

If idtypeandid select a single process or LWP g cid does not conflict with the
class of that process or L\M#tiocntl returns the scheduler parameters of the process
or LWP If they select more than one process or LWP of a single schedulerprlass,

cntl returns parameters using class-specific criteria as shown in Tabfaibehtl

returns an error in the following cases:

* Theidtypeandid arguments select one or more processes or LWPs, and
none is in the class specified py_cid.

* The idtype andid arguments select more than one process or LWP, and
pc_cid iSPC_CLNULL.

* Theidtypeandid arguments select no processes or LWPs

The program shown in Screen 5-6 takes a process ID as its input and prints the scheduler
class and class-specific parameters of the highest priority LWP within that process.

The PC_SETPARMSommand sets the scheduler class and parameters of a set of pro-
cesses or LWRS heidtypeandid input arguments specify the processes or LWPs to be
changed. The@cparms structure contains the new parametpcs:cid contains the ID

of the scheduler class to which the processes or LWPs are to be assigned, as returned by
PC_GETCID pc_clparms contains the class-specific parameters:

e If pc_cid is the fixed-priority class IDpc_clparms contains an
fpparms structure in whiclfp_pri  contains the fixed priority and
fp_tgsecs  plusfp_tgnsecs contains the time slice to be assigned to
the processes or LWPs

e If pc_cid is the time-sharing class IDpc_clparms contains a
tsparms structure in whichs_uprilim contains the user priority limit
andts_upri  contains the user priority to be assigned to the processes or
LWPs.
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(. )

* Get scheduler class and parameters of
* process whose pid is input argument.
*/

main (argc, argv)
int argc;
char *argv[];

pcparms_t pcparms;
fpparms_t *fpparmsp;
tsparms_t *tsparmsp;

id_t pid, fpID, tsID;

id_t schedinfo();

short priority, tsmaxpri, fpmaxpri;
ulong secs;

long nsecs;

pcparms.pc_cid = PC_CLNULL;
fpparmsp = (fpparms_t *) pcparms.pc_clparms;
tsparmsp = (tsparms_t *) pcparms.pc_clparms;
if ((pid = atoi(argv[1])) <= 0) {

perror (“bad pid”);

exit (1);
}

/* get scheduler properties for this pid */
if (priocntl(P_PID, pid, PC_GETPARMS, &pcparms) == -1) {
perror (‘GETPARMS failed”);
exit (2);
}

/* get class IDs and maximum priorities for TS and FP */
if ((tsID = schedinfo (“TS”, &tsmaxpri)) == -1) {
perror (“schedinfo failed for TS");
exit (3);

}

if (fpID = schedinfo (“FP”, &fpmaxpri)) == -1) {
perror (“schedinfo failed for FP”);
exit (4);

}

/* print results */

if (pcparms.pc_cid == fpID) {
priority = fpparmsp->fp_pri;
secs = fpparmsp->fp_tgsecs;
nsecs = fpparmsp->fp_tgnsecs;
(void) printf (“process %d: FP priority %d\n”,
pid, priority);
(void) printf (“time slice %ld secs, %ld nsecs\n”,
Secs, nsecs);
} else if (pcparms.pc_cid == tsID) {
priority = tsparmsp->ts_upri;
(void) printf (“process %d: TS priority %d\n”,
pid, priority);
}else {
printf (“Unknown scheduler class %d\n”,
pcparms.pc_cid);
exit (5);

return (0);
\ Y,

Screen 5-6. Obtaining a Process’s Scheduler Class and Parameters

e If pc_cid is the fixed class IDpc_clparms contains arfcparms
structure in whichfc_uprilim contains the user priority limit;
fc_upri  contains the user priority to be assigned to the processes or
LWPs;fc_timeleft contains the time quantum left (cannot be altered);
fc_cpupri  contains the system-controlled component of the fixed-class
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priority; andfc_umdpri  contains the computed priority that is based on
the value ofc_upri  andfc_cpupri

The program shown in Screen 5-7 takes a process ID as input, makes the process or LWP a
fixed-priority process or LWP with the highest valid priority minus 1, and gives it the
default time slice for that priority. The program calls sisbedinfo  function shown in

Screen 5-3 to get the fixed-priority class ID and maximum priority.

a N

* Input arg is proc ID. Make process or LWP a fixed priority
* process or LWP with highest priority minus 1.
*

main (argc, argv)
int argc;
char *argv([l;

pcparms_t pcparms;
fpparms_t *fpparmsp;

id_t pid, fpID;
id_t schedinfo();
short maxrtpri;
short maxfppri;

if ((pid = atoi(argv[1])) <= 0) {
perror (“bad pid”);
exit (1);

}

/* Get highest valid FP priority. */
if (fpID = schedinfo (“FP”, &maxfppri)) == -1) {
perror (“schedinfo failed for FP");
exit (2);
}

/* Change proc to FP, highest prio - 1, default time slice */
pcparms.pc_cid = fpID;
fpparmsp = (struct fpparms *) pcparms.pc_clparms;
fpparmsp->fp_pri = maxfppri - 1;
fpparmsp->fp_tgnsecs = FP_TQDEF;

if (priocntl(P_PID, pid, PC_SETPARMS, &pcparms) == -1) {
perror (“PC_SETPARMS failed”);
exit (3);

}

\_ J

Screen 5-7. Changing a Process’s Scheduler Class and Priority

The following table lists the special valUpstqnsecs can take wheRPC_SETPARMS
is used on fixed-priority processes and L\WWRfien any of these is usdp, tqsecs is
ignored. These values are defined in the headerdifs/fppriocntl.h>

fp_tgnsecs Time Slice
FP_TQINF Infinite
FP_TQDEF Default

FP_NOCHANGE Unchanged

FP_TQINF specifies an infinite time slic&P_TQDEFspecifies the default time slice
configured for the fixed priority being set with tSETPARMSall. FP_NOCHANG&pec-
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ifies no change from the current time slice; this value is useful, for example, when you
change process or LWP priority but do not want to change the time slice. (You can also use
FP_NOCHANGIA thefp_pri  field to change a time slice without changing the priority.)

The PC_GETTQ and PC_SETTQ Commands

5-28

The PC_GETTQ@ommand gets the time quantum associated with a single LWP that has
been assigned to the fixed-priority, time-sharing, or fixed scheduler class. The LWP that is
selected depends on the values ofidhgeandid arguments. Ifdtypeandid specify more

than one LWPpriocntl returns the time quantum using the following class-specific cri-
teria:

Fixed-priority class guantum of the fixed-priority LWP with the highest priority

Time-sharing class guantum of the time-sharing LWP with the highest user pri-

ority

Fixed class guantum of the fixed-class LWP with the highest user prior-
ity

The priocntl PC_GETTQall returns a positive integer value that represents the quan-
tum in 60 Hz clock ticks oa negative integer value that indicates an infinite quantum.

The PC_SETTQcommand sets the time quantum associated with processes or LWPs that
have been assigned to the fixed-priority or the time-sharing scheduler clagitypaand

id input arguments specify the processes or LWPs for which the quantum is to be set. The
arg argument specifies a positive integer value that represents the desired quantum in 60
Hz clock ticks_orone of the symbolic constants that has been defined for the scheduler
class as presented in Table 5-4.

Table 5-4. Symbolic Constants for Specifying Quantum

Quantum Class-Specific Constants
Time-Sharing Fixed-Priority
Infinite TS_TQINF FP_TQINF
Default TS_TQDEF FP_TQDEF
Unchanged TS _NOCHANGE FP_NOCHANGE
The constants for the time-sharing class are defined in thesfigtspriocntl.h >;
the constants for the fixed-priority class are defined in the &lesAppriocntl.h >,

It is important to note that to change the time quantum for processes or LWPs assigned to
the fixed-priorityclass, the following conditions must be met:

* The calling process must have tReRTIME privilege

* The effective user ID of the calling process must match the effective user
ID of the target process (the process for which the scheduling policy and
priority are being set), or the calling process must have tVNERriv-
ilege.



Process Scheduling and Manageinen

If the Enhanced Security Utilities are installed and running, the following additional con-
ditions must be met:

The Mandatory Access Control (MAC) level of the calling process must equal the
MAC level of the target process, or the calling process must ha®e MACWRITE
privilege.

The priocntllist System Call

#include <sys/types.h>
#include <sys/procset.h>
#include <sys/priocntl.h>
#include <sys/fppriocntl.h>
#include <sys/tspriocntl.h>

long priocntllist (lwpid_t*  lwpidp,int  idcntint  cmdvoid*  arg);

Thepriocntllist system call provides the programming interface to scheduler classes
and class-specific parameters for an arbitrary list of LWPs within the calling process.
priocntllist has the same functions as phecntl system call but offers a more
general way of specifying the set of LWPs whose scheduling properties are to be changed.
The input argumenrivpidp points to an array in user memory of LWP IDs that identify the
LWPs to which the system call applies, adcht is the number of elements in the array.
cmdspecifies the function to be performed, angis a pointer to a structure whose type
depends oemd

The priocntlset System Call

#include <sys/types.h>
#include <sys/signal.h>
#include <sys/procset.h>
#include <sys/priocntl.h>
#include <sys/fppriocntl.h>
#include <sys/tspriocntl.h>

long priocntlset (procset_t * psp int cmd void *  arg);

The priocntlset system call changes scheduler parameters of a set of processes or
LWPs, just agriocntl(2) does.priocntlset has the same command set as
priocntl  ; thecmdandarg input arguments are the same. But wpiiecntl applies

to a set of processes or LWPs specified by a sidgtpe/idpair, priocntlset applies

to a set of processes or LWPs that results from a logical combination itype/idpairs.

The input argumenpsppoints to gorocset  structure that specifies the twdtype/id

pairs and the logical operation to perform. This structure is defingwdaset.h
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typedef struct procset {
idop_t p_op; [* operator connecting */
[* left and right sets */
[* left set: */
idtype_t p_lidtype; /*left ID type */
id_t p_lid; [*left ID */

[* right set: */
idtype_t p_ridtype; /*right ID type */
id t p_rid; [*right ID */
} procset _t;

p_lidtype andp_lid specify the ID type and ID of on&eft set ) set of processes

or LWPs p_ridtype  andp_rid specify the ID type and ID of a secomifit set )

set of processes or LWRs op specifies the operation to perform on the two sets of pro-
cesses or LWPs to get the set of processes or LWPs to operate on. The valid values for
p_op and the processes or LWPs they specify are:

POP_DIFF set difference—processes or LWPs in left set and not in right set
POP_AND set intersection—processes or LWPs in both left and right sets
POP_OR  set union—processes or LWPs in either left or right sets or both
POP_XOR set exclusive-or—processes or LWPs in left or right set but not in both

The following macro, also defined procset.h , offers a convenient way to initialize a
procset  structure:

#define setprocset(psp, op, ltype, lid, rtype, rid) \
((psp)->p_op = (0op), \
(psp)->p_lidtype = (ltype), \
(psp)->p_lid = (lid), \
(psp)->p_ridtype = (rtype), \
(psp)->p_rid = (rid))

Here is a situation whemiocntlset can be useful: an application has both fixed-pri-
ority and time-sharing processes that run under a single user ID. If the application wants to
change the priority of only its fixed-priority processes without changing the time-sharing
processes to fixed-priority processes, it can do so as shown in Screen 5-8 (This example
uses the functioachedinfo,  which is defined in Screen 5-3.)

priocntl offers a simple scheduler interface that is adequate for many applications;
applications that need a more powerful way to specify sets of processes or LWPs can use
priocntlset.

5-30



Process Scheduling and Manageinen

4

*

int argc;

}

}

\_

* Change fixed priorities of this uid
* to highest fixed priority minus 1.

main (argc, argv)

char *argv([];

procset_t procset;
pcparms_t pcparms;
struct fpparms *fpparmsp;
id_t fpclassID;

id_t schedinfo();
short maxfppri;

/* left set: select processes with same uid as this process */
procset.p_lidtype = P_UID;
procset.p_lid = getuid();

/* get info on fixed priority class */
if ((fpclassID = schedinfo (“FP”, &maxfppri)) == -1) {
perror (“schedinfo failed”);
exit (1);

/* right set: select fixed priority processes */
procset.p_ridtype = P_CID;
procset.p_rid = fpclassID;

/* select only my FP processes */
procset.p_op = POP_AND;

/* specify new scheduler parameters */

pcparms.pc_cid = fpclassID;

fpparmsp = (struct fpparms *) pcparms.pc_clparms;
fpparmsp->fp_pri = maxfppri - 1;

fpparmsp->fp_tgnsecs = FP_NOCHANGE;

if (priocntlset (&procset, PC_SETPARMS, &pcparms) == -1) {
perror (“priocntlset failed”);
exit (2);

~

Screen 5-8. Changing the Scheduler Class for Selected Processes

Scheduler Commands

The sections that follow explain the procedures for using the following commands for
scheduling purposes:

priocntl

run

Displays or sets the scheduler parameters of processes or LWPs

This command provides easy access to the major services provided by
thepriocntl(2) system call.

Executes a program in the specified environment
Options allow you to specify a POSIX scheduling policy and priority.

You can also specify the time quantum for a program scheduled under
the SCHED_RR policy.

5-31



PowerMAX OS Programming Guide

rerun Alters the execution environment of a running process or LWP

Options allow you to specify a POSIX scheduling policy and priority.
You can also specify the time quantum for a process or LWP scheduled
under thescHED_RR policy.

setrun(l) Combines the functions of several system functions into one interface
that:

- Lets the application define the scheduling environment in which a
specified command executes

- Can either bind or exclusively bind a process to a processor

- Can interpret the run-time environment and the command to execute
from either a file or the command line.

In addition to these commands, you can also uspstheel command to obtain global
priorities for all active processes and LWPs.

The priocntl Command

The priocntl(1) command sets or retrieves scheduler parameters for processes and
LWPs. It reports the class-specific priorities that users and programmers use.

The steps used to set priorities wgghocntl(1) are similar to those used for the
priocntl(2) , priocntllist(2) , andpriocntlset(2) system calls (see p.

5-16 for a list of these steps). The way in which you specify the target processes and LWPs
by using an ID type and ID is also similar (see p. 5-16 for an explanation of ID types and
IDs and a list of the valid ID types that you can specify).

The priocntl command comes in four forms:

priocntl -I display configuration information

priocntl -d display the scheduler parameters of processes and LWPs
priocntl -s set the scheduler parameters of processes and LWPs
priocntl -e execute a command with the specified scheduler parameters

Screen 5-9 shows the output of the option for the default configuration.
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@)riocntl -l \

CONFIGURED CLASSES

SYS (System Class)

AD (ADA Class)
Maximum Configured AD Priority: 160

TS (Time Sharing)
Configured TS User Priority Range: -20 through 20

FP (Fixed Priority)
Maximum Configured FP Priority: 59

FC (Fixed Class)
\ Configured FC User Priority Range: -20 through 20 /

Screen 5-9. Output from the priocntl -l Command

Note

PowerMAX OS reserves the AD scheduling class for the internal
use of the ADA runtime environment; applications should not use
it.

The-d option displays the scheduler parameters of a process or LWP or a set of pro-
cesses or LWPdhe syntax for this option is

priocntl -d -i idtype idlist

Theidtypeargument tells what kind of IDs areidiist. idlist is a list of IDs separated by
white space. Table 5-5 shows the valid valuesdiypeand their corresponding ID types
in idlist:

Table 5-5. Idtype and idlist Values

idtype idlist

Iwpid LWP IDs

pid Process IDs

ppid Parent process IDs

pgid Process group IDs

sid Session IDs

class Class namesT(S, FC, or FP)
uid Effective user IDs

gid Effective group IDs

all All processes and LWPs
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Screen 5-10 shows some examples oftheoption ofpriocntl

4 N

$ # display info on all processes and LWPs
$ priocntl -d -i all

$ # display info on all time-sharing processes and LWPs:
$ priocntl -d -i class TS

$# di§play info on all processes and LWPs with user ID 103 or 6626
$ priocntl -d -i uid 103 6626

_ y

Screen 5-10. Output from the priocntl -d Command

The-s option sets scheduler parameters for a process or LWP or a set of processes or
LWPs The syntax for this option is

priocntl -s -c class class_option(s)i  idtype idlist
Theidtypeandidlist arguments are the same as for-the option described previously.

The value otlassis TS for time-sharingFC for fixed class, oFP for fixed priority. You
must have th®_RTIME privilege to change a process’s or LWP’s class to fixed priority.
You must have th®_TSHARprivilege to raise a time-sharing or fixed-class user priority
limit. Class options are class-specific as shown in Table 5-6:

Table 5-6. Class Specific Options for priocntl

class -c class  options Meaning
fixed priority FP -p pri Priority

-t tslc Time slice

-r res Resolution
time-sharing TS -p upri User priority

-m uprilim User priority limit
fixed class FC -p upri User priority

-m uprilim User priority limit

For a fixed-priority process or LWP, you may assign a priority and a time slice.

* The priority is a number fror@ to the fixed-priority maximum as reported
by priocntl -I;  the default maximum is 59.
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* To specify the time slice, you use tte tslc option to specify a number of
clock intervals; in addition, you have the option of using-thees option
to specify the resolution of the interval. Resolution is specified in intervals
per second. The time slice, thereforesls/resseconds. To specify a time
slice of one-tenth of a second, for example, you would spedéfg af 1
and aresof 10. If you specify a time slice without specifying a resolution,
millisecond resolution (eesof 1000) is assumed.

If you change a time-sharing or fixed-class process or LWP into a fixed-priority process or
LWP, it gets a default priority and time slice if you do not specify one. If you want to
change only the priority of a fixed-priority process or LWP and leave its time slice
unchanged, omit the option. If you want to change only the time slice of a fixed-prior-
ity process or LWP and leave its priority unchanged, omitgheption.

For a time-sharing or fixed-class process or LWP, you may assign a user priority and a user
priority limit. The user priority is the user-controlled component of a time-sharing or
fixed-class priority. The user priority limit is the maximum user priority a process or LWP
may set for itself without being a privileged user. These values are described in detail in
the section that explains use of ghrecntl(2) system call (p. 5-17).

Both the user priority and the user priority limit must be within the user priority range
reported by theriocntl -l command; this range is also reported by the PC_GETCID
and PC_GETCLINFO commands to tmeocntl(2) system call.

There is no limit for the number of times a process or LWP may lower and raise its user
priority, as long as the value is below its user priority limit. As a courtesy to other users,
lower your user priority for big chunks of low-priority work. However, remember that if
you lower your user priority limit, you must have eTSHARprivilege to raise it. A typ-

ical use of the user priority limit is to reduce permanently the priority of child processes or
LWPs or another set of low-priority processes or LWPs

The user priority can never be greater than the user priority limit. If you set the user prior-
ity limit below the user priority, the user priority is lowered to the new user priority limit.

If you attempt to set the user priority above the user priority limit, the user priority is set to
the user priority limit.

Screen 5-11 shows examples of theoption ofpriocntl

a4 N

# # make process with ID 24668 a fixed priority process with default
parameters:
# priocntl -s -c FP -i pid 24668

# # make 3608 FP with priority 55 and a one-fifth second time slice:
# priocntl -s -c FP -p 55 -t 1 -r 5 -i pid 3608

# # change all processes or LWPs into time-sharing processes or LWPs:
# priocntl -s -c TS -i all

# # for uid 1122, reduce TS user priority and user priority limit to -10:
# priocntl -s -c TS -p -10 -m -10 -i uid 1122

N /

Screen 5-11. Output from the priocntl -s Command
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The-e option sets scheduler parameters for a specified command and executes the com-
mand. The syntax for this option is

priocntl -e-c class class_option(s) commancommand argumerjts

The class and class options are the same as fostloption described previously.
Screen 5-12 shows examples of theoption ofpriocntl

# # start a fixed priority shell with default fixed priority:
# priocntl -e -c FP /bin/sh

# # run make with a time-sharing user priority of -10:
# priocntl -e -c TS -p -10 make bigprog

Screen 5-12. Output from the priocntl -e Command

The priocntl command includes the function mwite , which continues to work as in
previous releasesice works only on time-sharing processes and LWPs and uses higher
numbers to assign lower priorities. The example shown in Screen 5-12 is equivalent to
usingnice to set an increment of 10:

nice -10 make bigprog

The run and rerun Commands

Therun(1) command allows you to run a program under a specified POSIX scheduling
policy and at a specified priority (see p.5-5 for a complete explanation of POSIX schedul-
ing policies). It also allows you to set the time quantum for a program scheduled under the
SCHED_RR policy. Thererun(1) command allows you to change the scheduling policy
and priority of one or more running processes or LWPs. It also allows you to change the
time quantum for a process or LWP scheduled undesdheb_RRrpolicy.

To set a program’s scheduling policy and priority, invokerthe command from the
shell, and specify thes scheduling_policyand—P priority options. The value of
scheduling_policynust be one of the keywords presented in the following table:

Table 5-7. Acceptable Keywords for the -s Option

Scheduling Policy Keywords
First-in-first-out (FIFO) policy - SCHED_FIFO
- fifo
Round-robin (RR) policy - SCHED_RR
-rr
Time-sharing policy - SCHED_OTHER
- other
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The value ofpriority is (1) an integer that lies within the range of scheduling priorities
defined for the scheduler class associated with the specified scheduling policy or (2) the
keywordmax. You can obtain the allowable range of priorities by invokingtine com-

mand from the shell and not specifying any options or arguments or by invoking the
sched_get priority_min(3C) andsched_get_priority_max(3C) library
routines (see p. 5-14 for explanations of these routines). The keymaxrdpecifies the
highest (most favorable) priority defined for the scheduler class associated with the sched-
uling policy.

If you specify thes scheduling_policyption without also specifying thé® priority
option, the program’s priority is set to zero, which is the default initial user priority.

To set the time quantum for a program being scheduled undsc#®®_RR scheduling

policy, also specify theq quantumoption. Thequantumspecifies the time that an LWP

may use the CPU before the scheduler preempts it to allow another LWP of the same pri-
ority to use the CPU. The time is specified in clock ticks, where each clock ticikzi®fl/

a secondHz is a constant that is defined isys/param.h  >).

It is important to note that to (1) change a process’s scheduling policy4cHEB_FIFO

or theSCHED_RR policy, (2) change the priority of a process scheduled under the
SCHED_FIFO or thesCHED_RR policy, or (3) change the time quantum for a process sched-
uled under thescHED_RR policy, the following conditions must be met:

* The calling process must have eRTIME privilege.

* The effective user ID of the calling process must match the effective user
ID of the target process (the process for which the scheduling policy and
priority are being set), or the calling process must have tAVNERriv-
ilege.

If the Enhanced Security Utilities are installed and running, the following additional con-
ditions must be met:

The Mandatory Access Control (MAC) level of the calling process must equal the
MAC level of the target process, or the calling process must have MACWRITE
privilege.

To raise the priority of a process scheduled undesstheeD_OTHER policy above a
per-process or LWP limit, the following conditions must be met:

* The calling process must have heTSHARprivilege.

* The effective user ID of the calling process must match the effective user
ID of the target process (the process for which the scheduling priority is
being set), or the calling process must havePth@WNERrivilege.

If the Enhanced Security Utilities are installed and running, the following additional con-
ditions must be met:

The Mandatory Access Control (MAC) level of the calling process must equal the
MAC level of the target process, or the calling process must hav®e MACWRITE
privilege.

To change the scheduling policy and priority of one or more running processes or LWPs,
invoke thererun command from the shell, and specify tescheduling_policand—P
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priority options. The value afcheduling_policynust be one of the keywords presented in
Table 5-7.

Note that the specified priority of the process(es) or LWP(s) for which the scheduling pol-
icy is being changed must lie within the range of priorities defined for the scheduler class
associated witlscheduling_policylf it does not, an error message will be displayed; the
process’s scheduling policy and priority will not be changed.

Note that when you change a process’s scheduling policy, you also change its time
guantum to the default time quantum that is defined for the scheduler class associated with
the new policy and the priority. To change the time quantum for a running process or LWP

scheduled under theeHED_RR scheduling policy, specify thg quantumoption.

The privileges required for changing a running process’s scheduling policy, priority, and
guantum are the same as those presented previously for usewf themmand.

For additional information on use of then(1) andrerun(l) commands for schedul-
ing purposes, refer to the corresponding system manual pages.

The setrun(1) command
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You can use the System V scheduling classes without embedding the routines in your
application by usingetrun(1) .setrun(l) is a system command that sets the sched-
uling and execution environment for a procestrun(1)  combines the functions of
several system functions into one interface that:

¢ |ets the application define the scheduling environment in which a specified
command executes

¢ Can either bind or exclusively bind a process to a particular processor

¢ Can interpret the run-time environment and the command to execute from
either a file or the command line.

¢ Can lock the application in memory.
See thesetrun(1l)  man page for more information..
The syntax is:
setrun -e [ -c clas§[ class-specific optiof§ commanyl[ argument
setrun - f [ filenam@[ commanyl[ argument
setrun -d [ -i [ idtypd]
where:

-e Indicates that the specifiemmmandand its arguments) shall execute in the
environment specified.

-f Specifies that the fililenamecontains the execution environment. The com-
mand to be executed can be specified either on the command line or in the file.
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-d Displays information about the specified processes. This information is also
available throughps(1l) , pbind(1M) , pexbind(1M) , and
psrinfo(1M)

The-c option specifies the System V scheduling class:

TS time-sharing
FC fixed class
FP fixed priority

Each class has class-specific options. Sesdtvan(l)  man page for information.

The-i option specifies the type of process {ieoption reports on:
pid process

Iwp lightweight process

The following lines in a file instrucsetrun(1) to run the program
/user/tests/test as a fixed priority process with a priority of 56 on processor 2:

prog = /user/tests/test

class = FP
priority = 56
bind = 2

Additional keywords arerilim , quantum , andxbind .

The following command reads in all arguments frillenameand runs the command
listed in the file:

setrun -f filename

The following command executesmmandwith argumentgargumentsas a time-sharing
command with a priority of -8 and a priority limit of O:

setrun -e-cTS-mO-p-8 command arguments

Thesetrun(1l)  man page describes all of the options listed in this example.

5-39



PowerMAX OS Programming Guide

Scheduler Interaction with Other Functions

Kernel Processes

fork, exec

nice

init
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This section describes scheduler interaction with kernel processes and such functions as
fork andexec, nice , andinit

The kernel assigns its daemon and housekeeping processes to the system scheduler class.
Users may not add processes or LWPs to this class, remove processes or LWPs from this
class, or change the priorities of these processes or LWPs. The copsnrahd lists the
scheduler class of all processes or LWPs. Processes in the system class are identified by a
SYSentry in theCLS column.

If the workload on a machine contains fixed-priority processes or LWPs that use too much
CPU time, they can lock out system processes; doing so can lead to trouble if these
fixed-priority processes depend on the services of a system daemon running on the same
processor.

Scheduler class, priority, and other scheduler parameters are inherited across the
fork(2), _lwp_create(2) , andexec(2) system calls.

Thenice(1l) command and theice(2) system call work as in previous versions of
the UNIX operating system. They allow you to change the priority of only a time-sharing
process or LWPYou still use lower numeric values to assign higher time-sharing priorities
with these functions.

To change the scheduler class of a process or LWP or to specify a fixed priority, you must
use one of th@riocntl functions or the POSIX scheduling functions. Use higher
numeric values to assign higher priorities with these functions.

Theinit  process (process ID 1) may be assigned to any class configured in the system.
However,init  should be assigned to the time-sharing class unless there are compelling
reasons to do otherwise. You can assigniritie process to another class by using the
config(1M) utility to change the value of the system tunable paranéfECLASS .

Refer to the corresponding system manual page and the “Configuring and Building the
Kernel” chapter oSystem Administration Volume&@ an explanation of the procedures

for doing so.
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Scheduler Performance

Because the scheduler determines when and for how long LWPs run, it has an overriding
importance in the performance and perceived performance of a system.

By default, all processes and LWPs are time-sharing processes or LWPs. A process or
LWP changes class only as a result of one ofptficntl functions or the POSIX
scheduling functions.

In the default configuration, all fixed-priority process priorities are above any time-sharing
process priority. This implies that as long as any fixed-priority process or LWP is runna-
ble, no time-sharing process or LWP or system process ever runs. So if a fixed-priority
application is not written carefully, it can completely lock out users and essential kernel
housekeeping.

Besides controlling process and LWP class and priorities, a fixed-priority application must
also control several other factors that influence its performance. The most important fac-
tors in performance are CPU power, amount of primary memory, and I/O throughput.
These factors interact in complex ways. For more information, see the chapter on perfor-
mance management in tlystem Administration Volumen2anual. In particular, the
sar(1) command has options for reporting on all the factors discussed in this section.

LWP State Transition
Applications that have strict fixed-priority constraints may need to prevent processes and

LWPs from being swapped or paged out to secondary memory. Figure 5-3 presents a sim-
plified overview of UNIX system LWP states and the transitions between states:
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Figure 5-3. LWP State Transition Diagram

An active LWP is normally in one of the five states in the diagram. The arrows show how
it changes states.

* An LWP is running if it is assigned to a CPU. An LWP is preempted—that
is, removed from the running state—by the scheduler if an LWP with a
higher priority becomes runnable. An LWP is also preempted if it con-
sumes its entire time slice and an LWP of equal priority is runnable.

* An LWP is runnable in memory if it is in primary memory and ready to run
but is not assigned to a CPU.

* An LWP is sleeping in memory if it is in primary memory but is waiting for
a specific event before it can continue execution; for example, an LWP is
sleeping if it is waiting for an 1/O operation to complete, for a locked
resource to be unlocked, or for a timer to expire. When the event occurs,
the process is sent a wakeup; if the reason for its sleep is gone, the LWP
becomes runnable.

* An LWP is runnable and swapped if it is not waiting for a specific event but
has had its whole address space written to secondary memory to make
room in primary memory for other LWPs
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* An LWP is sleeping and swapped if it is both waiting for a specific event
and has had its whole address space written to secondary memory to make
room in primary memory for other processes or LWPs

If a machine does not have enough primary memory to hold all its active processes and
LWPs it must page or swap some address space to secondary memory:

* When the system is short of primary memory, it writes individual pages of
some processes and LWPs to secondary memory but leaves those processes
and LWPs runnable. When an LWP runs, if it accesses those pages, it must
sleep while the pages are read back into primary memory.

* When the system gets into a more serious shortage of primary memory, it
writes all the pages of some processes and LWPs to secondary memory and
marks those processes and LWPs as swapped. Such processes and LWPs
get back into a schedulable state only by being chosen by the system sched-
uler daemon process, then read back into memory.

Both paging and swapping, and especially swapping, introduce delay when a process or
LWP is ready to run again. For processes and LWPs that have strict timing requirements,
this delay can be unacceptable. To avoid swapping delays, fixed-priority processes and
LWPs are never swapped, though parts of them may be paged. An application can prevent
paging and swapping by locking its text and data into primary memory. For more informa-
tion see thememcntl(2)  system manual page. Of course, how much can be locked is
limited by how much memory is configured. Also, locking too much can cause intolerable
delays to processes and LWPs that do not have their text and data locked into memory.
Trade offs between performance of fixed-priority processes and LWPs and performance of
other processes and LWPs depend on local needs. On some systems, process locking may
be required to guarantee the necessary fixed-priority response.
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Memory Management

Overview of Primary Memory

This section provides an overview of primary memory from the hardware and software
perspectives. Primary memory on Model 6800 systems consists of different types of mem-
ory pools that vary in their proximity to the system’s processors. Because some memory
pools are closer to some processors than others, the system architecture has non-uniform
primary memory access times. Such architectures are called NUMA architectures. This
section shows how you can influence the operating system’s page placement decisions by
selecting policies that govern the type of memory in which different portions of a pro-
cess’s address space may be located. It describes some of the performance benefits associ-
ated with the use of local memory.

Hardware Features

Primary memory includeglobal memoryandlocal memory Global memory is a pool of
memory that is physically located on a memory board. The global memory pool is shared
by all of the processors in the system. Each processor has access to global memory via the
system bus. Local memory is a pool of memory that is located on a processor board. A
local memory pool is shared by all of the processors that reside on that board. Each pro-
cessor has a data path to its local memory pool that does not require use of the system bus
and does not incur any system bus arbitration delay. Data from global or local memory
can be stored in the processor’s data or instruction cache. Figure 6-1 shows the organiza-
tion of primary memory.
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Figure 6-1. Logical Organization of Primary Memory

Local memory is an architectural feature that is designed to improve the performance of
multiprocessor systems. The primary advantages of local memory include the following:

1. Reduced system bus traffic and contention

Multiprocessor systems can easily utilize the entire bandwidth of the sys-
tem bus, leading to a saturation condition. When this occurs, the memory
requests of CPUs and I/O controllers must be queued and wait until the bus
is free. Because local memory accesses do not use the system bus, overall
bus traffic and contention are reduced. This contention has been one of the
factors that has traditionally limited the number of processors that can be
effectively utilized in a tightly coupled multiprocessing system.

2. Faster memory access times when a cache miss occurs

Faster memory access times are due in part to the absence of the need to
access the system bus, but they can also be due to different memory chip
technology being used for local memory.

3. More predictable memory access times

That memory access times are more predictable is an outgrowth of the lack
of system bus contention on local memory accesses.
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A processor can access the local memory on another processor board. Such accesses,
which are calledoreign or remotememory accesses, are slow. Whereas data from global

or local memory can be stored in the processor’s data cache, data from remote memory
cannot. Hence, remote memory accesses always bypass the caches and contend for the
system bus. Executing out of remote memory locations should be avoided. In addition, use
of atomic synchronizing instructionsvarx or stwcx. , for example) on remote mem-

ory locations should be avoided because the indivisibility of their read-modify-write cycle

is not guaranteed (for information twarx andstwcx. , refer to thePowerPC Micro-
processor Family: the Programming EnvironménEor these reasons, the kernel restricts

the use of remote memory. (On Series 6000 and Power MAXY®Bystems, use of

atomic synchronizing instructions should also be avoided on cache-inhibited locations.)

Software Features

The operating system provides support for obtaining information about the memory
resources of your system. Then(1) command and thepadvise(3C) library rou-

tine allow you to determine which CPUs on your system have local memory. The
mpstat(l) command provides a graphical display of information about all of the sys-
tem’s memory pools. Theyscx(2) system call allows you to obtain information about

a particular memory pool. THewvstat(1M) command provides a wide range of infor-
mation about your system’s hardware configuration; included is information about each
memory pool. For additional details on the use of these interfaces and the types of infor-
mation they provide, refer to the corresponding system manual pages.

“Memory Pools” describes memory pools from the software perspective, and “NUMA
Policies” explains the NUMA policies that govern placement of portions of a process’s
address space in those pools. “Guidelines for Determining the Appropriate Default
NUMA Policy” provides guidelines for determining the appropriate NUMA policy for dif-
ferent parts of an applications’s address space. “Memory Pools and Process Memory
Locking” explains how process memory locking is handled.

Memory Pools

By default, the operating system itself resides entirely in global memory, leaving all local
memory for use by applications. Kernel text, however, can be replicated in selected local
memory pools by setting the value of the corresponliRgXTLOCAD system tunable
parameter td (n denotes a number ranging frdnto 4, wherel represents the first local
memory pool2 the second, and so on, in order according to processor board slot number).
You can examine and modify the values of system tunable parameters by using the
config(1M) utility. For an explanation of the procedures for using this utility, refer to
the “Configuring and Building the Kernel” chapter ®ystem Administration Volume 2

After changing a tunable parameter, you must rebuild the kernel and then reboot your sys-
tem. Note that when kernel text is replicated in local memory, the original copy of kernel
text remains in global memory.

A local memory pool is shared by all of the processors that reside on the processor board
on which the pool is located. Processes using local memory can easily migrate between
the processors on the same board; however, a process using local memory cannot migrate

1. Power MAXION is a trademark of Concurrent Computer Corporation.
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NUMA Policies

6-4

to another processor board without also migrating its local memory pages (in order to
avoid costly remote memory accesses). Because cross-board migrations are expensive,
they are never initiated by the kernel’'s dynamic load balancer. Therefore, when processes
are using local memory, it is possible for a processor on one board to idle while processors
on other boards are quite busy. For this and other reasons, the operating system allows
applications to control their use of local memory.

When an application begins execution, there is one LWP in the process. If the process is
using local memory, the dynamic load balancer confines the LWP to a single processor
board. When additional LWPs are created by invokimgp_create(2) , they are con-

fined to the same processor board as their creator. Thus, in a process that is using local
memory, the default behavior is for all LWPs to run on the same processor board. You can
override the default by using thévp_migrate(2) system call to migrate a particular
LWP to another processor board. If there are multiple LWPs in the process,
_lwp_migrate  distributes the address space by creating a new virtual-to-physical
address translation table for the LWP to use on the new processor board. Using multiple
translation tables makes it possible for LWPs running on different processor boards to
fetch instructions from their respective local memory pools. A process that is using local
memory and that has multiple LWPs running on different processor boards is aiiled a
tributed process

The operating system manages primary memory as a file cache. To keep the data in this
cache coherent, the operating system enforces the rule that writable pages cannot exist in
more than one memory pool at a time. Read-only pages, however, can be replicated in dif-
ferent memory pools in order to provide the smallest possible access times to the largest
possible number of processes. In order to enforce the cache coherence rule, if a read-only
page later becomes writable, replicas of the page are destroyed until only a single copy
remains, Also, in order to avoid remote memory accesses, if a writable page in a local
memory pool is referenced from a remote processor, the page may migrate to the global
memory pool.

Beyond the cache coherence rule mentioned in the preceding section, there is some flexi-
bility in the outcome of the kernel's page placement decisions. You can influence the ker-
nel’'s page placement decisions by selecting NUMA policies for different portions of a
process’s virtual address space. It is important to note that NUMA policies are attributes of
processes or mappings; they are not attributes of LWPs. All of the LWPs in a process use
the same NUMA policy for a given page. Four policies are available: global, soft-local,
hard-local, and any-pool. They are described as follows:

Global policy Places the process’s pages in global memory

Soft-local policy Places the process’s pages in local memory if possible and global
memory if not

The soft-local policy is available in two forms: floating and
anchored. The ternflbating andanchoredare used to differenti-

ate the times at which the kernel's page-placement decisions are
made. With the floating soft-local policy, the decision is made
when the page is referenced in memory. With the anchored
soft-local policy, the decision is made when a mapping is created.
(see “Virtual Memory, Address Spaces, and Mapping,” p. 6-13).
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These terms are described in further detail following presentation
of the four policies.

Attempts to place the process’s pages in local memory and if the
local memory pool is full, waits for the pages to be available

When the local memory pool is full, the hard-local policy causes a
process to block until the pages become available. When there is
one LWP in the process and the hard-local policy is used for
process-private stack and heap pages, it can guarantee that those
pages will be placed in a local memory pool. However, the operat-
ing system’s enforcement of the cache coherence rule and avoid-
ance of remote memory accesses cannot guarantee that file pages
will be placed in a local memory pool. File pages will het
placed in a local memory pool, for example, if they are writable
and are being accessed from different processor boards. They will
be placed in the global memory pool instead.

Use of the hard-local NUMA policy can cause a local memory
pool to thrash. For this reason, you are advised to select this pol-
icy only when the application mix is well-known and the use of
local memory is strictly controlled.

The hard-local policy is available in two forms: floating and
anchored. The ternflbating andanchoredare used to differenti-

ate the times at which the kernel's page-placement decisions are
made. With the floating hard-local policy, the decision is made
when the page is referenced in memory. With the anchored
hard-local policy, the decision is made when a mapping is created
(see “Virtual Memory, Address Spaces, and Mapping,” p. 6-13).
These terms are described in greater detail following presentation
of the four policies.

Makes it possible for the process’s pages to be placed in any of the
system’s memory pools

This policy is similar to the soft-local NUMA policy in that it pre-
fers to use local rather than global page frames, but it is different
from the other policies in that it considers remote page frames
acceptable as a last resort. With the other policies, a remote page
will migrate to or be replicated in a pool that is more acceptable.
With the any-pool policy, the remote frame will be used directly.

Note that the any-pool NUMA policy is available only through
use of thememcentl(2) andmmap(2) system calls. You are
advised to use it sparingly.

The terms floating and anchored are further differentiated by considering the perspective
from which the page-placement decision is made. With a floating local policy, the perspec-
tive is that of the CPU that is fetching the page. That perspective may be different for dif-
ferent LWPs in the same process because the LWPs may be executing on different proces-
sor boards. A floating local policy is useful for read-only pages (text pages, for example)
in distributed processes because it causes the pages to be replicated. It is also useful for
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other processes because it causes the pages to follow the process when it migrates to
another processor board.

With an anchored local policy, the perspective is that of the CPU that has created the map-
ping. That perspective is the same for all of the LWPs in a process, regardless of where
they are executing. An anchored local policy is useful for writable pages that have a lop-
sided reference pattern (stack pages, for example). It causes the kernel to place the pages
in a particular local memory pool—a pool that is close to the CPUs that generate the
majority of the accesses. The operating system permits remote memory accesses from
other processor boards.

Every process has a set of default NUMA policies for different parts of its address space.
A process inherits its defaults from its parent durirfgrie(2)  system call. Because

init  is the ancestor of all processes, its default NUMA policies are, in effect, sys-
tem-wide defaults. A process can change its default NUMA policies by using the
memdefaults(2)  system call or theun(1) andrerun(l) commands. Procedures

for usingmemdefaults are explained in “Using the memdefaults System Call.” Proce-
dures for usingun andrerun are explained in “Using the run and rerun Commands.”
Default NUMA policies affecting all processes running on a system may be set by the sys-
tem administrator by altering the NUMA policies of thi2  process as set in therun

script in theletc/init.d directory. Note that anchored local policies arepsotitted

as defaults.

A process can select a different default NUMA policy fortétst private data shared
data, andU-block These categories are defined as follows:

Text Refers to pages in privateihap(2) MAP_PRIVATE ) map-
pings that belong to a file in a file system (the traditional
text segment, for example)

Private data Refers to pages in private mappings that do not belong to a
file in a file system (the traditional stack and data segments,
for example)

Note that the first time that a process writes to a page in a
private, writable mapping to a file, the page will move from
the text category to the private data category.

Shared data Refers to shareth{ap(2) MAP_SHARED) mappings other
than System V shared memory segments

U-block Refers to a kernel data structure that is associated with each
LWP; it contains the kernel-mode stack used during system
calls, the register save area used during context switches,
and information about the LWP.

A process’s default NUMA policies can be overridden by use ofrthap(2) and
memcntl(2) system callsMmapallows a process to select any of the previously enu-
merated NUMA policies or no policy at all. If a policy is selected, it applies only to the
mapping established byimap If no policy is selected, the defaults are udéemcentl

allows a process to change the NUMA policy associated with a range of addresses in its
address space. Procedures for usimgapare explained in “Creating and Using Map-
pings.” Information necessary for usingementl is provided in the corresponding sys-

tem manual page.
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The NUMA policies for System V shared memory segments are established when a shared
memory segment is created. System V shared memory segments are created by using the
shmget(2) system call or thehmdefine(1)  orshmconfig(1M) utilities. The glo-

bal NUMA policy is selected for a shared memory segment by default. If one of the local
policies is selected, the local memory pool used for the shared memory segment will be
that which belongs to the CPU of the calling process; the segment will not be available to
processes executing on a different processor board. Procedures for using the OS shared
memory facilities are explained in Chapter 12, “Interprocess Communication.”

Guidelines for Determining the Appropriate Default NUMA Policy

Selection of NUMA policies for different parts of an application’s address space may
require some experimentation. The following analysis may help you to determine the pol-
icies that are appropriate for your application:

Text pages are not writable, so binding text pages to local memory can cause the pages to
be replicated when the same program is run on multiple processor boards. Page replication
is a space versus time trade off that may or may not be beneficial for a given application.
Furthermore, text references are cached in the instruction cache and are not snooped
(which means faster access to memory in the event of a cache miss). So if the hit rate on
the instruction cache is high and the local memory pools are small, it may not be worth-
while to bind text pages to local memory. Writable pages cannot be replicated, so binding
them to local memory can cause some page migration. In general though, placing private
writable pages in local memory gives the best performance improvement.

A program that makes very frequent system calls may benefit from locating the U-block in
local memory; the benefit comes from more predictable and possibly reduced context
switch and system call times. Locating the program’s private data in local memory will
usually also lead to some reduction in system time because arguments to system calls and
buffered I/O transfers must be copied between kernel space and the user program’s data
space.

Processes attempting to attach a shared memory segment that is bound to a local memory
pool should be executing on a processor that has access to that pool. The operating system
discourages a process from attaching to a shared memory segment that is bound to the
local memory of another processor board. If such an attempt is made, the call to
shmat(2) to attach the segment will fail and returnEeACCESerror. If a shared mem-

ory segment is to be used by processes executing on different processor boards, the global
NUMA policy should be selected for that segment.

It is important to note that a process may attach a shared memory segment that is located
in remote memory by invoking ttehmat system call with th&HM_FLMEM bit set in
theshmflgargument. Setting tHteHM_FLMEM bit is not generally recommended. The
reasons are as follows:

¢ All caching of the specified shared memory segment’s pages will be inhib-
ited on the CPU or CPUs that are making the remote memory references.

* Accesses to remote memory are much slower than references to global or
local memory.

¢ Atomic synchronizing instructions are not supported when executed on a
semaphore that resides in remote memory.
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Memory Pools and Process Memory Locking

When an application locks pages in memory using the facilities described in “Memory
Page Locking” and “Address Space Locking,” the operating system attempts to preprocess
all possible faults on those pages in order to guarantee that no faults will occur later when
the application accesses those pages. It is not possible, however, for the operating system
to guarantee that no faults will occur on some types of pages locked in a local memory
pool. If a writable page locked in a local memory pool is referenced from a remote CPU
with a conflicting NUMA policy (that is, one that specifies a different memory pool), the
page will migrate to global memory, and the LWPs accessing the page will fault. Further-
more, if a read-only page locked in a local memory pool later becomes writable, replicas
of the page are destroyed until only a single copy remains; the LWPs accessing those rep-
licas will fault. Note, however, that this problem does not exist for process-private pages,
pages locked in global memory, or shared memory pages.

When a process’s NUMA policy or CPU assignment changes, some of the locked pages in
the process’s address space may need to move to a new memory pool. Before such an
operation begins, it is very difficult to guarantee that all necessary page migrations can be
completed successfully. If a page migration fails, the operation must be aborted. It is also
not possible to guarantee that after the operation has been aborted, the process’s original
state can be restored. Aborting the operation can leave pages that should be locked
unlocked. The OS provides features (for example, user-level interrupts and control over
rescheduling) for real-time applications that require firm guarantees about the properties
of locked pages. To ensure adherence to the guarantees, the following rule is enforced.

A process or LWP migration or a NUMA policy change that
requires locked pages to move between memory pools will fail
(that is, will not be performed) without affecting the locked state
of the pages in the address space.

When developing an application, you are advised to migrate LWPs and set their NUMA
policies before locking their pages. Failures caused by locked pages are identified by set-
tingerrno to EBUSY

Using the memdefaults System Call
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Thememdefaults(2)  system call allows you to control the default NUMA policies of
one or more processes.

Note that to change the default NUMA policies of a process, the real or effective user ID
of the calling process must match the real or effective user ID of the receiving process, or
the calling process must have the P_ OWNER privilege.

The specifications required for making themdefaults call are as follows:

#include <sys/procset.h>
#include <sys/mman.h>

int memdefaults( cmd, idtype, id, arg

int cmd
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idtype_t idtype
id t id;
void * arg;
The arguments are defined as follows:

cmd the operation to be performed

idtype the type of identifier specified by tldargument

Theidtypeandid arguments together specify the process or set of pro-
cesses for which the operation is to be performed. Acceptable values for
theidtypeargument and the corresponding interpretationd afe as
follows:

P_PID process ID
P_PPID parent process ID
P_PGID  process group ID
P_SID session ID
P_CID scheduler class ID
P_UID user ID
P_GID group ID
P_ALL all processes and LWPs
In this case, the value of tieeargument is ignored.

id the identifier for the process or set of processes for which the operation
is to be performed

The value of this argument depends on the valudtyffeas explained
above. You may specify a value mfmyID to be used with the value of
idtypeto specify the calling process’s process ID, parent process ID,
process group ID, session ID, scheduler class ID, user ID, or group ID.

arg a pointer to an argument whose value depends on the vatoalof

Cmdcan be one of the following. The values of arg that are associated with each command
are indicated.

MDF_SETNUMA Sets the default NUMA policies of all of the specified processes to
the values specified kgrg. Argis a pointer to an integer value that
sets one or more of the following bits:

MDF_TEXT_GLOBAL global text
MDF_TEXT_SOFTLOCAL floating soft-local text
MDF_TEXT_HARDLOCAL floating hard-local text
MDF_PRDATA_GLOBAL global private data
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MDF_PRDATA_SOFTLOCAL

MDF_PRDATA_HARDLOCAL

MDF_SHDATA_GLOBAL

MDF_SHDATA_SOFTLOCAL

MDF_SHDATA_HARDLOCAL

MDF_UBLOCK_GLOBAL

MDF_UBLOCK_SOFTLOCAL

MDF_UBLOCK_HARDLOCAL

floating soft-local private data

floating hard-local private data
global shared data

floating soft-local shared data

floating hard-local shared data
global U-blocks

floating soft-local U-blocks

floating hard-local U-blocks

Note that you may specify only omalue from each of the text,
private data, shared data, and U-block categories. If you do not
specify a value for a particular category, the NUMA policy
assigned to that category is not changed.

MDF_GETNUMA Returns the logical sum of the NUMA policies of the specified
process(es) in the location referencedlty

A return value oD indicates that the call tmemdefaults has been successful. A return

value of-1 indicates that an error has occurredano

is set to indicate the error. Refer to

thememdefaults(2)  system manual page for a listing of the types of errors that may

occur.

The following C program segment shows how to usertbmdefaults system call to set
the default NUMA policy for the U-block and private data to hard-local and the default

NUMA policy for text to soft-local.

#include <sys/types.h>
#include <sys/procset.h>
#include <sys/mman.h>
#include <stdio.h>
#include <errno.h>

void
main()
{
int cmd;
idtype_t idtype;
id_tid;
uint_t flags;
cmd = MDF_SETNUMA;

idtype = P_PID;
id = P_MYID;

flags = MDF_PRDATA_HARDLOCAL | MDF_UBLOCK_HARDLOCAL | MDF_TEXT_SOFTLOCAL,

if (memdefaults(cmd,idtype,id,&flags) == -1) {
printf (“memdefaults failed, errno = %d\n”, errno);
exit (1);

}

printf (“default NUMA policies set successfully\n”);
exit (0);
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It is important to note that use ofemdefaults to change NUMA policies may cause

those parts of the program’s address space that are bound to one memory pool to migrate
to a new pool. Migration may be from local to global memory or from global to local
memory. If a page requiring migration to another memory pool is lockeahdefaults

will fail, and errno  will be set toEBUSY If the program is migrated to a CPU on a dif-
ferent processor board through use of theadvise(3C) library routine, the
cpu_bias(2)  system call, or theerun(1) command, the parts of its address space
that are bound to local memory will be migrated to the local memory pool on that board.

For additional information on use of theemdefaults(2)  system call, refer to the cor-
responding system manual page.

Using the run and rerun Commands

Therun(l) command executes a specified command in an environment that is set by a
specified list of options. Such options include processor bias, memory bindings, schedul-
ing policy and priority, and time quantum. Tieeun(1l) command alters the execution
environment of one or more running processes. Aspects of the environment that may be
altered include processor bias, processor assignment, memory bindings, scheduling policy
and priority, and time quantum.

To select the NUMA policies for a command or one or more running processes, invoke the
run orrerun command from the shell, and specify the NUMA option. NUMA speci-

fies one or more keywords that select the NUMA policies for parts of the process’s
address space. Keywords must be separated by commas. The valid keywords are
described as follows:

global Selects the global NUMA policy for all categories

local Selects the floating soft-local NUMA policy for all catego-
ries

hard Selects the floating hard-local NUMA policy for all catego-
ries

text_global Selects the global NUMA policy for text

text_local Selects the floating soft-local NUMA policy for text

text_hard Selects the floating hard-local NUMA policy for text

prdata_global
prdata_local

prdata_hard

shdata_global
shdata_local

shdata_hard

Selects the global NUMA policy for private data
Selects the floating soft-local NUMA policy for private data

Selects the floating hard-local NUMA policy for private
data

Selects the global NUMA policy for shared data
Selects the floating soft-local NUMA policy for shared data

Selects the floating hard-local NUMA policy for shared data
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ublock_global Selects the global NUMA policy for the U-block

ublock_local Selects the floating soft-local NUMA policy for the U-block

ublock_hard Selects the floating hard-local NUMA policy for the
U-block

The following example shows how to invoke tli®@ command to set the NUMA policy
for x_cmds U-block and private data to the floating soft-local NUMA policy:

run -m ublock_local,prdata_local x_cmd

The following example shows how to invoke tieeun command to ruproc_non CPU
4 and set the NUMA policy for the process’s pages to the floating hard-local NUMA pol-

icy:
rerun -b 4 -m hard proc_n

Note that use of theerun command to change NUMA policies or CPU bias may cause
those parts of the program’s address space that are bound to local memory to migrate to a
new memory pool. If the program is migrated to a different processor board, the parts of
the program that are bound to local memory will be migrated to the local memory pool on
that board.

Therun command also allows you to determine the current NUMA policies for the cur-
rent shell. To do so, invoken from the shell without specifying any options. Tie
command provides the current NUMA memory bindings.

For additional information on use of then(1) andrerun(l) commands, refer to the
corresponding system manual pages.

Memory Management Facilities
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The UNIX system provides a complete set of memory management mechanisms, provid-
ing applications complete control over the construction of their address space and permit-
ting a wide variety of operations on both process address spaces and the variety of mem-
ory objects in the system. Process address spaces are composed of a vector of memory
pages, each of which can be independently mapped and manipulated. Typically, the
system presents the user with mappings that simulate the traditional UNIX process mem-
ory environment, but other views of memory are useful as well.

The memory-management facilities:

¢ Unify the system's operations on memory.

* Provide a set of kernel mechanisms powerful and general enough to sup-
port the implementation of fundamental system services without spe-
cial-purpose kernel support.

¢ Maintain consistency with the existing environment, in particular using the
UNIX file system as the name space for named virtual-memory objects.
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Virtual Memory, Address Spaces, and Mapping

The system's virtual memory (VM) consists of all available physical memory resources.
Examples include local and remote file systems, processor primary memory, swap space,
and other random-access devices. Named objects in the virtual memory are referenced
through the UNIX file system. However, not all file system objects are in the virtual mem-
ory; devices such as terminal and network device files that cannot be treated as storage are
not in the virtual memory. Some virtual memory objects, such as private process memory
and System V shared memory segments, do not have names.

A process's address space is defined by mappings onto objects in the system's virtual
memory (usually files). Each mapping is constrained to be sized and aligned with the page
boundaries of the system on which the process is executing. Each page may be mapped (or
not) independently. Only process addresses that are mapped to some system object are
valid, for there is no memory associated with processes themselves—all memory is repre-
sented by objects in the system's virtual memory.

Each object in the virtual memory has an object address space defined by some physical
storage. A reference to an object address accesses the physical storage that implements the
address within the object. The virtual memory's associated physical storage is thus
accessed by transforming process addresses to object addresses, and then to the physical
store.

A given process page may map to only one object although a given object address may be
the subject of many process mappings. An important characteristic of a mapping is that the
object to which the mapping is made is not affected by the mere existence of the mapping.
Thus, it cannot, in general, be expected that an object has an awareness of having been
mapped or of which portions of its address space are accessed by mappings; in particular,
the notion of a page is not a property of the object. Establishing a mapping to an object
simply provides the potential for a process to access or change the object's contents.

The establishment of mappings provides an access method that renders an object directly
addressable by a process. Applications may find it advantageous to access the storage
resources they use directly rather than indirectly thraegld andwrite . Potential
advantages include efficiency (elimination of unnecessary data copying between the ker-
nel and the application) and reduced complexity (single-step updates rather than the
read modifybufferwrite cycle). The ability to access an object and have it retain its iden-
tity over the course of the access is unique to this access method and facilitates the sharing
of common code and data.

Networking, Heterogeneity and Integrity

VM is designed to fit well with the larger UNIX heterogeneous environment. This envi-
ronment makes extensive use of networking to access file systems—file systems that are
now part of the system's virtual memory. Networks are not constrained to consist of simi-
lar hardware or to be based upon a common operating system; in fact, the opposite is
encouraged, for such constraints create serious barriers to accommodating heterogeneity.
While a given set of processes may apply a set of mechanisms to establish and maintain
the properties of various system objects—properties such as page sizes and the ability of
objects to synchronize their own use—a given operating system should not impose such
mechanisms on the rest of the network.
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As it stands, the access method view of a virtual memory maintains the potential for a
given object (say a text file) to be mapped by systems running the UNIX memory manage-
ment system and also to be accessed by systems for which virtual memory and storage
management techniques such as paging are totally foreign, such as PC-DOS. Such sys-
tems can continue to share access to the object, each using and providing its programs
with the access method appropriate to that system. The unacceptable alternative would be
to prohibit access to the object by less capable systems.

Another consideration arises when applications use an object as a communications
channel, or otherwise try to access it simultaneously. In both cases, the object is shared;
thus, applications must use some synchronization mechanism to maintain the integrity of
their actions on it. The scope and nature of the synchronization mechanism is best left to
the application. For example, file access on systems that do not support virtual memory
access methods must be indirect, by wageafl andwrite . Applications sharing files

on such systems must coordinate their access using semaphores, file locking, or some
application-specific protocols. What is required in an environment where mapping
replacesead andwrite as the access method is an operation, sufdyrs , that sup-

ports atomic update operations.

The nature and scope of synchronization over shared objects is application-defined from
the outset. If the system tried to impose automatic semantics for sharing, it might prohibit
other useful forms of mapped access that have nothing to do with communication or
sharing. By providing the mechanism to support integrity and by leaving it to cooperating

applications to apply the mechanism, the needs of applications are met without eliminat-
ing diversity. Note that this design does not prohibit the creation of libraries that provide

abstractions for common application needs. Not all abstractions on which an application
builds need be supplied by the operating system.

Memory Management Interfaces

The applications programmer gains access to VM facilities through several sets of system
calls. The next sections summarize these calls and provide examples of their use.

Creating and Using Mappings
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The memory mapping facilities allow processes to access the data in memory objects
directly by mapping portions of their address spaces onto the objeTismary objecis

defined as an object that contains an array of bytes. It has an address space that begins at
zero and extends through the length of the object minus one. Each byte of data in the
object can be identified by its offset in the object. Additionally, a memory object is an
object for which a file descriptor can be obtained. It includes POSIX shared memory
objects, regular files, and some devices (for an explanation of POSIX shared memory
objects, see Chapter 12). One of the files to which a mapping can be established is the
/proc/ pid/as file, which is described following this section. One of the devices to
which a mapping can be establisheddisv/zero , which is also described following

this section.

The data in a memory object are shared if multiple processes establish mappings to the
same portion of the object. If the mappings permit shared write access, data written to the
object through the address space of one process are visible in the address spaces of the
other processes.
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The operating system performs memory mapping operations on whole pages. Conse-
qguently, the length of a mapping is rounded up to the next multiple of the system’s page
size. The length of a process’s mapping to a memory object may exceed the length of the
object at the time of the call tamap The only requirement when creating a mapping is

that the addresses, lengths, and offsets specified in the operation be possible (that is,
within the range permitted for the object in question), not that they exist at the time the
mapping is created (or subsequently). After the process’s mapping has been established,
the length of the object may increase or decrease at any time because it can be manipu-
lated by other processes. Such changes may affect processes’ accesses to the mapped area.

If the size of a memory object is not a multiple of the system’s page size, then the operat-
ing system treats the page that contains the end of the object in a special way: it fills the
locations that are beyond the end of the object but within this last page with zeros. If a pro-
cess that has established a mapping to the memory object writes to the zero-filled portion
of the last page, the operating system will not write the modified data to secondary stor-
age. If the process references a page that is within the mapping but beyond the last page
associated with the memory objectSEGBUS signal will be sent to the process. A
SIGBUS signal may also be sent to the process if a reference to a page will cause an error
in the mapped object (an out of space condition, for example). If the process references a
page that is not within the mappingSEGSEGVsignal will be sent to the process. A
SIGSEGVsignal will also be sent to the process if it attempts to (1) write to a page within
the mapping that has been mapped without write access or (2) access a page within the
mapping that has been mapped with no access.

In general, if a program makes a reference to an address that is inconsistent with the map-
ping (or lack of a mapping) established at that address, the system will respond with a
SIGSEGVVviolation. However, if a program makes a reference to an address consistent
with how the address is mapped but that address does not evaluate at the time of the access
to allocated storage in the object being mapped, then the system will respon&i@th a
BUSviolation. In this manner, a program (or user) can distinguish between whether it is
the mapping or the object that is inconsistent with the access and take appropriate reme-
dial action.

The mapping between a process’s address space and a memory object remains until the
process removes it by invoking threunmap(2) system call (see “Removing Mappings,”

p. 6-26, for an explanation of this call). If the process invokesxbe(2) or exit(2)

system calls, the operating system removes the mapping.

Themmap(2) system call establishes a mapping between a process's address space and
an object in the system's virtual memory. All other system functions that contribute to the
definition of an address space are built fraimap the system's most fundamental func-

tion for defining the contents of an address space.

The specifications required for making thenapcall are as follows:

#include <sys/mman.h>
void *mmap( addr, len, prot, flags, fildes, off

void * addr,
size t len;
int  prot;

int flags
int fildes
off t  off;
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The format for invokingnmapfrom an application program is presented as follows:

pa = mmap(addr, len, prot, flags, fildes, off);

Themmapcall establishes a mapping from the process's address space at anpaddress
len bytes to the object specified fildes at offsetoff for len bytes. A successful call to
mmapreturnspaas its resultpais an implementation-dependent function of the argument
addr and the value diagsas described in the paragraphs that follow. The address range
[pa, pa + len must be valid for the address space of the process and the offng#

len) must be valid for the virtual memory object. (The notatistarf, end denotes the
interval fromstartto end,includingstart but excludingend)

NOTE

The mapping established Ioymapreplaces any previous map-
pings for the process's pages in the rapgefa + len.

To memory map a region of a file whose size exceeds 2GByrtrap64function must be
used as follows:

pa = mmap64(addr, len, prot, flags, fildes, off);

In this case the file offsedff, must be declared as typ#64 t The other arguments have
the same types and meaning as wittmap As with mmap memory mappings using
mmap64can be removed usimgunmap

The arguments tmmapare defined as follows:

addr if the MAP_FIXED option is specified in thBagsargument, specifies the
starting address of the portion of the calling process’s virtual address
space that is to be mapped to the memory object specififidds The
specified address must be a multiple of the system page size. The system
page size is available to an application through use of the
sysconf(3C) library routine. Note that when you specify the
MAP_FIXED option, the mapping will replace any existing mapping at
the address specified lagldr.

If the MAP_FIXED option is not specified, the value addr may be zero

or a nonzero value that specifies an appropriate starting address for the
mapping. Specifying a value of zero grants the operating system com-
plete freedom in selecting an address for the mapping. Specifying a non-
zero value provides the operating system with a suggested address near
which the mapping may be placed. The operating system will select an
address that is suitable for mappieg bytes to the specified memory



Memory Managemén

object. In selecting an address, the operating system will not place a
mapping at addre$s replace an existing mapping, or map areas that are
considered part of the process’s potential data or stack segments.

len the length in bytes of the mapping. This value is not required to be a
multiple of the system’s page size. Because the operating system per-
forms memory mapping operations on whole pages, the length of the
mapping may be rounded up to the next multiple of the system'’s page
size.

prot an integer value that specifies one or more of the following options and
determines the access permissions associated with the data to which the
calling process’s address space is being mapped. This value is either

PROT_NONE permits no access to the data in the memory object
or

the bitwise inclusive OR of one or more of the following:

PROT_READ permits read access to the data in the memory object

PROT_WRITE permits write access to the data in the memory object

PROT_EXEC permits execute access to the data in the memory
object

It is important to note that regardless of the value specifigardiy the
memory object specified Hildesmust have been opened with read per-
mission. IfPROT_WRITE is specified and theAP_SHARED option is
specified in thdlags argument, the memory object must have been
opened with write permission.

A write access must fail FROT_WRITE has not been set although the
behavior of the write can be influenced by settiag_PRIVATE in the
flagsargument. Thélagsargument provides other information about the
handling of mapped pages as described in the following paragraphs

flags provides information about the mapping. The value specifidthtyyis
the bitwise inclusive OR of the following options.

Note thatvAP_SHARED andMAP_PRIVATE are mutually exclusive. One
of them must be specified.

MAP_SHARED indicates that changes to data in the memory object
are to be shared

Note that whemAP_SHARED is specified, a store to a
page will modify the memory object such that it is
changed for all processes that have mapped a portion
of their address spaces to it. The act of storing into a
MAP_SHAREDnapping is equivalent to doing a
write  system call.

After afork(2)  system call, the child process has
the memory object mapped to the same address range
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MAP_PRIVATE

MAP_FIXED

as the parent and has it mappge_SHARED. A store
performed by either the parent or the child to a
MAP_SHARED page will modify the underlying mem-
ory object.

indicates that changes to data in the memory object
are private to the calling process

WhenMAP_PRIVATE is specified, the calling process’s
first store to a page creates a private copy of the page
and redirects the mapping and the initial and succes-
sive write references to the copy; changes to the copy
do not affect the underlying memory object.

This operation is sometimes referred to as
copy-on-write and occurs invisibly to the process
causing the store. Only pages actually modified have
copies made in this manner.

Until the calling process’s first store to a
MAP_PRIVATE page, changes made by other processes
that have mapped the pager_sHARED will be visi-

ble. If an application needs isolation from changes
made by other processes, it should igsel to make

a copy of the data it wishes to keep isolated. After the
store has occurred, no other process can modify the
page because the calling process has a private copy of
it.

After afork(2)  system call, the child process has
the memory object mapped to the same address range
as the parent and has it mappetb_PRIVATE . The

first store performed by either the parent or the child
to aMAP_PRIVATE page creates a private copy of the
page. Changes to either process’s copy do not affect
the underlying memory object. Changes made by the
parent are not visible to the child. Changes made by
the child are not visible to the parent.

MAP_PRIVATE mappings are used by system functions
such aexec(2) when mapping files containing
programs for execution. This permits operations by
programs such as debuggers to modify the text (code)
of the program without affecting the file from which
the program is obtained.

indicates that the specified memory object must be
mapped to the calling process’s virtual address space
at the exact location specified lagldr. You are
advised to use caution in specifying this option
because it may prevent the system from making the
most effective use of system resources. The system
strives to choose alignments for mappings that maxi-
mize the performance of its hardware resources.
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Note that when you specify this option, the mapping
will replace any existing mapping in the address range
specified by theddr andlen arguments.

The following values set the NUMA policy for the pages being mapped
(NUMA refers to non-uniform memory access as described in “Over-
view of Primary Memory”). Specifying one of these values is optional.
If you do not specify a value, the default NUMA policy is the policy that
has been established previously by invoking femdefaults(2)

system call. Only onef the following values may be specified:

MAP_GLOBAL

MAP_FLOATSOFT

MAP_FLOATHARD

MAP_ANCHORSOFT

MAP_ANCHORHARD

selects the global NUMA policy, which indi-
cates that the pages are to be placed in global
memory

selects the floating soft-local NUMA policy,
which indicates that the pages are to be placed
in local memory if possible and global memory
if not (for an explanation of the term floating,
refer to p. 6-5)

selects the floating hard-local NUMA policy,
which indicates that the pages are to be placed
only in local memory (for an explanation of the
term floating, refer to p. 6-5). If the necessary
pages are not available, the process blocks until
the pages become available.

It is important to note that selection of this pol-

icy for memory mapped files does not guarantee
that the pages will be placed in local memory.
Pages will not be placed in local memory if they

are writable and are being accessed from differ-
ent processor boards; they will be placed in glo-
bal memory instead.

Use of the hard-local NUMA policy can cause a
local memory pool to thrash. For this reason,
you are advised to select this policy only when
the application mix is well-known and the use
of local memory is strictly controlled.

selects the anchored soft-local NUMA policy,
which indicates that the pages are to be placed
in local memory if possible and global memory
if not (for an explanation of the term anchored,
refer to p. 6-5)

selects the anchored hard-local NUMA policy,
which indicates that the pages are to be placed
only in local memory (for an explanation of the
term anchored, refer to p. 6-5). If the necessary
pages are not available, the process blocks until
the pages become available.
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fildes

off

MAP_ANYPOOL selects the any-pool NUMA policy, which indi-
cates that the pages may be placed in any of the
system’s memory pools

This policy is similar to the soft-local NUMA
policy in that it prefers to use local rather than
global page frames, but it is different from the
other policies in that it considers remote page
frames acceptable as a last resort. With the
other policies, a remote page will migrate to or
be replicated in a pool that is more acceptable.
With the any-pool policy, the remote frame will
be used directly.

The any pool NUMA policy is available only
through use of thenementl andmmapsystem
calls. You are advised to use it sparingly.

The following values set the cache policy for the pages being mapped.
Specifying one of these values is optional. If you do not specify a value,
the default cache policy is copyback. Only arfi¢he following values

may be specified:

MAP_NOCPUCACHE selects the no-cache CPU cache policy, which
indicates that accesses to the pages are to
bypass the CPU’s data cache

MAP_CBCPUCACHE selects the copyback CPU cache policy, which
indicates that accesses to the pages are to be
cached in copyback mode

In copyback mode, a CPU write transaction
usually updates the data cache only; it does not
immediately update memory. Later when the
cache line is displaced or invalidated, the data
are written to memory.

the file descriptor identifying the memory object to which the process’s
address space is to be mapped. A process must have obtained this
descriptor previously by invoking thapen(2) orcreat(2) system

call or theshm_open(3C) library routine (see Chapter 12 for an
explanation of this routine).

The file descriptor used inramapcall need not be kept open after the
mapping is established. If it is closed, the mapping will remain until
such time as it is replaced by another cathtoapthat explicitly speci-

fies the addresses occupied by this mapping or until the mapping is
removed

the byte offset in the memory object where the mapping is to begin. The
value ofoff must be a multiple of the system page size. The system page
size is available to an application through use ofsgrseonf(3C)

library routine. The range beginningadf and extending for the number

of bytes specified blen must be valid for the possible (not necessarily
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current) offsets in the memory object. The size of a memory object can-
not be extended by usimymap

If the call is successfummapreturns the virtual address at which the mapping of the
memory object begins. A return value-dfindicates that an error has occurrexdno is

set to indicate the error. Refer to thnap(2) system manual page for a listing of the
types of errors that may occur.

Usingmmapto access system memory objects can simplify programs in a variety of ways.
Keeping in mind thatnmapcan really be viewed as just a means to access memory
objects, it is possible to program usimgnapin many cases where you might program

with read orwrite . However, it is important to realize thamapcan be used only to

gain access to memory objects—those objects that can be thought of as randomly accessi-
ble storage. Thus, terminals and network connections cannot be accesseunajh
because they are not memory. Magnetic tapes, even though they are memory devices, can-
not be accessed withmapbecause storage locations on the tape can be addressed only
sequentially. Some examples of situations that can be thought of as candidates for use of
mmapover more traditional methods of file access include:

* Random access operations—either map the entire file into memory or if the
address space cannot accommodate the file or the file size is variable, cre-
ate “windows” of mappings to the object.

¢ Efficiency—even in situations where access is sequential, if the object
being accessed can be accessedwisp an efficiency gain may be
obtained by avoiding the copying operations inherent in accessesadia
or write

* Structured storage— if the storage being accessed is collected as tables or
data structures, algorithms can be more conveniently written if access to
the file is treated as though the tables were in memory. Previously, pro-
grams could not simply make storage or table alterations in memory and
save them for access in subsequent runs; however, when the addresses of a
table are defined by mappings to a file, then changes to that storage are
changes to the file and are, thus, automatically recorded in it.

* Scattered storage—if a program requires scattered regions of storage, such
as multiple heaps or stack areas, such areas can be defined by mapping
operations during program operation.

In some cases, devices or files are useful only if accessed via mapping. An example of this
is frame buffer devices used to support bit-mapped displays, where display management
algorithms function best if they can operate randomly on the addresses of the display
directly.

Not all device drivers support memory mapping. If you try to map a device that does not
support mappingnmapfails.

Finally, it is important to remember that mappings can be operated upon at the granularity

of a single page. Even though a mapping operation may define multiple pages of an
address space, there is no restriction that subsequent operations on those addresses must
operate on the same number of pages. For instanognapoperation defining ten pages

of an address space may be followed by subsequamnapoperations that remove every

other page from the address space, leaving five mapped pages, each followed by an
unmapped page (for information orunmap see “Removing Mappings,” p. 6-26). Those
unmapped pages may subsequently be mapped to different locations in the same or differ-
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ent objects, or the whole range of pages (or any partition, superset, or subset of the pages)
may be used in oth@nmapor other memory management operations. Further, it must be
noted that any mapping operation that operates on more than a single page can partially
succeed in that some parts of the address range can be affected even though the call returns
a failure. Thus, ammapoperation that replaces another mapping, if it fails, may have
deleted the previous mapping and failed to replace it. Similarly, other operations (unless
specifically stated otherwise) may process some pages in the range successfully before
operating on a page where the operation fails.

The sections that follow explain the special cases of establishing a mapping to a target pro-
cess’s address space and establishing a mappideviaero

Establishing a Mapping to a Target Process’s Address Space
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For each running process, tlpeoc  file system provides a file that represents the address
space of the process. The name of this filprisc/  pid/as , wherepid denotes the pro-

cess ID of the process whose address space is represented. A process can open a
/proc/ pid/as file and use theead(2) andwrite(2)  system calls to read and mod-

ify the contents of another process’s address space. As mentioned previously, a process
can usanmapto map a portion of its address space forac/ pid/as file and directly

access the contents of another process’s address space. A process that establishes a map-
ping to a/proc/ pid/as file is hereinafter referred to asranitoring processA process

whose address space is being mapped is referred targetprocess

To establish a mapping to@roc/ pid/as file, the following requirements must be met:

* The file must have been opened with read permission. If you intend to
modify the target process’s address space, the file must also have been
opened with write permission.

* On the call tommapto establish the mapping, tlilegs argument must
specify themAaP_SHARED option. It may_nospecify any of the options that
set the NUMA policy or the cache policy for the pages being mapped. The
NUMA policy and cache policy associated with the mapping are those set
by the target process.

The following C program segment shows how to establish a mappingraca pid/as
file.

/*

* Header files

*/

#include <sys/types.h>
#include <sys/mman.h>
#include <stdio.h>
#include <unistd.h>
#include <fcntl.h>
#include <errno.h>

/*
* Data declarations
*/
unsigned long pagemask  /* for adjusting to page boundary */

caddr_t address;  /* target address to map */
long offset; /* page address to map */
caddr_t mapaddr;  /* resulting page address of map */
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unsigned long  delta; /* offset of target within its page */
size_t nbytes; * number of bytes to map */
pid_t pid; [* process id of target */

int fd; [* file descriptor for /proc file */
char name[16]; /*"/proc/00000/as" */

/*
* Assign values to address and pid
*

/*

* mmap requires the target address to be on a page boundary.

* Round down the address value and increase the nbytes accordingly.
*/

pagemask = ~ (getpagesize() - 1);

offset = (long) ((unsigned long) address & pagemask);
delta = (unsigned long) address - (unsigned long) offset;
nbytes += delta;

/*
* Open the address space file in the /proc file system.
*/

sprintf(name, "/proc/%d/as", pid);

fd = open(name, O_RDWR, 0);

if (fd < 0) {
perror(name);
return;

}

/*

* Map the target memory. The mapping is to nbytes bytes starting at
* offset (which is on a page boundary) of the address space memory
* object identified by fd. The resulting virtual address of offset

* is returned in mapaddr. The virtual mapped address of the original
* address value is mappaddr+delta.

*/

mapaddr = (caddr_t) mmap((caddr_t)0, nbytes,
PROT_READ|PROT_WRITE, MAP_SHARED, fd, offset);

/*
* After mapping, the proc file can be closed.
*/

close(fd);

/*
* Test the return value for a failed mmap attempt.
*
if ((int) mapaddr == -1) {
perror("mmap");
return;

}

It is important to note that a monitoring process’s mapping is to the memory object to
which the target process’s pages in the ramdfe gff + len) are mapped. As a result, a
monitoring process’s mapping to a target process’s address space can become invalid if the
target's mapping changes. In such circumstances, the monitoring process retains a map-
ping to the underlying memory object, but the mapping is no longer shared with the target
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process. Because a monitoring process cannot detect that a mapping is no longer valid,
you must make provision in your application for controlling the relationship between the
monitoring process and the target.

Circumstances in which a mapping to a target process’s address space becomes invalid are
as follows:

* The target process terminates.
* The target process unmaps a page in the raffyeff + len).

* The target process maps a page in the raoffjeoff + len) to a different
memory object.

* The target process invokéxk(2) and stores into an unlocked, private,
writable page in the rangeff, off + len) before the child process does.

In this case, the target process receives a private copy of the page, and its
mapping and write reference are redirected to the copy (see p. 6-18 for an
explanation ofMAP_PRIVATE mappings and thiork system call). The
monitoring process retains a mapping to the original memory object.

* The target process invokésmk(2) and locks in memory a private, writ-
able page in the rangeff, off + len) that is being shared with the child pro-
cess pending a copy-on-write.

In this case, the process that performs the lock operation receives a private
copy of the page (as though it has performed the first store to the page). If it
is the parent, or target, process that locks the page, then the monitoring pro-
cess’s mapping is no longer valid.

* The target process invokagprotect(2)  to enable write permission on
a locked, private, read-only page in the rarafé §ff + len) that is being
shared with the child process pending a copy-on-write.

In this case, the target process receives a private copy of the page. The
monitoring process retains a mapping to the original memory object.

If your application is expected to be the target of address space mapping by a monitoring
process, you are advised to:

¢ Perform memory-locking operations in the target process before its address
space is mapped by the monitoring process.

* Prior to invokingfork , lock in memory any pages for which mappings by
the parent and the monitoring process need to be retained.

If your application is not expected to be the target of address space mapping, you may
wish to postpone locking pages in memory until after invokanky .

Finally, if a monitoring process attempts to write to a private, writable page that the target
process is sharing with a child process pending a copy-on-write, the operation will fail,
and aSIGSEGVsignal will be sent to the monitoring process.

It is important to note that the OS also supportsubermap(3rt) anduser-
map(3F77rt) library routines, which allow a target process’s address space to be
mapped onto the virtual address space of another process. For information on the use of
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these routines, refer to the corresponding system manual pages. It is recommended that
you consider the following prior to using these routines.

* Themmapsystem call is a standard System V interface although the capa-
bility of using it to establish mappingsAwroc/ pid/as filesis a Concur-
rent extension. Thesermap routines are wholly Concurrent extensions.

* Mmapprovides control over the page protections and the location of map-
pings in the calling process. Theermap routines do not.

* Based on the assumption that you have identified the pages that are to be
mapped mmapprovides independent mappings (two requests for a map-
ping to the same page result in two separate mappingsiis€h@ap rou-
tines are intended to be used for mappings to particular data items and so
can avoid redundant mappings to the same target page.

* When invokingmmap you specify an open file descriptor. It is your
responsibility to open and close the target memory object at appropriate
times. When invoking one of thesermap routines, you specify a process
identifier. Usermap opens the correspondirigroc/ pid/as file.
Becausaisermap is expected to be called multiple times, the file descrip-
tor remains open. Leaving the file descriptor open may not be appropriate
in all cases.

Establishing a Mapping to /dev/zero

As mentioned previously, one of the devices to which a process can establish a mapping is
a pseudo-device callédev/izero . A process can read from or write/tiev/zero . If

it uses theead(2) system call to read frortdev/zero , it obtains a buffer full of

zeros. |If it uses therite(2)  system call to write tédev/zero , the write operation
succeeds, but the data that are written are ignored.

A process can usamapto map a portion of its address spacéleyv/zero . Each time

a process establishes a mappinddev/zero , it creates a mapping to a new, unnamed
memory object that is filled with zeros. If two processes fdap/zero , each has a
mapping to a different zero-filled memory object. If one process fdapiero  twice,

it has mappings to two different zero-filled memory objects. When a process has
/dev/zero  mappedvAP_SHARED, then a child process created through a subsequent
call tofork(2)  will share the object with the parent. A store performed by either the par-
ent or the child will be visible to both. When a process ldas/zero  mapped
MAP_PRIVATE , then a child process created through a subsequent éadktowill get a

copy of the object in its address space.

The following code fragment demonstrates a uskle¥/zero  to create a block of
scratch storage in a program at an address of the system's choosing.
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a A
* Function to allocate a block of zeroed storage. Parameter
* is the number of bytes desired. The storage is mapped as
* MAP_SHARED so that if a fork occurs, the child process
* will be able to access and modify the storage. If we wished
* to cause the child's modifications (as well as those by the
* parent) to be invisible to the ancestry of processes, we
* would use MAP_PRIVATE.
*
caddr_t
get_zero_storage(int len);
{

int fd;

caddr_t result;

if ((fd = open(“/dev/zero”, O_RDWR)) == -1)
return ((caddr_t)-1);
result = mmap(0, len, PROT_READ|PROT_WRITE, MAP_SHARED, fd, 0);
(void) close(fd);
return (result);

\_ /

As written, this function permits a hierarchy of processes to use the area of allocated stor-
age as a region of communication (for implicit interprocess communication purposes).

Removing Mappings
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The munmap(2) system call removes all mappings for pages in a specified range from
the address space of the calling process. It is not an error to remove mappings from
addresses that do not have them, and any mapping, regardless of how it has been estab-
lished, can be removed withunmap Themunmapcall does not in any way affect the
objects that have been mapped at those addresses.

If the call tomunmapis successful, further references to the previously mapped pages will
result in delivery of &8IGSEGVsignal to the process. Any changes to pages that have
been mappedAr_PRIVATE will be discarded. Any memory locks associated with the
mapped pages will be removed (see “Memory Page Locking”, p.6-27, and “Address Space
Locking”, p.6-33, for information on memory locking facilities).

The specifications required for making thenmapcall are as follows:

#include <sys/mman.h>
int munmap( addr, len

void * addr,
size t len;

The arguments are defined as follows:

addr the starting address of the portion of the calling process’s virtual address
space that is to be unmapped. The specified address must be a multiple
of the system page size. The system page size is available to an applica-
tion through use of theysconf(3C) library routine.

len the length in bytes of the portion of the process’s address space that is to
be unmapped
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A return value oD indicates that the call tmunmaphas been successful. A return value
of -1 indicates that an error has occurredno is set to indicate the error. Refer to the
munmap(2) system manual page for a listing of the types of errors that may occur.

The UNIX memory management system can be thought of as a form of cache manage-
ment in which a processor's primary memory is used as a cache for pages from objects
from the system's virtual memory. Thus, there are several operations that control or inter-
rogate the status of this cache, as described in this section.

int
memcntl(caddr_t addr , size_t len , int cma, caddr_t arg , int attr , int mask);

Thememcntl(2) system call provides several control operations over mappings in the
range addr, addr + len, including locking pages into physical memory, unlocking them,
and writing pages to secondary storage. The functions described in the rest of this section
offer simplified interfaces to thmemcntl operations.

Using the mlock and munlock Library Routines

Themlock(3C) andmunlock(3C) library routines allow a process to lock and unlock
pages within its virtual address space. The interfaces to these routines are based on UNIX
System V Release 4 and IEEE Standard 1003.1b-1993. They are explained in the para-
graphs that follow.

NOTE

To use these routines, the calling process must have the
P_PLOCK privilege (for additional information on privileges,
refer to the “Security Considerations” section of Chapter 9 and the
intro(2) system manual page).

If you wish to be able to perform DMA (Direct Memory Access)
transfers to or from the virtual address space of an application
program, you must use thiserdma(2) system call rather than
the mlock(3C) library routine. Requirements and procedures
are explained in “Using the userdma System Call.”

As an alternative to embedding library calls in your application, you can use the multipur-
posesetrun(l) command to run a command so that all current and future mappings are
locked and the process is immune to page stealing, page aging, and page swapping.
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The syntax relating to process memory locking is:
setrun -e-l [ commany[ argument
See thesetrun(1)  man page for a full description.

Themlock routine causes a specified range of the calling process’s virtual pages to be
locked in physical memory. The size of the area that is locked in memory is a multiple of
the system page size. References to these pages (through other mappings in this or other
processes) will not result in page faults that require an 1/0 operation to obtain the data
needed to satisfy the reference. Because this operation ties up physical system resources
and has the potential to disrupt normal system operation, use of this facility is restricted to
users who have the P_PLOCK privilege. The system prohibits more than a configura-
tion-dependent limit of pages to be locked in memory simultaneously, the odthdk

will fail if this limit is exceeded.

The pages will be resident until the process unlocks them by invokimgpitieck(3C)

or themunlockall(3C) library routine, invokes thexec(2) system call, or exits.
Multiple lock operations performed by the process on the same range of virtual pages will
be removed with a single call tounlock . If the process invokdserk(2) , the virtual

pages within the child process will not be locked in physical memory.

CAUTION

Thefork system call normally uses the copy-on-write technique
to reduce the number of pages of the parent process that must be
copied to the child. In this case, the copy is not made until the first
write to the page is performed. To avoid the copy-on-write protec-
tion faults, copies of locked pages are made at the time of the call
tofork . The performance of tHerk operation will be signifi-
cantly slower if thdork is performed when a large portion of an
application’s address space is locked.

The specifications required for using théock call are as follows:

#include <mman.h>
int mlock(  addr, len)

void * addr,
size t len;

The arguments are defined as follows:

addr the starting address of the range of virtual address space that is to be
locked in memory

len the length in bytes of the range of virtual address space that is to be
locked in memory

If the call tomlock(3C) is successful, the range of pages betvaskin andaddr + len -
1is locked in memory; a value of zero is returned. A return valu# ioidicates that an
error has occurredsrrno is set to indicate the error.
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munlock releases the locks on physical pages. If multileck calls are made through

the same mapping, only a singteinlock call will be required to release the locks (in
other words, locks on a given mapping do not nest.) However, if different mappings to the
same pages are processed withck , then the pages will stay locked until the locks on

all the mappings are released.

Locks are also released when a mapping is removed, either through being replaced with an
mmapoperation or removed explicitly witmunmap A lock will be transferred between
pages on the “copy-on-write” event associated withA®_PRIVATEmMapping, thus locks

on an address range that includ®sP_PRIVATEmMappings will be retained transparently
along with the copy-on-write redirection (seenapabove for a discussion of this redirec-
tion).

Themunlock(3C) library routine allows the calling process to unlock a specified range
of its virtual pages. The size of the area that is unlocked is a multiple of the system page
size.

The specifications required for using tnenlock call are as follows:

#include <mman.h>
int munlock(  addr, len)

void * addr,
size t len;

The arguments are defined as follows:

addr the starting address of the range of virtual address space that is to be
unlocked

len the length in bytes of the range of virtual address space that is to be
unlocked

Upon successful completion, theunlock(3C)  routine returns a value of zero. A return
value of-1 indicates that an error has occurredno is set to indicate the error.

Using the userdma System Call

Theuserdma system call allows you to use an I/O controller’'s DMA (Direct Memory
Access) capabilities directly from user mode. It prepares an 1/O buffer located in a user
process’s virtual address space for DMA transfers.

Standard DMA hardware operates at the physical memory level; it bypasses memory man-
agement units and sometimes data caches. To be able to perform DMA transfers to or from
the virtual address space of an application program, the following requirements must be
met:

* The application’s buffer must be locked in physical memory; that is, the
buffer must be resident, and the virtual to physical mappings must not be
allowed to change.

* The application must know the physical location of the buffer.

¢ CPU access and I/O access to the buffer must be coherent.
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* The virtual pages containing the buffer must be marked “used” and for
DMA read operations, “modified.” Theserdma(2) system call ensures
that all of these requirements are met.

The specifications required for using tiierdma call are as follows:

#include <sys/types.h>
#include <sys/mman.h>

int userdma(  addr, len, cmd, flags, vec, nyec

caddr_t addr,
size t len;

int cmd

int flags

struct dmavec * veg
int  nveg

Arguments are defined as follows:

addr the virtual address of the first byte of the user’s 1/O buffer

len the length in bytes of the 1/0O buffer

cmd the operation to be performed on the 1/O buffer

flags an integer value that indicates how the I/O buffer is to be used. The

value offlagsdepends upon the operation specifiedimg

vec the null pointer constant or a pointer to an arragrnoévec structures to
which the physical locations of the buffer fragments are returned. A
dmavec structure contains the following fields:

paddr_t dma_paddr; /*Physical address and ... */
uint_t dma_plen; /*length of buffer fragment.*/

nvec zero or the number of elements in the array pointed te@by

Cmdmust be one of the following. The valuedlafsthat are associated with each com-
mand are indicated.

USERDMA_LOCK fault the pages in the address range specified bydte
andlen arguments into physical memory and ensure that
physical memory and CPU data caches are coherent. A page
may be locked multiple times through different mappings;
however, within a mapping, locks on a page are not nested.
Multiple lock operations on the same address in the same
process will be removed with a single unlock operation. An
unlock operation will be performed on a locked I/O buffer if
a mapping is removed or a page is deleted when a file is
removed or truncated.

It is important to note that the physical location of a locked
buffer can change under the following circumstances:
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e If a read-only, MAP_PRIVATE mapping is
made writable by a call tmprotect(2)

¢ |f the buffer resides in a local memory pool
and is mapped to a file and another process
attempts to access the file

As a result, it is advisable to use process private pages for
locked 1/O buffers.

The value of thélagsargument may be one or both of the
following or zero:

USERDMA_WRITE indicates that the buffer is to be
used to write to a device. The pages
containing the buffer will be
checked for read access and marked
as “used.”

USERDMA_READ indicates that the buffer is to be
used to read from a device. The
pages containing the buffer will be
checked for write access and
marked as “used” and “modified.”

If one or both of these flags are specified, the cache modes
of the pages containing the buffer are altered as necessary to
keep memory and cache coherent. If the valuitagkis

zero, the 1/O buffer is locked in physical memory, but the
cache modes of the pages containing the buffer araodt

ified.

If the value ofnvecis greater than zeroserdma returns

the physical location of the I/O buffer in the array pointed to
by vec Each element in the array describes a contiguous
physical buffer fragment. The return valueuskerdma is

the number of array elements used to describe the 1/0
buffer. If the value ohvecis zero,userdma does not
return the physical location of the 1/O buffer.

Note that to use this command, the calling process must
have the P_PLOCK privilege (for additional information on
privileges, refer to the “Security Considerations” section of
Chapter 9 and thiaitro(2) system manual page).

unlock all of the pages in the address range specified by the
addr andlen arguments

The value of thdlags argument should be the same as the
value that was supplied on a correspondiBgRDMA_LOCK
call. The value offecmust benuLL ; the value ohvecmust

be zero.

Note that to use this command, the calling process must
have the P_PLOCK privilege (for additional information on
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privileges, refer to the “Security Considerations” section of
Chapter 9 and thiaitro(2) system manual page).

USERDMA_VTOP return the physical location of the 1/0O buffer located in the
address range specified by @dr andlen arguments in the
same way that it is returned by8ERDMA_LOCK userdma
call

The value of thdlagsargument must be zero.

Note that this command performs virtual to physical address
translation only; it does ndbck the I/O buffer in physical
memory. You must lock the I/O buffer in physical memory
prior to making aJSERDMA_vToPuserdma call.

Upon successful completion ofuBERDMA_LOCK Oor aUSERDMA_VTOP call, the return

value ofuserdma is the number aimavec structures used to describe the physical loca-

tion of an I/O buffer. The number of structures can range from one to as many as one per
page. In the best case, when the entire buffer is physically contiguous, the number will be
one. In the worst case, when none of the pages are contiguous, the number will be one per
page. In any caseiserdma takes advantage of any physical contiguity in describing a
physical buffer fragment. Upon successful completion o§ErRDMA_UNLOCK call, the

return value ofiserdma isO. If an error occurs onwaserdma call, the return value 4,
anderrno is set to indicate the error.

You can compute the number of pages in the address range specifiechtigrthadlen
arguments (wherken > 0) by using the following formula:

nvec = ((unsigned)(addr + len - 1) / nbpp) - ((unsigned)(addr) / nbpp) + 1;

The variablenbpp represents the number of bytes per page on your system. You can
obtain this value by using tleysconf(3C) library routine (see p. 6-36 for additional
information on this routine).

You can use the value obtained from the formula to determine how large the array of
dmavec structures needs to be. You can then supply a pointer to the array and the number
of elements that it contains owaeERDMA_LocK userdma call as follows:

nfrag = userdma(addr, len, USERDMA_LOCK, 0, vec, nvec);

This call locks the 1/0O buffer in physical memory and returns its physical location in the
array that is pointed to byec . Upon return from the calhfrag contains the number of
contiguous physical buffer fragments.

To unlock the 1/O buffer, you can invokisserdma as follows:
userdma(addr, len, USERDMA_UNLOCK, 0, 0, 0);

For additional information on use of thieerdma(2) system call, refer to the corre-
sponding system manual page. User-level device drivergsesgma . An overview of
user-level device drivers is providedDevice Driver Programming
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Address Space Locking

The mlockall(3C) andmunlockall(3C) library routines are similar in purpose
and restriction tanlock(3C) andmunlock(3C) (see p. 6-27) except that they operate
on entire address spaces.

NOTE

To use these routines, the calling process must have the
P_PLOCK privilege (for additional information on privileges,
refer to the “Security Considerations” section of Chapter 9 and the
intro(2) system manual page).

If you wish to be able to perform DMA (Direct Memory Access)
transfers to or from the virtual address space of an application
program, you must use tluserdma(2) system call rather than
the mlockall(3C) library routine. Requirements and proce-
dures are explained in “Using the userdma System Call:.”

Themlockall  routine locks albf the calling process’s virtual address space in physical
memory--that is, text, data, stack, and shared memory segments, memory-mapped files,
and shared libraries. The address space remains resident until the process unlocks it by
invoking themunlockall routine, invokes thexec(2) system call, or exits. Multiple

lock operations performed by the process on its virtual address space will be removed with
a single call tanunlockall . If the process invokdserk(2) , the address space of the

child process will not be locked in physical memory.

CAUTION

Thefork system call normally uses the copy-on-write technique
to reduce the number of pages that must be copied from the parent
process to the child. With this technique, a page is not copied until
the first write to the page is performed by either the parent or the
child. However, to avoid the copy-on-write protection faults that
result, copies of locked pages are made at the time of the call to
fork . The performance of thierk operation will be signifi-
cantly slower when a large portion of the parent’s address space is
locked.

The specifications required for using timdockall ~ call are as follows:

#include <mman.h>
int mlockall( flag9

int flags
The argument is defined as follows:

flags an integer value that sets one or both of the following bits:
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MCL_CURRENT causes all of the process’s current virtual
address space to be locked in physical memory

MCL_FUTURE causes the new virtual pages to be locked in
physical memory if the process’s virtual address
space is expanded in the future

If flagsis ( MCL_CURRENT | MCL_FUTURE ), the lock is to affect every-
thing that is currently in the process’s address space and everything that
is added in the future (both current and future mappings).

Upon successful completion, tihdockall(3C) routine returns a value of zero. A
return value ofl indicates that an error has occurredno is set to indicate the error.

One call to thenunlockall  routine removes all locks on all pages in the process’s vir-
tual address space, whether the locks have been establishdddky mlockall
plock , oruserdma .

The specifications required for using tinenlockall  call are as follows:

#include <mman.h>

int munlockall()

Themunlockall(3C) routine always returns a value of zero.

Memory Cache Synchronization

Themsync(3C) routine supports applications that require assertions about the integrity

of data in the storage backing their mapping, either for correctness or for coherent com-
munications in a distributed environment. Tiheync routine causes all modified copies

of pages over the rangaddr, addr + len to be flushed to the objects mapped by those
addresses. In the cache analogy discussed in “Cache Control” (see pm8y2ic),is the

cache “write-back,” or flush, operation. It is similar in purpose tddfiec(2) opera-

tion for files. Themsync routine optionally invalidates such cache entries so that further
references to the pages cause the system to obtain them from their permanent storage loca-
tions.

Secondary storage for the portion of a process’s address space that has been mapped
MAP_SHARED is the file to which it has been mapped. If a portion of a process’s address
space has been mappedr_pPRIVATE and has been modified, it has no permanent second-

ary storage--it temporarily uses the swap area.

The specifications for making timesync call are as follows:
#include <sys/mman.h>
int msync( addr, len, flagy
void * addr,
size t len;

int flags

The arguments are defined as follows:
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addr the starting address of the memory-mapped file that contains modified
data to be written to secondary storage. The specified address must be a
multiple of the system page size. The system page size is available to an
application through use of tlsgsconf(3C) library routine.

len the length in bytes of the memory-mapped file that contains modified
data to be written to secondary storage

flags an integer value that sets one or more of the following bits:

Note thatMs_AsYNC andms_SyYNC are mutually exclusive bits. O
them must be specified.

MS_ASYNC indicates that the write operations are to be
asynchronous. In this case, timsync routine
will return as soon as all of the write operations
have been queued.

MS_SYNC indicates that the write operations are to be syn-
chronous. In this case, timesync routine will
not return until all of the write operations have
been completed as defined for synchronized I/O
data integrity completion (for an explanation of
POSIX synchronized I/O, refer to tReal-Time
Programming Guide

MS_INVALIDATE indicates that copies of pages in memory are to
be invalidated. If these pages are referenced
subsequently, the system will obtain them from
secondary storage.

A return value oD indicates that the call tmsync has been successful. A return value of
-l indicates that an error has occurredno is set to indicate the error.

Memory Page Residency

int
mincore(caddr_t addr , size_t len ,char*  vec);

Themincore(2) system call determines the residency of the memory pages in the
address space covered by mappings in the raugk, [addr + len. Using the cache con-

cept described in “Cache Control” (see p. 6-27), this function can be viewed as an opera-
tion that interrogates the status of the cache and returns an indication of what is currently
resident in the cache. The status is returned as a char-per-page in the character array refer-
enced byvec (which the system assumes to be large enough to encompass all of the pages
in the address range). Each character contains either a 1 (indicating that the page is resi-
dent in the system's primary storage) or a O (indicating that the page is not resident in pri-
mary storage.) Other bits in the character are reserved for possible future expansion—
therefore, programs testing residency should test only the least significant bit of each char-
acter.
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Themincore call returns residency information that is accurate at an instant in time.
Because the system may frequently adjust the set of pages in memory, this information
may quickly be outdated. Only locked pages are guaranteed to remain in memory.

Other Mapping Functions

Given the_sc_PAGESIZE argument, thaysconf(3C)  routine returns the system-depen-
dent size of a memory page. For portability, applications should not embed any constants
specifying the size of a page, and instead should make ysafnf to obtain that
information. Note that it is not unusual for page sizes to vary even among implementations
of the same instruction set, increasing the importance of using this function for portability.

The mprotect(2) system call allows the calling process to change the access permis-
sions associated with a mapping that it has established to a memory Wipextect

has the effect of assigning protectionot to all pages in the rangaddr, addr + len. The
protection assigned cannot exceed the permissions allowed on the underlying object. For
instance, a read-only mapping to a file that has been opened for read-only access cannot be
set to be writable witimprotect (unless the mapping is of tlva\P_PRIVATE type, in

which case the write access is permitted because the writes will modify copies of pages
from the object, and not the object itself).

A process may nathange the permissions associated with a mapping that has been estab-
lished by another process.

The specifications for making tmeprotect call are as follows:

#include <sys/mman.h>
int mprotect( addr, len, prot)

void * addr,
size t len;
int  prot;

The arguments are defined as follows:

addr the starting address of the mapping for which the permissions are to be
changed

len the length in bytes of the mapping for which the permissions are to be
changed

prot an integer value that specifies one or more of the following options and

determines the access permissions to be associated with the mapped
data. This value is either

PROT_NONE permits no access to the data

or

the bitwise inclusive OR of one or more of the following:
PROT_READ permits read access to the data

PROT_WRITE permits write access to the data
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PROT_EXEC permits execute access to the data

Generally a process should not attempt to read, write, or execute data for
which the corresponding permission has not been granted. If
PROT_NONE is specified, any attempt to access the data will fail; a
SIGSEGVsignal will be sent to the processPHOT_WRITE is notspec-

ified, any attempt to write to the data will failS«GGSEGVsignal will be

sent to the process. BROT_WRITE is specified and the mapping has
been established through a callmmap(2) with the MAP_SHARED

option specified, the underlying memory object must have been opened
with write permission.

It is important to note that on Model 6800 systems, the caches may not
be coherent if either of the following occurs:

* Only PROT_READ and PROT_EXEC are specified, and a
process attempts to read the data. In this case, the data
cache will not be coherent with memory.

* PROT_WRITE andPROT_EXEC are specified, and a pro-
cess attempts to execute the data. In this case, the instruc-
tion cache may not be coherent with memory.

If you wish to modify data and then execute the modified data, use the
following steps: (1) map the data with tipeot option set to
PROT_WRITE; (2) modify the data; (3) change the permissions associ-
ated with the data by invokingprotect with theprot option set to
PROT_EXEC; and (4) execute the data.

A return value oD indicates that the call tmprotect has been successful. A return
value of-1 indicates that an error has occurredino is set to indicate the error. Refer to
themprotect(2)  system manual page for a listing of the types of errors that may occur.

Address Space Layout

Traditionally, the address space of a UNIX process has consisted of exactly three
segments: one each for write-protected program code (text), a heap of dynamically allo-
cated storage (data), and the process's stack. Text is read-only and shared, while the data
and stack segments are private to the process.

The OS still uses text, data, and stack segments although these should be thought of as
constructs provided by the programming environment rather than by the operating system.
As such, it is possible to construct processes that have multiple segments of each type, or
of types of arbitrary semantic value—no longer are programs restricted to being built only
from objects the system was capable of representing directly. For instance, a process's
address space may contain multiple text and data segments, some belonging to specific
programs and some shared among multiple programs. Text segments from shared librar-
ies, for example, typically appear in the address spaces of many processes. A process's
address space is simply a vector of pages, and there is no necessary division between dif-
ferent address-space segments. Process text and data spaces are simply groups of pages
mapped in ways appropriate to the function they provide the program.
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While the system may have multiple areas that can be considered data segments, for pro-
gramming convenience, the system maintains operations to operate on an area of storage
associated with a process's initial heap storage area. A process can manipulate this area by
callingbrk(2) andsbrk(2)

caddr_t
brk(caddr_t adadr);

caddr_t
sbrk(int incr );

Thebrk system call sets the system's idea of the lowest data segment location not used by
the caller tcaddr (rounded up to the next multiple of the system's page size).

The alternate functiorsbrk addsincr bytes to the caller's data space and returns a pointer
to the start of the new data area.

A process's address space is usually sparsely populated, with data and text pages intermin-
gled. The precise mechanics of the management of stack space is machine-dependent. By
convention, page 0 is not used. Process address spaces are often constructed through
dynamic linking when a program éxec' ed. Operations such agec and dynamic

linking build upon the mapping operations described previously. Dynamic linking is
described further in th€oncurrent C Reference Manual

Managing Misaligned Data

Alignment
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This section describes the data alignment requirements of Series 6000 systems. It explains
the procedures for handling misaligned data exceptions on those systems and describes the
underlying implementation details.

On Series 6000 systems, data must align according to the following requirements:

Table 6-1. Byte Alignment Requirements

Data Type Byte Alignment
half-word 2
word 4
single-precision float 4
double-precision float 8




Exceptions

Implementation
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Programs that try to access data not aligned according to these requirements cause a Series
6000 system to generate a bus error.

Certain coding practices can cause misaligned data exceptions. In a FORTRAN applica-
tion, for exampleEQUIVALENCEstatements andOMMODIocks can be used to override

the compiler's normal alignment procedure. If a double-precision variable is forced to be
aligned on a boundary that is not a multiple of eight, a misaligned data exception occurs.

To ensure that a program can access misaligned data without aborting, you must make
provisions for handling misaligned data exceptions in your program. The following sec-
tion explains procedures for handling these exceptions.

Handle misaligned data exceptions on a Series 6000 system using one of the following
methods:

* Write a signal-handling routine to deal with tBEsBUS signal.

* Compile and link the source program with thasalign.o object
designed to handle such exceptions by silently emulating the access.

misalign.o provides a signal handler to decide if the exception is a misaligned data
exception. If it is, the handler works around the problem by accessing the data byte by
byte at a significant cost in performance.

To compile and link a C or FORTRAN source program wiisalign.o , specify its
name when invoking the compiler. Use the following examples for command line instruc-
tions with C and FORTRAN programs:

cc-p source_filec /lib/misalign.o
fr7 source_filef /lib/misalign.o

The following section presents implementation details related to the system object files.

misalign.o deals with misaligned data exceptions by using the C global variable
_handle_misaligned_accesses and the C routinesmisalign_init() and
_sigbus_handler() . The C start-up routinest0.0 , mcrt0.0 , andgcrt0.0
check the value of the variabldéandle_misaligned _accesses . If the value is
non-zero, the start-up routines call thaisalign_init() routine. This routine then
makes the followingigaction(2) system call to specify the address of a structure
that identifies a signal-handling routine to deal withS@BUS signal:

sigaction ( SIGBUS, &action, 0 )

(See thesigaction(2) system manual page and “The sigaction Structure” on
page 10-9 for information on using this call.)

The _sigbus_handler() routine queries th8IGBUS signal and emulates the mis-
aligned data access. To handle misaligned data exceptions, the signal handler must deal
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with the SIGBUS signal and recognize that the exception block argument is
BUS_ADRALN

NOTE
User programs can replace system-provided versions of variables

and functions by naming them identically. This keeps the sys-
tem-provided versions from linking into the executable modules.
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7
Terminal Device Control

Introduction

This chapter discusses the general terminal interface to control asynchronous communica-
tion ports. The functions on thermio(7) manual page are used to access and config-
ure the hardware interface to a terminal.

Also included in this chapter is a discussion of the mechanisms involved with opening and
closing a terminal device file, as well as input/output processing.

The remainder of this chapter addresses the STREAMS mechanism as it relates to termi-
nal device control. The STREAMS-based terminal subsystem provides a uniform interface
for implementing character 1/O devices and networking protocols in the kernel. Also dis-
cussed here is the notion of the STREAMS-based pseudo-terminal subsystem which pro-
vides the user with an identical interface to the STREAMS-based terminal subsystem.

Terminal Device Control Functions

General Terminal Interface

Terminal Device Control functions offer a general terminal interface for controlling asyn-
chronous communication-ports in a device-independent manner using parameters stored
in thetermios structure which is defined by thadermios.h>  header file (see
termios(7) ). The OS also usdsrmios to control the operation of network-connec-
tions. Table 7-1 gives an overview of this interface:

Table 7-1. Terminal Device Control Functions

Feature/Function Description Interface

General Terminal Characteristics

- get output baud-rate cfgetospeed
- set output baud-rate cfsetospeed
- get input baud-rate cfgetispeed
- set input baud-rate cfsetispeed
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Table 7-1. Terminal Device Control Functions (Cont.)

General Terminal Control Functisn

- get state of terminal tcgetattr

- set state of terminal tcsetattr

- line control function tcsendbreak
- line control function tcdrain

- line control function tcflush

- line control function tcflow

- get foreground process-group-id tcgetpgrp

- set foreground process-group-id tcsetpgrp

Thetermios structure stores the values of settable terminal I/O parameters used by
functions to control terminal 1/0O characteristics and the operation of a terminal-device-
file. The<termios.h>  header file defines thermios structure to contain at least the
following members (seermios(7) ):

tcflag_t c_iflag;  /* input modes */
tcflag_t c_oflag;  /* output modes */
tcflag_t c cflag;  /* control modes */
tcflag_t c_Iflag;  /* local modes */
cc_t c_cc[NCCS]; /*control chars */

The <termios.h>  header file defines the typeflag_t aslong , the typecc_t as
char . The<termios.h>  header file also defines the symbolic-constdGCSas the
size of the control-character array.

Baud Rates

The structurgermios stores the input and output baud-rates ioflag . Table 7-2
below shows symbolic names definecitermios.h>  and the baud-rate each repre-
sents:

Table 7-2. Baud-Rates Definitions

Symbolic Constant  Associated baud-rate

BO hang up
B50 50 baud
B75 75 baud
B110 110 baud
B134 134.5 baud
B150 150 baud
B200 200 baud
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Control Modes
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Table 7-2. Baud-Rates Definitions (Cont.)

Symbolic Constant  Associated baud-rate

B300 300 baud
B600 600 baud
B1200 1200 baud
B1800 1800 baud
B2400 2400 baud
B4800 4800 baud
B9600 9600 baud
B19200 19200 baud
B38400 38400 baud

Note that the zero baud-raiy, is used to terminate the connectiorBlfis specified, the
modem control lines are no longer asserted; normally, this disconnects the line (see
cfsetospeed(2) andtcsetattr(2) ):

Thetermios structure members iflag ,c oflag ,c cflag andc Iflag take
as values the bitwise inclusive-OR of bitwise distinct masks with symbolic names defined
by the<termios.h>  header file (setermios(7) ).

The input-modes field_iflag  specifies treatment of terminal input. Callirgad on a
terminal-device-file works as described in “Input Processing and Reading Data” and the
value ofc_iflag  along with the value of Iflag  determine how to process input read
from the terminal (seermios(7) ).

The output-modes field_oflag  specifies treatment of terminal output. Callingte

on a terminal-device-file works as described in “Writing Data and Output Processing” and
the value ofc_oflag determines how to process output written to the terminal (see
termios(7) ).

The control-modes field cflag specifies communication control for terminals. The
value ofc_cflag controls characteristics of the communications-port to a terminal-
device, but the underlying hardware may fail to supportatiflag values (see
termios(7) ). A communication-port other than an asynchronous serial connection may
ignore some of the control-modes; for example, if an attempt is made to set the baud-rate
on a network-connection to a terminal on another host, the baud-rate may or may not be
set on the connection between the terminal and the machine it is directly connected to.
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Local Modes and Line Disciplines

The local-modes field_Iflag  specifies thdine-disciplinefor the terminal. The line-
discipline works as described in “Canonical Mode Input Processing” and “Non-Canonical
Mode Input Processing” and the valuecofflag  along with the value of_iflag
determine how the line-discipline acts on input from a terminal-device-file (see
termios(7) ).

Special Control Characters
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The arrayc_cc specifies the special control-characters that affect the operation of the
communication-port and the processing of terminal input and output as described in the
“Special Characters” section below. For each entry of the control-charactec accay

the following are typical default values:

Table 7-3. Terminal Device Control Character Array

Subscript  Subscript Character Character

Value Name Value Description

0 VINTR ASCII DEL INTR character

1 VQUIT ASCII FS QUIT character

2 VERASE # ERASE character
3 VKILL @ KILL character

4 VEOF ASCII EOT EOF character

5 VEOL ASCII NUL EOL character

6 reserved

7 reserved

8 VSTART ASCII DC1 START character
9 VSTOP ASCII DC3 STOP character
10 VSUSP ASCIl SUB SUSP character

The subscript values are unique, except that/tMN andVTIME subscripts may have the
same value as théEOFandVEOLsubscripts respectively. Thgermios.h>  header file
defines the relative positions, subscript names and default values for the control-character
arrayc_cc (seetermios(7) ).

The NL andCRcharacter cannot be changed. THéR,QUIT,ERASE, KILL,EOF,
EOL, SUSP, STOP andSTARTcharacters can be changed as follows:

struct termios term;

term.c_cc[VINTR] =" a;
term.c_cc[VQUIT] =' b';
term.c_cc[VERASE] =' c
term.c_cc[VKILL] = d;
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term.c_cc[VEOF] =" €;
term.c_cc[VEOL] =" f;
term.c_cc[VSUSP] =" g;
term.c_cc[VSTOP] =" h’;

term.c_cc[VSTART]

’

wherea, b, ¢, d, e, f, g, Andi are theINTR, QUIT, ERASE, KILL, EOF, EOL,
SUSP, STOP andSTARTcharacters respectively.

Implementations which prohibit changing tBREARTandSTOPcharacters may ignore the
character values in the cc array indexed by theSTARTandVSTOPsubscripts when
tcsetattr is called, but return the character value wiesetattr is called (see
tcsetattr(2) ).

If _POSIX_VDISABLE is defined for the terminal-device-file, and the value of one of the
changeable special control-characters equBf3SIX_VDISABLE, that function is dis-

abled; that is, the special character is ignored on input and is not recognized (see “Special
Characters” section below). IEANONis clear, the value of POSIX_VDISABLE lacks

any special meaning for théMIN andVTIME entries of the_cc array.

Opening a Terminal Device File

When a terminal-device-file is opened, it normally causes the process to wait until a con-
nection is established. In practice, application-programs seldom open such files; instead, at
system-initialization time special-programs open terminal-device-files asdahdard

input, standard outputindstandard errorfiles (seestdio(4) ).

Opening a terminal-device-file with the fla&y NONBLOCHlear on th@pen system call
causes the process to block until the terminal-device is ready and available (see
open(2) ). The flagCLOCALcan also affect thepen system call (seermios(7) ).

Input Processing and Reading Data

A terminal-device accessed through an open terminal-device-file ordinarily operates in
full-duplex mode. This means data may arrive at any time, even while output is occurring.
Each terminal-device-file has associated with it an “input-queue,” into which the system
stores incoming data before the process reads that data. The system imposes a limit of
MAX_INPUT the maximum allowable number of bytes of input data, on the number of
bytes of data that it stores in the input-queue. Data is lost only when the input-queue
becomes completely full, or when an input line exc#ddX_INPUT The behavior of the
system when this limit is exceeded is implementation-dependent.

In the OS, if the data in the terminal-device-file input-queue exceiddé INPUTand
IMAXBEL is clear, all the bytes of data saved up to that point are discarded without any
notice, but ifIMAXBEL is set and the data in the terminal-device-file input-queue exceeds
MAX_INPUT the ASCII BEL character is echoed. Further input is not stored, and any data
already present in the input-queue remains undisturbed.

Two general kinds of input processing are available, determined by whether the terminal-
device-file is operating in canonical mode or non-canonical mode. These modes are
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described in “Canonical Mode Input Processing” and “Non-Canonical Mode Input Pro-
cessing”. Additionally, input is processed according tacthfltag  andc_Iflag  fields
(seetermios(7) ). Such processing can include echoing, which in general means trans-
mitting input data bytes immediately back to the terminal when they are received from the
terminal. This is useful for terminals that can operate in full-duplex mode.

The way a process reading from a terminal-device-file gets data depends on whether the
terminal-device-file is operating in canonical mode or non-canonical mode rétav
operates on a terminal-device-file also depends ondp@m(2) orfcntl(2) sets the

flag O_NONBLOCHr the file:

¢ |[f O_NONBLOCHKNdO NDELAYare clearread blocks until data is avail-
able or a signal interrupts tiead operation.

* |f O_NONBLOCI§ set,read completes, without blocking, in one of the
following three ways:

1. If enough bytes of data are available to satisfy the entire request,
read completes successfully and returns the number of bytes it
transferred.

2. If too few bytes of data are available to satisfy the entire request,
read completes successfully, having transferred as much data as it
could, and returns the number of bytes it actually transferred.

3. If nodata is availablegad returns-1 anderrno equalsEAGAIN.

When data become available depends on whether the input-processing mode is canonical
or non-canonical. The following sections, “Canonical Mode Input Processing” and “Non-
Canonical Mode Input Processing,”describe each of these input-processing modes.

Canonical Mode Input Processing
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In canonical mode input processing, terminal input is processed in units of lines. A line is
delimited by the new-line\ ) character, end-of-fileHOB character or end-of-line
(EOL character (see “Special Characters”section below for more informatie®bBand

EOL.

Processing terminal input in units of lines means that a program attempgid) &rom a
terminal-device-file is suspended until an entire line is typed, or a signal is received. Also,
no matter how many bytes of dataemd may request from a terminal-device-file, it
transfers at most one line of input. It is not, however, necessary to read the entire line at
once; aead may request any number of bytes of data, even one, without losing any data
remaining in the line of input.

If MAX_CANONM defined for this terminal-device, it is a limit on the number of bytes in a
line. The behavior of the system when this limit is exceeded is implementation-dependent.
If MAX_CANOI not defined for this terminal-device, there is no such limit.

It should be noted that there is a possible inherent deadlock if the program and the imple-
mentation conflict on the value 8AX_CANQNVith bothICANONandIXOFF set when

more thanMAX_CANONharacters transmitted without a line-feed, transmission is
stopped, the line-feed (or carriage-returtORLF is set) never arrives, and tread is

never satisfied.
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A program should never s&XOFF if it is using canonical-mode unless it knows that
(even in the face of a transmission error) the conditions described previously cannot be
met or unless it is prepared to deal with the possible deadlock in some other way, such as
time-outs.

NOTE

This would only occur if the transmitting side was a communica-
tions device (for example, an asynchronous port). This normally
will not happen since the transmitting side is a user at a terminal.

It should also be noted that this can be made to happen in non-canonical-mode if the num-
ber of characters received that would cab€@FF to be sent is less thafMIN when
VTIME equals zero.

With the OS, if the data in the line-discipline buffer exceldids<_ CANOI canonical
mode andMAXBEL is clear, all the bytes of data saved in the buffer up to that point are
discarded without any notice, butiIMIAXBEL is set and the data in the line-discipline
buffer exceedAX_INPUT the ASCII BEL character is echoed. Further input is not
stored, and any data already present in the input-queue remains undisturbed.

During input,eraseandkill processing occurs whenever either of two special characters,
the ERASEandKILL characters is received (see “Special Characters”). This processing
affects data in the input-queue that has yet to be delimited by a neviekar EOL
character. This un-delimited data makes up the current lineERA&Echaracter deletes

the last character (if any) in the current line; it does not erase beyond the beginning of the
line. TheKILL character deletes all data (if any) in the current line; it optionally outputs a
new-line character. ThRERASEandKILL characters have no effect if the current line
lacks any data.

Both theERASEandKILL characters operate on a key-stroke basis independently of any
backspacing or tabbing. Typically,is the defaulERASEcharacter, an@is the default

KILL character. Th&€RASEandKILL characters themselves are not placed in the input-
queue.

Non-Canonical Mode Input Processing

In non-canonical input processing, input bytes are not assembled into lines, and erase and
kill processing does not occur. The values of bl andTIME members of the_cc
array determine how to process any data received.

MIN is the minimum number of bytes of data thagéad should return when it completes
successfully. IMIN exceeddMAX_INPUT the response to the request is implementation-
defined. With the OS, the maximum value that can be storddifdin c_cc[VMIN] is
256, less thamMAX_INPUTwhich equals 512; thus, théIN value can never exceed
MAX_INPUTTIME is a read-timer with a 0.10 second granularity usédithi -out burst
and short-term data transmissions. The four possible interactions béfWwemdTIME
follow:

1. (MIN>0, TIME>0).
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Becaus€elIME>O0, it serves as an inter-byte timer activated on receipt of the first
byte of data, and reset on receipt of each byte of détd.andTIME interact as
follows:

* As soon as a byte of data is received, the inter-byte timer starts
(remember that the timer is reset on receipt of each byte)

* |f MIN bytes of data are received before the inter-byte timer expires,
theread completes successfully.

* |If the inter-byte timer expires befoMIN bytes of data are received,
theread transfers any bytes received up until then.

WhenTIME expires, aead transfers at least one byte of data because the inter-
byte timer is enabled if and only if a byte of data was received. A program using this
case must wait for at least one byte of data to be read before proceeding. In case
(MIN>0, TIME>0), aread blocks until receiving a byte of data activakéN and

TIME, or a signal interrupts thread . Thus, thaead transfers at least one byte of
data.

2. (MIN>0, TIME=0).

BecausdIME=0, the timer plays no role and ori§IN is significant. Aread com-

pletes successfully only on receiviMN bytes of data (i.e., the pendingad

blocks untilMIN bytes of data are received) or a signal interruptsdbd . Use

these values only when the program cannot continue until a predetermined number
of bytes of data are read. A program using this case to do record-based terminal /0O
may block indefinitely in aead .

3. (MIN=0, TIME>0).

BecauseMIN=0, TIME no longer serves as an inter-byte timer, but now serves as a
read-timer activated whenraad is processed (in canon).r@ad completes suc-
cessfully as soon as any bytes of data are received or the read-timer expees. A
does not transfer any bytes of data if the read-timer expires. If the read-timer does
not expire, aead completes successfully if and only if some bytes of data are
received. In caseMIN=0, TIME>0), theread does not block indefinitely waiting

for a byte of data. If no bytes of data are received withiviE*0.10 seconds after
theread starts, it return® having read no data. If the buffer holds data when a
read starts, the read-timer starts as if it received data immedisi\yand TIME

are useful when a program can assume that data is not availableTaft anter-

val and other processing can be done before data is available.

4. (MIN=0, TIME=0).

Without waiting for more bytes of data to be receivetaal returns the minimum

of either the number of bytes of data requested or the number of bytes of data cur-
rently available. In this case,raad immediately transfers any bytes of data
present, or if no bytes of data are available, it retQrhaving read no data. In case
(MIN=0, TIME=0), read operates identically to th@_NDELAMlag in canonical
mode.

MIN/TIME interactions serve different purposes and thus do not parallel one another. In
case [2]: MIN>0, TIME=0), TIME lacks effect, but with the conditions reversed in case
[3]: (MIN=0, TIME>0), bothMIN andTIME play a role in that receiving a single byte sat-
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isfies theMIN criteria. Furthermore, in case [3MI(N=0, TIME>0), TIME represents a
read-timer, while in case [1]MIN>0, TIME>0), TIME represents an inter-byte timer,

Cases [1] and [2], wheMdIN>0, handle burst mode activity (e.qg., file-transfers), where
programs need to process at |ddfifl bytes of data at éBme . In case [1], the inter-byte
timer acts as a safety measure; in case [2], the timer is turned off.

Cases [3] and [4] handle single byte, timed transfers like those used by screen-based
programs that need to know if a byte of data is present in the input-queue before refreshing
the screen. In case [3], thread is timed, while in case [4], it is not.

One should also note thitiN is always just a minimum, and does not define a record
length. Thus, if a program triesead of 20 bytes when 25 bytes of data are present and
MIN is 10, theread returns 20 bytes of data. In the special cas®lId=0, this still
applies: if more than one byte of data is available, all data is returned immediately.

Writing Data and Output Processing

When a process writes data onto a terminal-devicesfileflag controls how to process

those bytes (seermios(7) ). The OS provides buffering such that a calviite

schedules data for transfer to the device, but has not necessarily completed the transfer
when the call returns (seeite(2)  for the effects o©O_NONBLOCBnhwrite ).

Closing a Terminal Device File

The last process to close a terminal-device-file causes any output remaining to be sent to
the device and any input remaining to be discarded. Following these actions, if the flag
HUPCLis set in the control-modes and the communication-port supports a disconnect
function, the terminal-device does a disconnect.

Because the POSIX.1 standard is silent on whethlrsa  blocks waiting for transmis-

sion to drain, or even if dlose might flush any pending output, a program concerned
about how data in terminal input and output-queues are handled should call the appropri-
ate functions such asdrain  to ensure the desired behavior (sézse(2) and
tcdrain(2) ).

Special Characters

Certain characters have special functions on input or output or both. These functions and
their typical default character values are summarized below:

INTR (typically, rubout or ASCII DEL) sends @nterrupt signal, SIGINT , to all
processes in the foreground process-group for which the terminal is the con-
trolling-terminal. Receiving the sigh&8IGINT normally forces a process to
terminate, but a process may arrange to ignore the signal or to call a signal-
catching function (sesigaction(2) ).
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QUIT

ERASE

KILL

EOF

NL

EOL

SUSP

7-10

If ISIG is set, theéNTR character is recognized and acts as a special character
on input and is discarded when processedt@@aios(7) ).

(typically, control-\ or ASCII FS) sends quit signal,SIGQUIT, to all pro-
cesses in the foreground process-group for which the terminal is the control-
ling-terminal. Receiving the sign8IGQUIT normally forces a process to ter-
minate just as the sign8IGINT does except that, unless a receiving process
makes other arrangements, it not only terminates but a core image file (called
CORB will be created in the current working directory of the process (see
sigaction(2) ).

If ISIG is set, th&QUIT character is recognized and acts as a special character
on input and is discarded when processedt@g®aios(7) ).

(typically, the characte¥) erases the most recently input character in the cur-
rent line (see “Canonical Mode Input Processing”). It does not erase beyond
the start of a line.

If ICANON:Is set, theeRASEcharacter is recognized and acts as a special
character on input and is discarded when processete(seies(7) ).

(typically, the characte@ deletes the entire line, as delimited by an B&EIN,_
or NL character.

If ICANONIis set, th&ILL character is recognized and acts as a special char-
acter on input and is discarded when processeddse@®s(7) ).

(typically, control-d or ASCIlI EOT) generates aBOF from a terminal. On
receivingEOF, aread immediately passes any bytes of data it holds to the
process without waiting for a new-line, and discardsBO& If EOFoccurred

at the beginning of a line,read holds no bytes of data, and returns a byte
count of zero, the standard end-of-file indication.

If ICANON:is set, th&eOFcharacter is recognized and acts as a special charac-
ter on input and is discarded when processedtésagos(7) ).

(ASCII LF) is the normal line delimiter\§' ), which can not be changed or
escaped.

If ICANON:is set, théNL character is recognized and acts as a special character
on input (se¢ermios(7) ).

(typically, ASCII NUL) is an additional line delimiter, like tid_ character.
EOLis not normally used.

If ICANON:is set, th&eOL character is recognized and acts as a special charac-
ter on input (segermios(7) ).

(typically, control-d or ASCIlI SUB) sends astop signal, SIGTSTP, to all
processes in the foreground process-group for which the terminal is the con-
trolling-terminal.

If job-control is supported an®IG is set, theSUSPcharacter is recognized
and acts as a special character on input and is discarded when processed (see
termios(7) ).
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STOP (typically, control-s or ASCII DC3) temporarily suspends output. It is useful
with CRT terminals to prevent output from disappearing before it can be seen.
While output is suspende8;TOPcharacters are ignored not read. Bi€©©OP
character can be changed throughahec array (seg¢ermios(7) ).

If IXON (output control) is set dKOFF (input control) is set, thBTOPchar-

acter is recognized and acts as a special character on both input and output. If
IXON is set, theSTOPcharacter is discarded when processed (see
termios(7) ).

START  (typically, control-q or ASCIl DC1) resumes output suspended §TOP
character. While output is not suspend8@iARTcharacters are ignored and
not read. Th&STARTcharacter can be changed throughahec array (see
termios(7) ).

If IXON (output control) is set dXOFF (input control) is set, thETART
character is recognized and acts as a special character on both input and out-
put. If IXON is set, theSTART character is discarded when processed (see
termios(7) ).

CR (ASCII CR) is a line delimiter,’'r' ), which is translated into the NL char-
acter, and it has the same effect adNheharacter ftCANONandICRNL are
set andGNCRis clear.

If ICANON:is set, theéNL character is recognized and acts as a special character
on input (se¢ermios(7) ).

MIN controls terminal 1/0 during raw modeECANONOoff) processing (see “Canon-
ical Mode Input Processing”).

TIME controls terminal 1/0 during raw modd8CANONoff) processing (see “Non-
Canonical Mode Input Processing”).

The NL andCRcharacter cannot be changed. TN&R, QUIT, ERASE, KILL,
EOF, EOL, SUSP, STOP andSTARTcharacters can be changed throughcthee
array (seeermios(7) ).

The ERASEKILL andEOFcharacters may be entered literally (their special meaning
escaped) by preceding them with the escape chardtte).(In this case, no special func-
tion is done and the escape character is not read as input.

The Controlling-Terminal and Process-Groups

A terminal may belong to a process asdtsitrolling-terminal which is a terminal
uniquely associated with one session. Each process of a session with a controlling-termi-
nal has the same controlling-terminal assigned to it. Each session may have at most one
controlling-terminal associated with it and vice versa. A terminal may be assigned to at
most one session as the controlling-terminal. Certain input sequences from the control-
ling-terminal cause signals to be sent to all processes in the process-group for the control-
ling-terminal (seg¢ermios(7) ). The controlling-terminal plays a special role in han-
dling quit andinterruptsignals (see “Special Characters”).
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The controlling-terminal for a session is acquired bysimsion-leademwhich is the pro-

cess that created the session;gbssion-idbf a session equals the process-id of the ses-
sion-leader. When a session-leader acquires a controlling-terminal for its session, it
thereby becomes theutrolling-processof that session (sesetsid(2) ). Should the
terminal later cease to be a controlling-terminal for the session of the session-leader, the
session-leader ceases to be a controlling-process.

When a session-leader without a controlling-terminal opens a terminal-device-file and the
flag O_NOCTTYs clear oropen , that terminal becomes the controlling-terminal assigned

to the session-leader if the terminal is not already assigned to some session (see
open(2) ). When any process other than a session-leader opens a terminal-device-file, or
the flagO_NOCTTYs set oropen, that terminal does not become the controlling-termi-

nal assigned to the calling-process.

A controlling-terminal distinguishes one of the process-groups in the session assigned to it
as theforegroundprocess-group; all other process-groups in the sessidraekground
process-groups. By default, when the session-leader acquires a controlling-terminal, the
process-group of the session-leader becomes the foreground process-group of the control-
ling-terminal. The foreground process-group plays a special role in handling signal-gener-
ating input characters (see “Special Characters” above).

A new process inherits the controlling-terminal through fiink  operation (see
fork(2) ). When a process caltetsid to create a new session, the process relin-
quishes its controlling-terminal; other processes remaining in the old session with that ter-
minal as their controlling-terminal continue to have it (sesid(2) ). When all file-
descriptors that denote the controlling-terminal in the system are closed (whether or not it
is in the current session), it is unspecified whether all processes that had that terminal as
their controlling-terminal cease to have any controlling-terminal. Whether and how a ses-
sion-leader can reacquire a controlling-terminal after the controlling-terminal is relin-
quished in this fashion is unspecified. A process does not relinquish its controlling-termi-
nal simply by closing all of its file-descriptors that denote the controlling-terminal if other
processes continue to have it open.

When a session-leader terminates, the current session relinquishes the controlling-terminal
allowing a new session-leader to acquire it. Any further attempts to access the terminal by
other processes in the old session may be denied and treated as if modem-disconnect was
detected on the terminal.

Session Management and Job Control
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If _POSIX_JOB_CONTROIs defined, the OS supports job-control and command inter-
preter processes supporting job-control can assign the terminal to different jobs, or pro-
cess-groups, by placing related processes in a single process-group and assigning the pro-
cess-group with the terminal. A process may examine or change the foreground process-
group of a terminal assuming the process has the required permissiotrgétee

parp(2) andtcsetpgrp(2) ). Thetermios facility aids in this assignment by
restricting access to the terminal by processes outside of the foreground process-group
(see Chapter 10. “Signals, Job Control, and Pipes” in this guide).

When there is no longer any process whose process-id or process-group-id matches the
process-group-id of the foreground process-group, the terminal lacks any foreground pro-
cess-group. It is unspecified whether the terminal has a foreground process-group when
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there is no longer any process whose process-group-id matches the process-group-id of the
foreground process-group, but there is a process whose process-id matches the process-
group-id of the foreground process-group. Only a successful cadsétpgrp  or
assignment of the controlling-terminal as described can make a process-group the fore-
ground process-group of a terminal (sesetpgrp(2) ).

Background process-groups in the session of the session-leader are subject to a job-control
line-discipline when they attempt to access their controlling-terminal. Typically, they are
sent a signal that causes them to stop, unless they have made other arrangements (see
signal(4) ). An exception is made for processes that belong to a orphaned process-
group, which is a process-group none of whose members have a parent in another process-
group within the same session and thus share the same controlling-terminal. When these
processes attempt to access their controlling-terminal, they return errors, because there is
no process to continue them if they should stop (see chapter “Signals, Job Control, and
Pipes” in this guide).

Improving Terminal I/O Performance

For user-level programs that read and write to terminals, the TTY subsystem the OS pro-
vides a flexible interface, known as tteemio facility. The flexibility of thetermio

facility enables users to perform efficient TTY 1/O in a wide range of applications. How-
ever, the improper use of theymio can result in inefficient user programs. This section
discusses writing programs that usemio and focuses on the topics of buffer size,
canonical mode, raw mode and flow control and provides several code examples.

User programs that read from terminal devices must read from TTYs in either canonical
mode or raw mode.

TTY in Canonical Mode

In canonical mode, characters are read from the device and processed before being
returned. This processing translates kill and erase characters. Characters are not returned
until a new line KIL), end of file EOR, or end of line EOL) is read, which means that
characters are returned a line at a time. Canonical mode is usually associated with termi-
nals.

An important factor to consider when using canonical mode is what to do when reading
from a TTY device for which characters are not available. IGThEDELAYlag has been

set for the TTY, then sualead s return &, indicating that no characters are available.
Otherwiseyread s will not return until a character is available. If a program can perform
other processing when characters are not available from a TTY, thén N2ELA¥flag
should be set for the TTY. This might require programs to be more complicated, but the
complication are offset by an increase in efficiency.

The following function shown in Screen 7-1 opens a TTY device for reading or writing
(line 12), places it in canonical mode (line 23), and set©thdDELAYoption so that
read s are not blocked when characters are not available (line 12).
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TTY in Raw Mode
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C#include <fcntl.h> \

2 #include <termio.h>

3

4 extern struct termio old_term;
5

6 setupl(TTY)

7 char *TTY;

8 {

9 int fid;

10 struct termio new_term;

12 if((fid = open(TTY, O_RDWR|O_NDELAY)) == -1)
{

13

14 printf(“open failed.\n");

15 exit(1);

16 }

17 else if (ioctl(fid, TCGETA, &old_term) == -1)
18 {

19 printf(“ioctl get failed.\n");

20 exit(1);

22 new_term = old_term;
23 new_term.c_lIflag |= ICANON;
24 if (ioctl(fid, TCSETA, &new_term) == -1)

25 {

26 printf(“ioctl set failed.\n");
27 exit(1);

28 }

29 return fid;

Screen 7-1. Improving TTY Performance Canonical Mode

In raw mode, characters are read and returned as is; that is, without being processed. Read-
ing from a TTY device in raw mode is faster than reading from a TTY device in canonical
mode. In the interest of efficiency, raw mode should be used when characters do not need
to be canonically processed.

Just as in canonical mode, TTY devices that are in raw mode must deal with the problem
of what to do when reading from a device for which characters are not available. The
O_NDELAYflag only applies to TTY devices that are in canonical mode. The same func-
tion is provided by th#IN andTIME values for raw TTY devices. By choosing appropri-

ate values oMIN andTIME, a programmer can help maximize efficiency when reading
from TTY devices in raw mode.

The following function shown in Screen 7-2 inputs a TTY that has previously been opened
in raw mode and sets théiN andTIME options to bé so thatead s will not be blocked
when characters are not available.
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é )

#include <termio.h>
2
3 extern struct termio old_term;
4
5 setup2(fid)
6 int fid;

8 struct termio new_term;

10 if (ioctl(fid, TCGETA, &old_term) == -1)

11 {

12 printf(“ioctl get failed.\n");
13 exit(1);

14}

15

16 new_term = old_term;

17 new_term.c_lflag &= ~ICANON;
18 new_term.c_cc[VMIN] = 0;
19 new_term.c_cc[VTIME] = 0;

21 if (ioctl(fid, TCSETA, &new_term) == -1)

22 {

23 printf(“ioctl set failed.\n");
24 exit(1);

25 }

Screen 7-2. Improving TTY Performance Raw Mode

Flow control becomes a problem when a program that reads from a TTY device that can-
not keep up with the number of characters that are coming into the TTY. If this happens,
characters are over-written in the TTY input queue before they can be read by the pro-
gram.

Conversely, when a program writes to a TTY, the device might not be able to keep up with
the TTY. When this happens, characters that are written by a program to a TTY are not
being seen by the appropriate device.

Thetermio facility provides a mechanism called software flow control to solve this
problem. If a program cannot keep up with the characters coming into a TTY, the TTY
sends &TOPcharacter to the originator. The originator, upon receipt odff@Pcharac-

ter, stops sending characters to the TTY until it receivedARTcharacter. The TTY
sends th&TARTcharacter when the program has sufficiently emptied its input queue.

If a device cannot keep up with a TTY, the device sen8§@Pcharacter to the TTY.
Upon receipt of th&TOPcharacter, the TTY stops sending characters to the terminal until
it receives &8TARTcharacter. The terminal sends BifARTcharacter when it has suffi-
ciently emptied its input queue. The TTY then blocks writes to the TTY until the TTY's
output has sufficiently emptied.

Three different options are provided for flow contrt{ON, IXOFF, andIXANY. If
IXOFF is set, then software flow control is enabled on the TTY's input queue. The TTY
transmits &5TOPcharacter when the program cannot keep up with its input queue and
transmits &8TARTcharacter when its input queue in nearly empty again.
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If IXON is set, software flow control is enabled on the TTY's output queue. The TTY
blocks writes by the program when the device to which it is connected cannot keep up
with it. If IXANY is set, then any character received by the TTY from the device restarts
the output that has been suspended.

The following function shown in Screen 7-3 setsiK&NY, IXOFF, andIXANY options
for a TTY device that has previously been opened so that software flow control is enabled
for both input and output.

4 N

#include <termio.h>
2
3 extern struct termio old_term;
4
5 setup3(fid)
6 intfid;
7 {
8 struct termio new_term;
9
10 if (ioctl(fid, TCGETA, &old_term) == -1)
11 {
12 printf(“ioctl get failed.\n");
13 exit(1);
14 }
15
16 new_term = old_term;
17 new_term.c_iflag |= IXON | IXOFF | IXANY;
18
19 if (ioctl(fid, TCSETA, &new_term) == -1)
20 {
21 printf(“ioctl set failed.\n");
22 exit(1);
23 }

\_ Y,

Screen 7-3. Improving TTY Performance Flow Control

When you design programs that read and write for the TTY subsystem, remember to
address buffer size, canonical/raw mode and flow control concerns to ensure programming
efficiency. For further information, see the following references:

¢ termio(7) in theSystem Files and Devices Reference.

e open(2) ,read(2) ,andioctl(2) in theOperating System API Ref-
erence.

¢ termio(BA_ENV) intheSystem V Interface Definition.

STREAMS-Based Terminal Subsystem

The OS implements the terminal subsystem in STREAMS. The STREAMS-based termi-
nal subsystem (see Figure 7-1) provides many benefits:

* Reusable line discipline modules. The same module can be used in many
STREAMS where the configuration of these STREAMS may be different.
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* Line discipline substitution. Although the OS provides a standard terminal
line discipline module, another one conforming to the interface may be
substituted. For example, a remote login feature may use the terminal sub-
system line discipline module to provide a terminal interface to the user.

* |Internationalization. The modularity and flexibility of the STREAMS-
based terminal subsystem enables an easy implementation of a system that
supports multiple byte characters for internationalization. This modularity
also allows easy addition of new features to the terminal subsystem.

* Easy customizing. Users may customize their terminal subsystem environ-
ment by adding and removing modules of their choice.

* The pseudo-terminal subsystem. The pseudo-terminal subsystem can be
easily supported.

* Merge with networking. By pushing a line discipline module on a network
line, you can make the network look like a terminal line.

User Process

User Space
* Kernel Space
downstream
Stream Head
Line
Discipline

TTY

Driver
upstream

161300

Figure 7-1. STREAMS-based Terminal Subsystem
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The initial setup of the STREAMS-based terminal subsystem is handled with the
ttymon(1M) command within the framework of the Service Access Facility (SAF) or
the autopush facility.

The STREAMS-based terminal subsystem supgertsio , thetermios specification

of the POSIX standard, multiple byte characters for internationalization, the interface to
asynchronous hardware flow control and peripheral controllers for asynchronous terminals
(seetermio(7) , termios(7) andtermiox(7) ).

To useshl with the STREAMS-based terminal subsystem, gk driver is imple-
mented as a STREAMS-based driver. Howevergstte feature is being phased out and
users are encouraged to use the job control mechanism. Note thahbo#nd job
control should not be run simultaneously.

Line Discipline Module

A STREAMS line discipline module callddterm (seeldterm(7) ) is a key part of

the STREAMS-based terminal subsystem. Throughout this chapter, the terms “line disci-
pline” andldterm are used interchangeably and refer to the STREAMS version of the
standard line discipline and not the traditional character versitanm performs the
standard terminal 1/0O processing that was traditionally done throudimésey mecha-

nism.

Thetermio andtermios specifications describe four flags that are used to control the
terminal:c_iflag  (defines input modesy, oflag  (defines output modes), cflag

(defines hardware control modes), andflag  (defines terminal functions used by
Idterm ). To process these flags elsewhere (for example, in the firmware or in another
process), a mechanism is in place to turn on and off the processing of these flags. When
Idterm is pushed, it sends &m CTLmessage downstream, which asks the driver which
flags the driver will process. The driver sends back that message in response if it needs to
changddterm 's default processing. By defautiterm assumes that it must process all
flags except_cflag unless it receives a message telling otherwise.

Default Settings

Whenldterm is pushed on the Stream, the open routine initializes the settings of the
termio flags. The default settings are:

c_iflag = BRKINT|ICRNL|IXON]|ISTRIP|IXANY
c_oflag = OPOST|ONLCR|TAB3

c cflag=0

c_lflag = ISIG|]ICANON|ECHO|ECHOK

In canonical modelCANONflag inc_lflag  is turned on)read from the terminal file
descriptor is in message nondiscaRIMSGNmMode (sestreamio(7) ). This implies
that in canonical modeead on the terminal file descriptor always returns at most one
line regardless of how many characters have been requested. In noncanonicedadode,
is in byte-streamRNORMmode.
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Open and Close Routines

The open routine of theterm  module allocates space for holding state information.

Theldterm module establishes a controlling tty for the line wheMaSETOPTSnes-
sage 60 _flags is set toSO_ISTTY) is sent upstream. The Stream head allocates the
controlling tty on the open, if one is not already allocated.

To maintain compatibility with existing application-programs that useXhDELAY
flag, theopen routine sets th6&O_NDELONIag on in theso_flags field of the
stroptions structure in thél_SETOPT$nessage.

The open routine fails if there is insufficient space for allocating the state structure, or
when an interrupt occurs while the open is sleeping until memory becomes available.

The close routine frees all the outstanding buffers allocated by this Stream. It also sends an
M_SETOPTS3nessage to the Stream head to undo the changes made by the open routine.
Theldterm module also sendd_STARTandM_STARTI messages downstream to
undo the effect of any previold STORPandM_STOPImessages.

Read-Side Processing

Theldterm module's read-side processing pas andservice proceduresidterm
can send the following messages upstream:

M_DATA, M_BREAK, M_PCSIG, M_SIG, M_FLUSH, M_ERROR, M_IOCACK,
M_IOCNAK, M_HANGUP, M_CTL, M_SETOPTS, M_COPYOUT, and M_COPYIN .

Theldterm module's read-side process?dsBREAKM_DATAM_CTL M_FLUSH
M_HANGURNdM_IOCACKmessages. All other messages are sent upstream unchanged.

Theput procedure scans the message for flow control charatx@sl), signal generat-
ing characters, and after (possible) transformation of the message, queues the message for
theservice procedure. Echoing is handled completely bysérwice  procedure.

In canonical mode if theCANONTflag is on inc_Iflag , canonical processing is per-
formed. If thel CANONflag is off, noncanonical processing is performed teee

mio(7) for more details). Handlin MINNVTIME in the STREAMS environment is
somewhat complicated, becausad needs to activate a timer in tlidterm module in
some cases; hence, read notification becomes necessary. When a user isstles &m
putldterm in noncanonical mode, thdterm module sends ad_SETOPTS3nessage

to the Stream head to register read notification. Further reads on the terminal file descrip-
tor causes the Stream head to issu¢aREADMmessage downstream and data are sent
upstream in response to the READmessage. With read notification, buffering of raw
data is performed bldterm . It is possible to canonize the raw data when the user has
switched from raw to canonical mode. However, the reverse is not possible.

To summarize, in noncanonical mode, ktiterm module buffers all data until a request
for the data arrives in the form of & _READmessage. The number of bytes sent
upstream is the argument of thie READmessage.

Input flow control is regulated by tHdterm module by generatinil_STARTI and
M_STOPIhigh-priority messages. When sent downstream, receiving drivers or modules
take appropriate action to regulate the sending of data upstream. Output flow control is
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activated wherdterm receives flow control characters in its data stream.|dteem
module then sets an internal flag indicating that output processing is to be
restarted/stopped and sendMarSTARTM_STOHRmMessage downstream.

Write-Side Processing

Write-side processing of tHdterm  module is performed by the write-sigat and
service procedures. Thigiterm module supports the followirigctl  s:

TCSETA TCSETAW TCSETAE TCSETS TCSETSW TCSETSE TCGETA
TCGETS TCXONC TCFLSH TCSBRK TIOCSWINSZ TIOCGWINSZ and
JWINSIZE.

All ioctl s not recognized by tHdterm module are passed downstream to the neigh-
boring module or driver. BSD functionality is turned off IBXTEN (seetermio(7)
for more details).

The following messages can be received on the write-side:

M_DATA, M_DELAY, M_BREAK, M_FLUSH, M_STOP, M_START, M_STOP!I,
M_STARTI, M_READ, M_IOCDATA, M_CTL, and M_IOCTL.

On the write-side, thidterm module processed FLUSHM_DATAM_IOCTL, and
M_READmessages, and all other messages are passed downstream unchanged.

An M_CTLmessage is generated ldferm as a query to the driver for an intelligent
peripheral and to determine the functional splitttsmio processing. If all or part of

termio  processing is done by the intelligent periphddiérm can turn off this pro-
cessing to avoid computational overhead. This is done by sending an appropriate response
to theM_CTLmessage, as follows: (see dderm(7) ).

e If allthetermio processing is done by the peripheral hardware, the driver
sends amM_CTLmessage back tdterm  with ioc_cmd of the structure
iocblk set toMC_NO_CANON Idterm is to handle altermio pro-
cessing, the driver sends &h CTLmessage withhoc_cmd set to
MC_DO_CANORefault isMC_DO_CANON

¢ |If the peripheral hardware handles only part oftdrenio  processing, it
informsldterm in the following way:

The driver for the peripheral device allocatesMirDATAmMessage large
enough to hold @&ermios structure. The driver then turns on those

c iflag ,c oflag ,andc Iflag fields of thetermios structure that

are processed on the peripheral device by ORing the flag values. The
M_DATAmessage is then attached tobheont field of theM_CTLmes-

sage it received. The message is sent batdkkeom with ioc_cmd in

the data buffer of thbl_CTLmessage set idC_PART_CANON

Theldterm module does not check if write-side flow control is in effect before forward-
ing data downstream. It expects the downstream module or driver to queue the messages
on its queue until flow control is lifted.
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EUC Handling in Idterm

The idea of letting post-processing (iheflags ) happen off the host processor is not
recommended unless the board software is prepared to deal with international (EUC) char-
acter sets properly. The reason for this is that post-processing must take the EUC informa-
tion into accountldterm  knows about the screen width of characters (that is, how many
columns are taken by characters from each given code set on the current physical display)
and it takes this width into account when calculating tab expansions. When using multi-
byte characters or multicolumn charactieiterm automatically handles tab expansion
(whenTAB3 s set) and does not leave this handling to a lower module or driver.

By default, multibyte handling bidterm is turned off. Whendterm receives an
EUC_WSEToctl  call, it turns multibyte processing on, if it is essential to handle prop-
erly the indicated code set. Thus, if one is using single byte 8-bit codes and has no special
multicolumn requirements, the special multicolumn processing is not used at all. This
means that multibyte processing does not reduce the processing speed or efficiency of
l[dterm unless it is actually used.

The following describes how the EUC handlinddterm  works:

First, the multibyte and multicolumn character handling is only enabled when the
EUC_WSEToctl indicates that one of the following conditions is met:

* Code set consists of more than one byte (including8and/orSS3) of
characters.

* Code set requires more than one column to display on the current device, as
indicated in th&eUC_WSEtructure.

Assuming that one or more of the above conditions, EUC handling is enabled. At this
point, a parallel array, used for other information, is allocated. When a byte with the high
bit arrives, it is checked to see if it$62 or SS3. If so, it belongs to code set 2 or 3. Oth-
erwise, it is a byte that comes from code set 1. Once the extended code set flag has been
set, the input processor retrieves the subsequent bytes, as they arrive, to build one multi-
byte character. A counter field tells the input processor how many bytes remain to be read
for the current character. The parallel array holds the display width of each logical charac-
ter in the canonical buffer. During erase processing, positions in the parallel array are con-
sulted to figure out how many backspaces need to be sent to erase each logical character.
(In canonical mode, one backspace of input erases one logical character, no matter how
many bytes or columns that character consumes.) This greatly simplifies erase processing
for EUC.

Thet_maxeuc field holds the maximum length, in memory bytes, of the EUC character
mapping currently in use. Thaucwioc field is a substructure, which holds information
about each extended code set.

Thet_eucign field aids in output post-processing (tab expansion). When characters are
output,ldterm keeps a column to show the current cursor column. When it sends the
first byte of an extended character, it adds the number of columns required for that charac-
ter to the output column. It then subtracts one from the total width in memory bytes of that
character and stores the result iaucign . This field tellsldterm how many bytes to
ignore for the purposes of column calculatiddtgrm  calculates the appropriate num-

ber of columns when it sees the first byte of the character.)
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The fieldt_eucwarn is a counter for occurrences of bad extended characters. It is mostly
useful for debugging. After receiving a certain number of invalid EUC characters (perhaps
because of some problem on the line or with declared values), a warning is given on the
system console.

There are two relevant files for handling multibyte charactezac.h> and<eucio-

ctl.h> . The<eucioctl.h> header contains the structure that is passed with
EUC_WSE&andEUC_WGEGgalls. The normal way to use this structure is taaVIDTH

(see note below) from the locale using a mechanism sugbtagith  or setlocale

and then copy the values into the structurgencioctl.h> , and send the structure

using an_STR ioctl  call. TheEUC_WSETall informs thddterm module about the
number of bytes in extended characters and how many columns the extended characters
from each set consume on the screen. This aldtesn to treat multibyte characters as
single entities for erase processing and to calculate correctly tab expansions for multibyte
characters.

NOTE

LC_CTYPE(instead ofCSWIDTH should be used in the environ-
ment in PowerMAX OS systems. Selrtbl(1M) for more
information.

The file<euc.h> has the structure with fields for EUC width, screen width, and wide
character width. The following functions are used to set and get EUC widths (these func-
tions assume the environment wheredhewidth_t  structure is needed and available):
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(.

include <eucioctl.h> /* need some other things too, like stropts.h */ \

struct eucioc eucw; /* for EUC_WSET/EUC_WGET to line discipline */
eucwidth_t width; /* return struct from _getwidth() */

/*
*set_euc  Send EUC code widths to line discipline.
*

set_euc(e)
set_euc(struct eucioc *e)

struct strioctl sb;

sb.ic_cmd = EUC_WSET;
sb.ic_timout = 15;

sh.ic_len = sizeof(struct eucioc);
sbh.ic_dp = (char *) e;

if (ioctl(0, I_STR, &sb) < 0)
fail();
}

/*
*euclook  Get current EUC code widths from line discipline.
*/

euclook(e)
euclook(struct eucioc *e)

struct strioctl sb;

sh.ic_cmd = EUC_WGET;

sb.ic_timout = 15;

sh.ic_len = sizeof(struct eucioc);

sb.ic_dp = (char *) e;

if (ioctl(0, I_STR, &sbh) < 0)

fail();

printf(*CSWIDTH=%d:%d,%d:%d,%d:%d,
e->eucw[1], e->scrw[1],
e->eucw[2], e->scrw[2],
e->eucw[3], e->scrw[3));

- )

The brief discussion of multiple byte character handling bydeem module was pro-
vided here for those interested in internationalization applications in the OS.

Support of termiox

The OS includes the extended general terminal interfacéefsaiox(7) ) that supple-
ments thdermio(7)  general terminal interface by adding for asynchronous hardware
flow control, isochronous flow control and clock modes, and local implementations of

additional asynchronous featurésrmiox(7) is handled by hardware drivers if the
board supports it.

Hardware flow control supplements ttegmio(7)  IXON, IXOFF, andIXANY charac-

ter flow control. Theermiox(7) interface allows for both unidirectional and bidirec-
tional hardware flow control. Isochronous communication is a variation of asynchronous
communication where two communicating devices provide transmit and/or receive clock
to each other. Incoming clock signals can be taken from the baud rate generator on the
local isochronous port controller. Outgoing signals are sent on the receive and transmit
baud rate generator on the local isochronous port controller.
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Terminal parameters are specified in teemiox structure that is defined in the
<termiox.h>

Hardware Emulation Module

7-24

If a Stream supports a terminal interface, a driver or module that understaindgsall

to support terminal semantics (specifiedtéymio andtermios ) is needed. If there is

no hardware driver that understandsadtl commands downstream from tlokerm

module, a hardware emulation module must be placed downstream frddtetime

module. The function of the hardware emulation module is to understand and acknowl-
edge thdoctl s that may be sent to the process at the Stream head and to mediate the
passage of control information downstream. The combination ddtdren module and

the hardware emulation module behaves as if there were a terminal on that Stream.

The hardware emulation module is necessary whenever there is no tty driver at the end of
the Stream. For example, it is necessary in a pseudo-tty situation where there is process-
to-process communication on one system and in a network situation wieznei@

interface is expected (for example, remote login) but there is no tty driver on the Stream.

Most actions taken by the hardware emulation module are the same regardless of the
underlying architecture. However, some actions differ depending on whether the commu-
nication is local or remote and whether the underlying transport protocol supports the
remote connection.

Each hardware emulation module has an open, close, read puteyocedure, and
write queueput procedure.

The hardware emulation module does the following:

* Processes, if appropriate, and acknowledges receipt of the following
ioctl s on its write queue by sending &h IOCACKmessage back
upstreamTCSETA TCSETAWICSETAFTCSETS TCSETSWICSETSE
TCGETATCGETSandTCSBRK

¢ Acknowledges the Extended UNIX Code (EU@)t  s.

* |f the environment supports windowing, it acknowledges the windowing
ioctl s TIOCSWINSZ TIOCGWINSZ andJWINSIZE. If the environ-
ment does not support windowing, & IOCNAKmessage is sent
upstream.

¢ |f any otherioctl s are received on its write queue, it sendslafDCNAK
message upstream.

* When the hardware emulation module receivedalfOCTL message of
type TCSBRKon its write queue, it sends Eh IOCACKmessage upstream
and the appropriate message downstream. For examNe,BREAKNes-
sage could be sent downstream.

* When the hardware emulation module receive$afOCTL message on
its write queue to set the baud rate td GSETAVWith CBAUDset toB0),
it sends arM_IOCACKmessage upstream and an appropriate message
downstream; for networking situations this probably isvaiPROT®nes-
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sage, which is a TPT_DISCON_REQnmessage requesting the transport
provider to disconnect.

¢ All other messagesM DATAand so forth) not mentioned here are passed
to the next module or driver in the Stream.

The hardware emulation module processes messages in a way consistent with the driver
that exists below.

STREAMS-based Pseudo-Terminal Subsystem

The pseudo-terminal subsystem (pseudo-tty) supports a pair of STREAMS-based devices
called the “master” device and “slave” device. The slave device provides processes with
an interface that is identical to the terminal interface. However, where all devices that pro-
vide the terminal interface have some hardware device behind them, the slave device has
another process manipulating it through the master half of the pseudo terminal. Anything
written on the master device is given to the slave as an input and anything written on the
slave device is presented as an input on the master-side.

Figure 7-2 illustrates the architecture of the STREAMS-based pseudo-terminal sub-
system. The master driver callgdm is accessed through the clone driver (see
clone(7) ) and is the controlling part of the system. The slave driver cpiedworks

with theldterm module and the hardware emulation module to provide a terminal inter-
face to the user process. An optional packetizing module qadlgd is also provided. It

can be pushed on the master-side to support packet mode.

The number of pseudo-tty devices that can be installed on a system depends on available
memory.

Line Discipline Module

In the pseudo-tty subsystem (see Figure 7-2), the line discipline mttleien is
pushed on the slave side to present the user with the terminal interface.

Idterm may turn off the processing of theiflag ,c oflag , andc _Iflag fields to
allow processing to take place elsewhere. Titerm module may also turn off all
canonical processing when it receiveMinCTLmessage with theIC_NO_CANOddmM-
mand to support remote mode. Althoudterm passes through messages without pro-
cessing them, the appropriate flags are set when a iget” , such asTCGETAor
TCGETSis issued to show that canonical processing is being performed.
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Figure 7-2. Pseudo-tty Subsystem Architecture

Pseudo-tty Emulation Module — ptem

Because the pseudo-tty subsystem has no hardware driver downstream fidterrthe
module to process the terminattl  calls, another module that understandsigb#
commands is placed downstream fromIthterm . This module, known gstem, pro-
cesses all the terminmictt commands and mediates the passage of control information
downstream.
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ldterm andptem together behave like a real terminal. Because there is no real terminal
or modem in the pseudo-tty subsystem, some oioitte commands are ignored and
cause only an acknowledgment of the command piér@a module keeps track of the ter-

minal parameters set by the various “set” commands su¢SETAor TCSETAWuUt

does not usually perform any action. For example, if one of the itsedt” s is called,

none of the bits in the cflag field of termio has any effect on the pseudo-terminal
except if the baud rate is set to 0. When setting the baud rate to 0, it has the effect of hang-
ing up the pseudo-terminal.

The pseudo-terminal has no concept of parity so none of the flagsdnitlag  that
control the processing of parity errors have any effect. The delays specified in the
c_oflag field are not also supported.

Theptem module does the following:

* Processes, if appropriate, and acknowledges receipt of the following
ioctl s on its write queue by sending &h IOCACKmessage back
upstream:

TCSETA TCSETAW TCSETAE TCSETS TCSETSW
TCSETSE TCGETA TCGETSand TCSBRK

¢ Keeps track of the window size; information needed foMIECSWINSZ
TIOCGWINSZ andJWINSIZE ioctl commands.

* When it receives any othaoctl on its write queue, it sends an
M_IOCNAKmessage upstream.

* |t passes downstream the followiingtl s after processing them:

TCSETA TCSETAW TCSETAE TCSETS TCSETSW
TCSETSE TCSBRKand TIOCSWINSZ

¢ ptem frees anyM_IOCNAKmessages it receives on its read queue in case
thepckt module is not on the pseudo-terminal subsystem and the above
ioctl s get to the master's Stream head, which then sendsI&CNAK
message.

* In its open routine, the@tem module sends aM_SETOPTSmessage
upstream requesting allocation of a controlling tty.

¢ When theptem module receives aW_IOCTL message of typ@ CSBRK
on its read queue, it sends En IOCACKmessage downstream and an
M_BREAHKnessage upstream.

* When it receives aioctl message on its write queue to set the baud rate
to 0 (TCSETAWvith CBAUD set to BO0), it sends ai_ IOCACKmessage
upstream and a 0O-length message downstream.

* When it receives aM_IOCTL of type TIOCSIGNAL on its read queue, it
sends arM_IOCACKdownstream and aM_PCSIGupstream where the
signal number is the same as in ihelOCTL message.

* When theptem module receives all_IOCTL of type TIOCREMOTEN
its read queue, it sends Bh IOCACKmessage downstream and the appro-
priateM_CTLmessage upstream to enable/disable canonical processing.
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Remote Mode

Packet Mode
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* When it receives aM_DELAYmessage on its read or write queue, it dis-
cards the message and does not act on it.

* When it receives aM_IOCTL message with typdWINSIZE on its write
gueue and if the values in tjweinsize  structure ofpptem are not zero, it
sends aM_IOCACKmessage upstream with tjegnsize  structure. If
the values are zero, it sendsMnIOCNAKmessage upstream.

* When it receives aW_IOCTL message of typElOCGWINSZon its write
gueue and if the values in thdnsize structure are not zero, it sends an
M_IOCACKmessage upstream with tivnsize  structure. If the values
are zero, it sends &M_IOCNAKmessage upstream. It also saves the infor-
mation passed to it in theinsize  structure and sends a STREAMS sig-
nal message for sign8IGWINCHupstream to the slave process if the size
changed.

* When the ptem module receives aM_IOCTL message with type
TIOCGWINSZon its read queue and if the values inwhesize struc-
ture are not zero, it sends &h IOCACKmessage downstream with the
winsize  structure. If the values are zero, it senddMalOCNAKmessage
downstream. It also saves the information passed to it initngze
structure and sends a STREAMS signal message for sgiG&l/INCH
upstream to the slave process if the size changed.

¢ All other messages not mentioned above are passed to the next module or
driver.

A feature known as remote mode is available with the pseudo-tty subsystem. This feature
is used for applications that perform the canonical function normally done lifeira

module and tty driver. The remote mode allows applications on the master-side to turn off
the canonical processing. Aoctl TIOCREMOTEwith a nonzero parameter
(ioctl(fd, TIOCREMOTE, 1) ) is issued on the master-side to enter the remote
mode. When this occurs, & CTLmessage with the commalMC_NO_CANGOBIsent to
theldterm module indicating that data should be passed when received on the read-side
and no canonical processing is to take place. The remote mode may be disabled by
ioctl(fd, TITOCREMOTE, 0)

The STREAMS-based pseudo-terminal subsystem also supports a feature called packet
mode. This is used to inform the process on the master-side when “state” changes have
occurred in the pseudo-tty. Packet mode is enabled by pushipgkhemodule on the
master-side. Data written on the master-side is processed normally. When data is written
on the slave-side or when other messages are encounteredpoitthenodule, a header

is added to the message so it can be retrieved later by the master-sidgetritega oper-

ation.

Thepckt module does the following:
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* When a message is passed to this module on its write queue, the module
does no processing and passes the message to the next module or driver.

* Thepckt module creates a_PROT@nessage when one of the follow-
ing messages is passed to it:

M_DATA, M_IOCTL, M_PROTO/M_PCPROTO, M_FLUSH,
M_START/M_STOP, M_STARTI/M_STOPI, and M_READ.

All other messages are passed through. MhBROT@nessage is passed upstream
and retrieved when the user issgetmsg(2)

¢ If the message is avi_FLUSHmessageyckt does the following:

If the flag isSFLUSHWIt is changed t&LUSHR(becausd-LUSHRwas the original

flag before thepts driver changed it), packetized into kh PROT®nessage, and
passed upstream. To prevent the Stream head's read queue from being flushed, the
originalM_FLUSHmessage must not be passed upstream.

If the flag isSFLUSHR it is changed t&LUSHWpacketized into aM_PROTGnes-
sage, and passed upstream. To flush the write queues propevlyFat/SHmes-
sage with thé-LUSHWlag set is also sent upstream.

If the flag isFLUSHRWhe message with both flags set is packetized and passed
upstream. AmM_FLUSHmessage with theELUSHWlag set is also sent upstream.

Pseudo-tty Drivers — ptm and pts

In order to use the pseudo-tty subsystem, a node for the master-sidéddnivpimx

andN number of slave drivers must be installédlig determined at installation time.) The
names of the slave devices &lev/pts/ M whereM has the values 0 throughl. A

user accesses a pseudo-tty device through the master device ftal)etthat in turn is
accessed through the clone driver (Sleae(7) ). The master device is set up as a clone
device where its major device number is the major for the clone device and its minor
device number is the major for them driver.

The master pseudo-driver is opened bydpen system call withdev/ptmx as the
device to be opened. The clone open finds the next available minor device for that major
device; a master device is available only if it and its corresponding slave device are not
already open. There are no nodes in the file system for master devices.

When the master device is opened, the corresponding slave device is automatically locked
out. No user may open that slave device until it is unlocked. A user may invoke a function
grantpt  that will change the owner of the slave device to that of the user who is running
this process, change the group IDitio , and change the mode of the devic®8@0 .

Once the permissions have been changed, the device may be unlocked by the user. Only
the owner or superuser can access the slave device. The user must then invoke the
unlockpt  function to unlock the slave device. Before opening the slave device, the user
must call theptsname function to obtain the name of the slave device. The functions
grantpt , unlockpt , andptsname are called with the file descriptor of the master
device. The user may then invoke thpen system call with the name that was returned

by theptsname function to open the slave device.
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The following example shows how a user may invoke the pseudo-tty subsystem:

\

int fdm fds;
char *slavename;
extern char *ptsname();

fdm = open(“/dev/ptmx”, O_RDWR); /* open master */
grantpt(fdm); /* change permission of slave */
unlockpt(fdm); /* unlock slave */

slavename = ptsname(fdm); /* get name of slave */

fds = open(slavename, O_RDWR); /* open slave */

ioctl(fds, I_PUSH, “ptem”); /* push ptem */

ioctl(fds, I_PUSH, “Idterm”);  /* push Idterm */

J

Unrelated processes may open the pseudo-device. The initial user may pass the master file
descriptor using a STREAMS-based pipe or a slave name to another process to enable it to
open the slave. After the slave device is open, the owner is free to change the permissions.

NOTE

Certain programs such agite andwall are set group-ID
(setgid )totty and are also able to access the slave device.

After both the master and slave have been opened, the user has two file descriptors that
provide full-duplex communication using two Streams. The two Streams are automati-
cally connected. The user may then push modules onto either side of the Stream. The user
also needs to push tipem andldterm modules onto the slave-side of the pseudo-ter-
minal subsystem to get terminal semantics.

The master and slave drivers pass all STREAMS messages to their adjacent queues. Only
theM_FLUSHheeds some processing. Because the read queue of one side is connected to
the write queue of the other, tReUSHRflag is changed t6LUSHWlag and vice versa.

When the master device is closed MnHANGURessage is sent to the slave device that
will render the device unusable. The process on the slave-side getsrie ENXIO

when attempting to write on that Stream but it will be able to read any data remaining on
the Stream head read queue. When all the data has beereaghdeturns0 indicating

that the Stream can no longer be used.

On the last close of the slave device, a 0-length message is sent to the master device. When
the application on the master-side issuemad or getmsg andO is returned, the user of

the master device decides whether to issdese that dismantles the pseudo-terminal
subsystem. If the master device is not closed, the pseudo-tty subsystem will be available to
another user to open the slave device.

Because 0-length messages are used to indicate that the process on the slave-side has
closed and should be interpreted that way by the process on the master-side, applications
on the slave-side should netite  0-length messages. If that occurs, wWrige returns

0, and the 0-length message is discarded bptdra module.

The standard STREAMS system calls can access the pseudo-tty devices. The slave
devices support th® _NDELAYandO_NONBLOCRags. Because the master-side does
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not act like the terminal, © NONBLOCHKr O_NDELAYs setread on the master side
returns-1 with errno  set toEAGAINIf no data is available, andrite  returns-1 with
errno  set toEAGAINIf there is internal flow control.

The master driver supports tH8PTM andUNLKPTioctl s that are used by the func-
tionsgrantpt , unlockpt , andptsname (seegrantpt(3C) , unlockpt(3C) ,
ptsname(3C) ). Theioctl ISPTM determines whether the file descriptor is that of an
open master device. On success, it returns the major/minor numbedétygde) of the

master device that can be used to determine the name of the corresponding slave device.
Theioctl  UNLKPTunlocks the master and slave devices. It retOroa success. On
failure, theerrno is set toEINVAL indicating that the master device is not open.

The format of these commands is:
int ioctl  (int fd, int commangdint arg)
wherecommands eitherlSPTM or UNLKPTandarg is 0. On failure,-1 is returned.

When data is written to the master-side, the entire block of data written is treated as a sin-
gle line. The slave-side process reading the terminal receives the entire block of data. Data
is not input-edited by thiglterm module regardless of the terminal mode. The master-
side application is responsible for detecting an interrupt character and sending an interrupt
signalSIGINT to the process in the slave-side. This can be done as follows:

ioctl  ( fd, TIOCSIGNAL, SIGINT)

whereSIGINT is defined in the file<signal.h> . When a process on the master-side
issues thisoctl , the argument is the number of the signal that should be sent. The spec-
ified signal is then sent to the process group on the slave-side.

To summarize, the master driver and slave driver have the following characteristics:

* Each master driver has a one-to-one relationship with a slave device based
on major/minor device numbers.

* Only one open is allowed on a master device. Multiple opens are allowed
on the slave device according to standard file mode and ownership permis-
sions.

* Each slave driver minor device has a node in the file system.

* An open on a master device automatically locks out an open on the corre-
sponding slave driver.

* A slave cannot be opened unless the corresponding master is open and has
unlocked the slave.

* To provide a tty interface to the user, tdeerm andptem modules are
pushed on the slave-side.

* A close on the master sends a hang-up to the slave and renders both
Streams unusable after all data has been consumed by the process on the
slave side.

* The lastclose on the slave-side sends a O-length message to the master
but does not sever the connection between the master and slave drivers.
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grantpt

Thegrantpt function changes the mode and the ownership of the slave device that is
associated with the given master device. Given a file descfihtgrantpt  first checks

that the file descriptor is that of the master device. If so, it obtains the name of the associ-
ated slave device and sets the user ID to that of the user running the process and the group
IDtotty . The mode of the slave device is sed6@0 .

If the process is already running as root, the permission of the slave can be changed
directly without invoking this function. The interface is:

grantpt (int fd)

Thegrantpt function return® on success and on failure. It fails if one or more of

the following occursfd is not an open file descriptdd is not associated with a master
device, the corresponding slave could not be accessed, or a system call failed because no
more processes could be created.

unlockpt

Theunlockpt  function clears a lock flag associated with a master/slave device pair. Its
interface is:

unlockpt (int fd)

Theunlockpt  returnsO on success and on failure. It fails if one or more of the fol-
lowing occursfd is not an open file descriptor fafis not associated with a master device.

ptsname

Theptsname function returns the name of the slave device that is associated with the
given master device. It first checks that the file descriptor is that of the master. If it is, it
then determines the name of the corresponding slave ddeidets/ M and returns a
pointer to a string containing the null-terminated pathname. The return value points to
static data whose content is overwritten by each call. The interface is:

char *ptsname (int fd)

The ptsname function returns a nobNULL pathname on success andlldLL pointer
upon failure. It fails if one or more of the following occutsis not an open file descriptor
or fd is not associated with the master device.
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Introduction

8
Internationalization

This chapter describes the programming interface to the PowerMAX OS
internationalization feature. Its primary audience is the application programmer in C,
although it may be of interest to system programmers and, to a lesser extent,
administrators. It is assumed that readers are experienced in the UNIX system and the C
language.

The chapter consists of a discussion of the programming interface, and covers only as
much of the interface as programmers will need to get started. Much of the details can be
found in the manual pages of the reference set. A list of UNIX system commands that
have been enhanced for internationalization is provided in this chapter.

For the most part, the discussion concentrates on the Syshemplémentation of ANSI
standard C functions. These routines are supported in turn by the X/Open consortium, of
which many System V vendors are members. To provide as realistic a view as possible, we
give the locations of files used by these functions as they would be installed on a System V
target implementation. You should not assume that these will be their locations on other
X/Open or ANSI C-conforming systems, nor should you assume that these locations are
permanent even on System V installations. In other words, the path names we provide
should not be hardcoded in programs intended to be portable across UNIX or C language
implementations. Similarly, although some type of “extended character set” will be
supported on every X/Open and ANSI C-conforming system, the discussion below of
“extended UNIX code” (EUC) is specific to System V, and should not be taken to describe
the character encoding elsewhere.

Of course, both System V and X/Open go beyond the ANSI C standard in various other
ways, most importantly in providing facilities for handling program messages in
international contexts. In this regard, note that System V offers two distinct approaches to
message handling, only one of which is standard to X/Open. Both approaches are
described below, but keep in mind that the X/Open method is employed throughout much
of Europe, so you can generally count on wider support for it than for the System V-
specific method. By and large, System V internationalization is aligned with the X/Open
Portability Guide Issue 4nd the ISO/IEC 9945-2 (POSIX.2) specification.The only
significant departures from this guide is that full support for internationalized regular
expressions is not provided and the names and syntaxes of the commands used to build the
locale specific files do not match the standards.
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Discussion

Organization

8-2

This chapter describes C language functions that you can use to write UNIX applications
that will process input and generate output in a user's native language or cultural
environment. It shows you how to use these functions and some associated commands to
create programs that make no assumptions about the language environments in which they
will be run, and so are portable across these environments. We'll also look at a STREAMS
module calledkbd (for “keyboard display”) that can be programmed to alter or
supplement data as it flows between the physical terminal and a user process to produce
language-dependent effects: for example, characters that cannot be entered from terminal
keyboards, for instance, or overstriking sequences on printers.

The basic idea behind the internationalization interface is that at any time a C program has
a current “locale”: a collection of information on which it relies for language- or culture-
dependent processing. This information is supplied by implementations and seen by the
program only at run time. Because the information is stored externally to the program,
applications need not make — and should not make if they mean to be portable — any
assumptions about

¢ the code setaised by the implementation in which they are executed. The
7-bit US ASCII code set, for example, cannot represent every member of
the Spanish character set; the 8-bit code sets used for most European
languages cannot represent every ideogram and phonogram in the Japanese
language.

* the cultural and language conventiong the application's users. The same
date is formatted in the United States6és4/90 , in Great Britain as
14/6/90 , in Germany a44.6.90 . Similar problems arise in formatting
numeric and monetary values. By language conventions we mean, for
instance, that the shagp“3” (bihne) in German is collated as; the
characterch in Spanish is collated after all other character sequences
starting withc.

¢ thelanguage of the messageswhich the program communicates with the
user. Interactive applications in an English-speaking setting usually will
guery users at some point foy@s orno response; in a German-language
setting the responses will lj@ ornein ; in a French oneui ornon.
Program error messages will differ much more widely than that across
languageskile not found , Fichier inexistant , and so on.

A typical locale, then, consists of an encoding scheme; databases that describe the
conventions appropriate to some nationality, culture, and language; and a file which you
supply, that contains your program's message strings in whatever language the locale
implements.

The discussion is organized in terms of these three elements of a locale. “Character Repre-
sentation” describes the character encoding used by System V implementations that
support the internationalization feature, and the ANSI C library functions that perform
codeset-dependent tasks. It also discusses the sequences of bytes, or “multibyte
characters,” that are needed to encode Asian-language ideograms. “Cultural and Language
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Conventions” looks at ANSI C functions that collate strings and format cultural
information in locale-dependent ways. “Message Handling” describes the functions you
use to generate program messages in a user's native languagebdrheettion outlines

the function of the STREAMS module used as the keyboard display interface. Before we
turn to this material, there's some background we need to give on how C programs
determine their locales.

NOTE

For the relationship of System V internationalization to the ANSI
C and X/Open standards, see the “Introduction” section in the
beginning of this chapter.

One or more locales is provided by every UNIX system implementation that supports the
internationalization feature. Each OS program begins ifiGhelocale, which causes all
library functions to behave as they have historically. T@SIX” locale is another name

for the defaultC” locale. Either name can be used to specify the default locale. Any other
locale will cause certain functions to behave in the appropriate language- or culture-
dependent ways. Locales can have names that are striffgsneh” |, “german” , and

so forth (orfr” and“de” , following ISO conventions) — but onliC”, “POSIX”

and™” are guaranteed. When given as the second argument to the Ad¢8bcale

function, the string” tells the program to change its current locale to the one set by the
user, or the system administrator for all users, in the UNIX system shell environment. Any
other argument will cause the program to change its current locale to the one specified by
the string. See thenviron(5) manual page for further information.

Locales are partitioned into categories:
LC _CTYPE character representation information
LC_TIME date and time printing information
LC_MONETARY currency printing information
LC_NUMERIC numeric printing information
LC_COLLATE sorting information
LC_MESSAGES message information

In the implementation's view, these categories are files in directories named for each locale
it supports; the directories themselves are kepusrlib/locale . In the user's
view, the categories are environment variables that can be set to given locales:

$ LC_COLLATE=german export LC_COLLATE
$ LC_CTYPE=french export LC_CTYPE
$ LC_MESSAGES=french export LC_MESSAGES
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In the program's view, the categories are macros that can be passed as the first argument to
setlocale  to specify that it change the program's locale for just that category. That is,

setlocale(LC_COLLATE, “);

tells the program to use the sorting information for the locale specified in the environment,
in this casegerman , but leaves the other categories unchanged.

LC_ALL is the macro that specifies the entire locale. Given the environment setup above,
the code

setlocale(LC_ALL, “);

would allow a user to work in a French interface to a program while sorting German text
files. When the.C_ALL variable is set, it overrides all othe€_ variables, as well as the
LANGsetting; setting it t@panish , for instance, causes all the categories to be set to
spanish in the environment. TheANGenvironment variable is checked after the
environment variables for individual categories, so a user could set a catefyengho

and usd. ANGto set the other categoriessjmanish

setlocale , then, is the interface to the program's locale. Any program that has a need to
use language or cultural conventions should put a call such as

#include <locale.h>
[*..*
setlocale(LC_ALL, “);

early in its execution path. You'll generally want to liseas the second argument to
setlocale  so that your application will change locales correctly for whatever language
environment in which it is run. Occasionally, though, you may want to change the locale
or a portion of it for a limited duration in a way that's transparent to the user.

Suppose, for example, there are parts of your program that need only the ASCII upper-
and lowercase characters guaranteed by ANSI C indtype.h> header. In these parts,

in other words, you want the program to see the character classification information in
LC_CTYPEfor the“C” locale. Since the user of the program in a non-ASCII environment
will presumably have s&tC_CTYPEto a locale other thatC” , and will not be able to
change its setting mid-program, you'll have to arrange for the program to change its
LC_CTYPElocale whenever it is in those parsetlocale returns the name of the
current locale for a given category and serves in an inquiry-only capacity when its second
argument is a null pointer. So you might want to use code something like this:

char *oloc;
r*.*
oloc = setlocale(LC_CTYPE, NULL);
if (setlocale(LC_CTYPE, “C") 1= 0)
{
/* use temporarily changed locale */
(void)setlocale(LC_CTYPE, oloc);

}

Thesetlocale(3C) function is described in section (3C) of the reference manual set.
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Every System V implementation that supports the internationalization feature can
represent up to four code sets concurrently in an 8-bit byte stream. The code sets are
configured in a scheme called “extended UNIX code,” or EUC. As shown in Table 8-1, the
primary code set (code set 0) is always 7-bit US ASCII. Each byte of any character in a
supplementary code set (code sets 1,2, or 3) has the high-order bit set; code sets 2 and 3
are distinguished from code set 1 and each other by their use of a special “shift byte”
before each character.

Table 8-1. EUC Code Set Representations

Code Set| EUC Representation

0 OXXXXXXX

1 IXXXXXXX [ IXXXXXXX]

2 SS2 IXXXXXXX [ IXXXXXXX]
3 SS3 IXXXXXXX [ IXXXXXXX]

There are two shift byte§S2 andSS3. SS2is represented in hexadecimal @y8e ;
SS3is represented HYx8f .

EUC is provided mainly to support the huge number of ideograms needed for I/O in an
Asian-language environment. To work within the constraints of usual computer
architectures, these ideograms are encoded as sequences of bytes, or “multibyte
characters.” Because single-byte characters (the digits 0-9, say) can be intermixed with
multibyte characters, the sequence of bytes needed to encode an ideogram must be self-
identifying: regardless of the supplementary code set used, each byte of a multibyte
character will have the high-order bit set; if code sets 2 or 3 are used, each multibyte
character will also be preceded by a shift byte. In a moment, we'll take a closer look at
multibyte characters and at the implementation-defined integramigpar t that lets

you manipulate variable width characters as uniformly sized data objects called “wide
characters.” We'll also discuss the functions you use to manage multibyte and wide
characters.

Of course, programmers developing applications for less complex linguistic environments
need not concern themselves with the details of multibyte or wide character processing. In
Europe, for instance, a single 8-bit code set can hold all the characters of the major
languages. In these environments, at least one 8-bit character set will be represented in the
EUC code sets, usually code sets 0 and 1. Other character sets may be represented
simultaneously, in various combinations. Applications will work correctly with any
standard 7- or 8-bit character set, provided (1) they are “8-bit clean” — they make no
assumptions about the contents of the high-order bit when processing characters; and (2)
they use correctly the functions supplied by the interface for codeset-dependent tasks —
character classification and conversion, in other words. We'll take a brief look at these
issues now.
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“8-bit Clean”

UNIX system applications written for 7-bit US ASCII environments have sometimes
assumed that the high-order bit is available for purposes other than character processing.
In data communications, for instance, it was often used as a parity bit. On receipt and after
a parity check, the high-order bit was stripped either by the line discipline or the program

to obtain the original 7-bit character:

char c;
/* bitwise AND with octal value 177 strips high-order bit
*
/
c &= 0177,

Other programs used the high-order bit as a private data storage area, usually to test a flag:

char c;

[*.*

¢ |= 0200;/* bitwise OR with octal value 200 sets flag */
[*.*

¢ &= 0177;/* bitwise AND removes flag */

r*.*

if (¢ & 0200)/* test if flag set */

{

r*.*

}

¢ &= 0177;/* original character */

Neither of these practices will work with 8-bit or larger code sets. To show you how to
store data in a codeset-independent way, we'll look at code fragments from a UNIX system
program before and after it was made 8-bit clean. In the first fragment, the program sets

the high-order bit of characters quoted on the command line:

/#define LITERAL "xd3

#define QUOTE 0200

register int c;

register char *argp = arg->argval;

if (c == LITERAL)/* character is a single quote */

/* get next character until next single quote */
while ((c = getc()) && ¢ != LITERAL)
{

*argp++ = (c | QUOTE);

\_

~

)

In the next fragment, the same data is stored by internally placing backslashes before

guoted characters in the command string:
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Cdefine LITERAL "\xd3 \

register int c;
register unsigned char *argp = arg->argval;

if (¢ == LITERAL)

{
while ((c = getc()) && ¢ != LITERAL)
{

/* precede each character within single quotes with a backslash */
*argp++ ="\,
*argpt+ = c;

}

\_ J
Because the data is stored in 8-bit character values rather than the high-order bit of the
qguoted characters, the program will work correctly with code sets other than US ASCII.
Note, by the way, the use of the typesigned char  in the declaration of the character

pointer in the second fragment. We'll discuss the reasons why you use it in the next
section.

Character Classification and Conversion

The ANSI C functions declared in theetype.h> header file classify or convert
character-coded integer values according to type and conversion information in the
program's locale. The tables used by these functions are stored.i@_t6& YPEfile in

the locale’s directory. Thehrtbl(1M) andwchrtbl(IM)  commands are used to
build these locale specific tables. All the classification functions exséigit and
isxdigit can return nonzero (true) for single-byte supplementary code set characters
when theLC_CTYPEcategory of the current locale is other th@h or“POSIX”. In a
Spanish localesalpha('~") should be true. Similarly, the case conversion functions
toupper andtolower will appropriately convert any single-byte supplementary code
set characters identified by tlsalpha  function.

The point of these functions is to let you determine a character's type or case without
reference to its numeric value in a given code set. Whereas a program written for a US
ASCII environment might test whether a character is printable with the code.

if (c<=037]|c==0177)

a codeset-independent program will isg®int
if (lisprint(c) )

Similarly,
¢ = toupper(c);

will do the same thing as

if(c>='a' && c <='2")
c+="a -'Aj

without relying on the fact that upper- and lowercase characters are numerically
contiguous in the US ASCII code set.
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Sign Extension

The<ctype.h> functions are almost always macros that are implemented using table
lookups indexed by the character argument. Their behavior is changed by resetting the
table(s) to the new locale's values. The classification functions are described on the
ctype(3C) manual page, the conversion functions onadbev(3C) page. Both
single- and multibyte character classification and conversion routines are declared in the
<wctype.h> header, and described on the pagetype(3W) andwconv(3W) . Note

that the multibyte routines are not part of the ANSI C standard, nor are the single-byte
functionsisascii  andtoascii

In some C language implementations, character variables that are not explicitly declared
signed orunsigned are treated as nonnegative quantities with a range typically from 0
to 255. In other implementations, they are treated as signed quantities with a range
typically from -128 to 127. When a signed object of tgpar is converted to a wider
integer, the machine is obliged to propagate the sign, which is encoded in the high-order
bit of the new integer object. If the character variable holds an eight-bit character with the
high-order bit set, the sign bit will be propagated the full width of an object ofrtype@r

long , producing a negative value.

You can avoid this problem (which typically occurs with tigpe functions) by
declaring asinsigned any object of typehar that is liable to be converted to a wider
integer. In the example we showed earlier, for instance, the declaration of the character
pointer as of typeinsigned char  would guarantee that on any implementation the
values pointed at will be nonnegative. On this system, objects ofltygpe are by default
unsigned.

Characters Used as Indices

Wide Characters

8-8

A related problem arises when characters are used as indices into arrays and tables. If a
table has been defined to contain only 128 possible characters, the amount of allocated

memory will be exceeded if an eight-bit character whose value is greater than 127 is used

as an index. Moreover, if the character is signed, the index may be negative.

The solution, at least when dealing with 8-bit code sets, is obviously to increase the size of
the table from the 7-bit maximum of 128 to the 8-bit maximum of 256. And again, to
declare the object that will hold the character as tyysigned char

Earlier in this section we looked at the encoding scheme used for the multibyte characters
that are needed to represent Asian-language ideograms. We noted that because single-byte
characters can be intermixed with multibyte characters, the sequence of bytes needed to
encode an ideogram must be self-identifying: regardless of the supplementary code set
used, each byte of a multibyte character will have the high-order bit set. In this way, any
byte of a multibyte character can always be distinguished from a member of the primary,
7-bit US ASCII code set, whose high-order bit is not set (or “0”). If code sets 2 or 3 are
used, each multibyte character will also be preceded by a shift byte; that is, if code set 1
were dedicated to a single-byte character set, either of code sets 2 or 3 could be used to
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represent multibyte characters. Given some set of these encodings, then any program
interested in the next character will be able to determine whether the next byte represents a
single-byte character or the first byte of a multibyte character. If the latter, then the
program will have to retrieve bytes until the character is complete. A maximum of two
bytes per multibyte character is supported in the supplementary code sets (exclusive of the
single shift bytes used for code sets 2 and 3).

Some of the inconvenience of handling multibyte characters would be eliminated, of
course, if all characters were a uniform number of bytes. ANSI C provides the
implementation-defined integral typechar_t to let you manipulate variable-width
characters as uniformly sized data objects called wide characters. Since there can be
thousands or tens of thousands of ideograms in an Asian-language set, programs must use
a 32-bit sized integral value to hold all membeavshar_t is defined in the headers
<stdlib.h> and<widec.h> as atypedef declaration ofong .

Implementations provide appropriate libraries with functions that you can use to manage
multibyte and wide characters. We'll look at these functions below.

For each wide character there is a corresponding EUC representation and vice versa; the
wide character that corresponds to a regular single-byte character is required to have the
same numeric value as its single-byte value, including the null character. There is no
guarantee that the value of the magfoFcan be stored inwachar_t , just asEOFmight

not be representable aslzar .

Table 8-2. EUC and Corresponding 32-bit Wide-Character Representation

ggtde EUC Code Representation Wide-character Representation

0 OXXXXXXX 0000000000000000000000000XXXXXNX

1 IXXXXXXX 0011000000000000000000000XXXXXAX
IXXXXXXX LXXXXXXX 001100000000000000XXXXXXXXXXXXX

2 SS2 IXXXXXXX 0001000000000000000000000XXXXXAX
SS2 IXXXXXXXLXXXXXXX 000100000000000000XXXXXXXXXXXXX

3 SS3 IXXXXXXX 0010000000000000000000000XXXXXXX
SS3 IXXXXXXXLXXXXXXX 001000000000000000XXXXXXXXXXXXX

Most of the functions provided let you convert multibyte characters into wide characters
and back again. Before we turn to the functions, we should note that most application
programs will not need to convert multibyte characters to wide characters in the first place.
Programs such adiff , for example, will read in and write out multibyte characters,
needing only to check for an exact byte-for-byte match. More complicated programs such
asgrep , that use regular expression pattern matching, may need to understand multibyte
characters, but only the common set of functions that manages regular expressions needs
this knowledge. The progragrep itself requires no other special multibyte character
handling. Finally, note that except filsc , the libraries described below are archives,

not shared objects. They cannot be dynamically linked with your program.
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Multibyte and Wide-character Conversion

ANSI C provides five library functions that manage multibyte and wide characters:

mblen length of next multibyte character

mbtowc convert multibyte character to wide character

wctomb convert wide character to multibyte character

mbstowcs convert multibyte character string to wide character string
wcstombs convert wide character string to multibyte character string

The first three functions are described onrtitchar(3C) manual page, the last two on
thembstring(3C)  page.

Input/Output

Since most programs will convert between multibyte and wide characters just before or
after performing 1/Olibc  provides routines that let you manage the conversion within
the 1/O function itselfgetwc , for instance, reads bytes from a stream until a complete
EUC character has been seen and returns it in its wide-character represeagaation.

does the same thing for stringsitwc andputws are the corresponding write versions.

Of course, these routines and others are functionally similar tstttie(3S)
functions; they differ only in their handling of EUC representations. Check the 3W
manual pages for details. Here is a look at how you can expect the functions to work.

Given the following declarations:

#include <stdio.h>
#include <widec.h>

wchar_t s1[BUFSIZ]; /* declare array s1 to store wide characters*/
char SZ[BU FSlZ]; / * declare array s2 of characters
for EUC representation */

a multibyte string can be input insd usinggetws :

getws(sl); I* read EUC string from stdin and convert
to process code string in s1 */

gets andstrtows

gets(s2); /* read EUC string from stdin into s2 */
strtows(s1, s2); /* convert EUC string in s2 to process
code string in s1 */

the %wsconversion specifier facanf :

scanf(“%ws”, Sl); I* read EUC string from stdin and convert to
process code string in s1 */

the%sconversion specifier facanf andstrtows

8-10
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scanf(“%s”, SZ); /* read EUC string from stdin into s2 */
strtows(s1, s2); [* convert EUC string in s2 to process
code string in s1 */

You can us@utws , wstostr , and the¥wsconversion specifier fgrintf  in the same
way for output.

Character Classification and Conversion

curses Support

Single- and multibyte character classification and conversion functions are provided in
libc . You can use these routines to test 7-bit US ASCII characters, for instance, in their
wide-character representations, or to determine whether multibyte characters are
ideograms, phonograms, or the like. Seevibtype(3W) andwconv(3W) manual
pages for details. Theewupper(3C) andtowlower(3C) functions provide
conversion of wide characters between upper and lower case.

As noted, these routines are declared incthehar.h> header file.

32-bit versions of certaiourses functions are provided ilibcurses  and declared in
<curses.h> . Check the 3X manual pages especiallyses(3X) , for some of the
things you need to look out for in using these functions.

C Language Features

To give even more flexibility to the programmer in an Asian environment, ANSI C
provides 32-bit wide character constants and wide string literals. These have the same
form as their non-wide versions except that they are immediately prefixed by thé letter

X' regular character constant
¥ regular character constant
L'x' wide character constant
L¥ wide character constant
“abc¥xyz” regular string literal
L“abc¥xyz” wide string literal

Note that multibyte characters are valid in both the regular and wide versions. The
sequence of bytes necessary to produce the ideogrianencoding-specific, but if it
consists of more than one byte, the value of the character coéstenimplementation-
defined, just as the value @b’ is implementation-defined. A regular string literal
contains exactly the bytes (except for escape sequences) specified between the quotes,
including the bytes of each specified multibyte character. Of course, programs using this
feature will probably not be portable.

When the compilation system encounters a wide character constant or wide string literal,
each multibyte character is converted (as if by callingritbtowc function) into a wide
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character. Thus the type b¥ iswchar_t and the type of“abc¥xyz” is array of
wchar_t with length eight. (Just as with regular string literals, each wide string literal
has an extra zero-valued element appended, but in these casesdhé & with value
zero.)

Just as regular string literals can be used as a short-hand method for character array
initialization, wide string literals can be used to initiakzehar t arrays:

wchar_t *wp = L"a¥z";

wchar_t x[] = L"a¥z";

wchar t y[]={L'a', L¥, L'z, O}
wchar_t z[] = {a’, L¥, 'z', \0};

In the above example, the three arrayy andz as well as the array pointed to p,
have the same length and all are initialized with identical values.

Adjacent wide string literals will be concatenated, just as with regular string literals.
Adjacent regular and wide string literals produce undefined behavior.

System-defined Words

8-12

The UNIX system uses a number of special words to identify system resources, user and
group names, process IDs, peripherals, and other information. The following should be
specified only with characters from the primary 7-bit ASCII code set:

¢ process ID numbers
* message queue, semaphore, and shared memory identifiers
¢ external symbol names and fill patterns for¢bheandas commands

* layer names

Although the following can be specified with supplementary code set characters, we
recommend against it:

* user names

* group names

* passwords

* names of devices, terminals, and special devices
¢ printer names and printer class names

* system names

¢ disk pack, diskette, and tape label/volume names
* names visible to other machines on a network

¢ environment variable names

The following can be specified with primary or supplementary code set characters, subject
to length limitations imposed by the file system:
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¢ file names
¢ directory names
e command names

¢ file system names

File name prefixes of the form , or suffixes of the formc , must be specified with
characters from the primary code set.

Cultural and Language Conventions

Date and Time

In this section we'll look at how programs interpret or print the formatted date and time, or

formatted numeric and monetary values, in locale-dependent ways. We'll also look at the
functions you use to collate strings according to the rules of the language the locale imple-
ments.

The ANSI C functiorstrftime provides asprintf  -like formatting of the values in a
structtm , along with some date and time representations that dependldd theME
category of the current localestiftime  supersedestime andascftime , although,

for the sake of compatibility with older systems, these routines format the date and time
correctly for a given locale.) Unlike the othe€ _ categories, there is no special
command that must be used to generated tDeTIME file. It is an ASCII file that is
prepared using one of the standard editors. Sesrtiene(3C) andstrftime(4)

manual pages for information on the format of this file. Here is how you might use
stritime  to print the current date in a locale-dependent way:

G]clude <stdio.h> \

#include <locale.h>
#include <time.h>

main()

{
time_t tval;
struct tm *tmptr;
char buf [BUFSIZ];

tval = time(NULL);
tmptr = localtime(&tval);

setlocale(LC_ALL, “*);

strftime(buf, BUFSIZE, “%X", tmptr);
puts(buf);

\_ J
In this casestrftime puts characters into the array pointed tdobfy, as controlled by

the string pointed to b%ox %xis a directive that provides an implementation-defined date
representation appropriate to the locale. In a Spanish locale, for example, the current date
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June 14, 1990, might be represented4asdunio 1990  or14/6/90 or any other way
the implementation deems appropriate to the locale. No particular format is guaranteed.
Use theoXdirective to obtain the locale's appropriate time representation:

strftime(buf, BUFSIZE, “%X”, tmptr)

or %cto obtain both the date and time representation. Chedtrftimme(3C) manual
page for the other directives.

Although it requires a bit more work, you can control the format of the date and time for
different locales by usingrintf  with the message retrieval functiogsttxt or

catgets . Suppose, for example, you want the current date June 14, 1990, to be displayed
in a British locale ag4/6/90 , in a German locale d4.6.90 , and in a U.S. locale as
6/14/90 . What you need, in other words, is some way to switch the arguments to
printft  depending on the program's current locale. ¥$ form of conversion
specification lets you convert timth argument in @rintf  argument list rather than the

next unused argument. That is,

printf(gettxt(“progmsgs:9”, “%d/%d/%d\n"),
tm->tm.mon,
tm->tm.mday,
tm->tm.year);

will produce the locale-dependent date displays we want, so long as the string whose
index is9 in the message filprogmsgs reads, in the British locale

“%2%$d/%1$d/%3%d\n”
in the German locale
“%2%$d.%1$d.%3%d\n”
and in the U.S. locale
“%1$d/%2$d/%3%d\n” /* or simply “%d/%d/%d\n” */
You can usecanf in a similar way to interpret formatted dates in the input:

int month, day, year;
scanf(gettxt(“progmsgs:9”, “%d/%d/%d\n”),
&month, &day, &year);

Note that thé/n$ form of conversion specification has a wider application than the one
we've described here, as we'll show in the “Message Handling” section below. There, too,
we'll take a closer look aettxt andcatgets . Detailed information concerning
printf(3S) , scanf(3S) , gettxt(3C) andcatgets(3C) can be found in their
respective manual pages

Numeric and Monetary Information

8-14

The ANSI Clocaleconv  function returns a pointer to a structure containing
information useful for formatting numeric and monetary information appropriate to the
current locale'¢ C_NUMERICandLC_MONETARY¥ategories. (This is the only function
whose behavior depends on more than one category.) For numeric values the structure
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describes the decimal-point (radix) character, the thousands separator, and where the
separator(s) should be located. Other structure members describe how to format monetary
values, as in the following, somewhat contrived example. Assusstigcale has

been called, the code

é

int thousands = 1;
int rest = 234;
int frac = 56;

\

struct Iconv *Iptr;
Iptr = localeconv();

printf(“%s%d%c%d%c%d\n”,
Iptr->currency_symbol,
thousands, Iptr->mon_thousands_sep|[0], rest,
Iptr->mon_decimal_point[0], frac);

N

will print kr1.234,56  in a Norwegian locald; 1.234,56
SFrs.1,234.56 in a Swiss locale. Check thecaleconv(3C)
details.

)

in a Dutch locale, and
manual page for

localeconv  aside, functions that write or interpret printable floating valugwrinatf

andscanf , for example — may use a decimal-point character other than a pejiod (
when theLC_NUMERICcategory of the current locale is other tH@f or “POSIX".

There is no provision for converting numeric values to printable form with thousands
separator-type characters, but when converting from a printable form to an internal form,
implementations are allowed to accept such additional forms, again in other th@h the

or “POSIX” locale. Functions that make use of the decimal-point character are the
printft  andscanf families,atof , andstrtod . Functions that are allowed
implementation-defined extensions for the thousands separatatoére atoi , atol

strtod ,strtol , strtoul , and thescanf family.

The chrtbl(1M) andwchrtbl(1M)  commands are used to build the locale specific
LC_NUMERICcategory table. Thmontbl(1M) command is used to build the locale
specificLC_MONETAR¥Yategory table.

ANSI C provides two functions for locale-dependent string compatell is
analogous testrcmp except that the two strings are compared according to the
LC_COLLATEcategory of the current locale. (ssecoll(3C) andstrcmp(3C) ).

The locale specifit C_COLLATEtable is built using theolltbl(1M) command.
Conceptually, collation occurs in two passes to obtain an appropriate ordering of accented
characters, two-character sequences that should be treated as one (the Spanish character
ch, for example), and single characters that should be treated as two (the sharp
German " (buhne), for instance). Since this comparison is not necessarily as
inexpensive astrcmp , thestrxfrm  function is provided to transform a string into
another. Therefore, any two such after-translation strings can be pasgethip to get

an ordering identical to whatrcoll would have returned if passed the two pre-
translation strings. You are responsible for keeping track of the strings in their translated
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8-16

and printable forms. Generally, you should stsefrm  when a string will be compared
a number of times.

The following example usegsort(3C) andstrcoll(3C) to sort lines in a text file:

Assumingmalloc succeeds, the return valuecoimpare (s1, s2 should correspond to

the return value o$trcoll (s, s2). Although it is too complicated to show here, it
would probably be better to hold onto the strings for subsequent comparisons rather than
transforming them each time the function is called. Detailsti@ioll(3C) and
strxfrm(3C) can be found in their respective manual pages.

\

#include <stdio.h>
#include <string.h>
#include <locale.h>

char table [ELEMENTS] [WIDTH];

main(argc, argv)
int argc;
char **argv;

FILE *fp;
int nel, i;

setlocale(LC_ALL, “*);

if ((fp = fopen(argv[1], “r")) == NULL) {
fprintf(stderr, gettxt(“progmsgs:2”,
“Can't open %s\n”, argv[1]);
exit(2);

}
for (nel = 0; nel < ELEMENTS &&
fgets(table[nel], WIDTH, fp); ++nel);

fclose(fp);

if (nel >= ELEMENTS) {
fprintf(stderr, gettxt(“progmsgs:3”,
“File too large\n”);
exit(3);

}

gsort(table, nel, WIDTH, strcoll);

for (i = 0; i < nel; ++i)
fputs(table(i), stdout);

return(0);

The next example does the same thing with a function thastrsém
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~

compare (s1, s2)
char *s1, *s2;
{
char *tmp;
int result;
size_t nl = strxfrm(NULL, s1, 0) + 1;
size_t n2 = strxfrm(NULL, s2, 0) + 1;

if ((tmp = malloc(n1 + n2)) == NULL)
return stremp(sl, s2);

(void)strxfrm(tmp, s1, nl);
(void)strxfrm(tmp + nl + 1, s2, n2);

result = strcmp(tmp, tmp + nl + 1);
free(tmp);
return(result);

- )

Message Handling

As the examples in earlier sections may have suggested, the general approach behind the
message handling feature is to separate messages from program source code, replacing
hard-coded character strings with function calls that fetch the strings from a file. You
supply the file, which contains your program's messages in whatever language the locale
implements. You can adapt your applications to different locales, then, without having to
change and recompile source code.

In this section we'll look at the System V-specific and X/Open message handling facilities

as they might be used to adapt an “English-speaking” program to a French locale. The
code fragment below queries the English-speaking user for an affirmative or negative
response, and reads the response:
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#include <stdio.h>
main()
int yes();
while(1)
{
puts(“Choose (y/n)”);
if (yes())
puts(‘yes”);
else
puts(“no”);

}
static int
yes()
{
inti, b;
i = b = getchar();
while (b '="\n" && b !1="\0' && b != EOF)

b = getchar();
return(i =="y');

\_ J

mkmsgs and gettxt (System V-specific)

8-18

You use thankmsgs(l) command to store the strings for a given locale in a file that can
be read by the message retrieval funcgiettxt(3C) . mkmsgs accepts an input file
consisting of text strings separated by new lines. If thdrfder contains

Votre choix (o/n)
oui
non

the command:
$ mkmsgs -0 -i french fr.str progmsgs

will generate a file callegprogmsgs that, when installed in the directory
lusrllib/locale/french/LC_MESSAGES , can be read bgettxt  such that

puts(gettxt(“progmsgs:1”, “Choose (y/n)"));
will display:
Votre choix (o/n)

in a French localegettxt  takes as its first argument the name of the file created by
mkmsgs and the number of the desired string in the file, counting from 1. You hard-code
the second argument, not necessarily in English, in getiet fails to retrieve the
message string from the current locale, or the def@iftPOSIX”)  locale.



Internationalization

exstr and srchtxt (System V-specific)

Once you have created the message files for the different locales, you can use the
exstr(l) command to extract the strings from the original source code and replace
them with calls tgettxt . If the name of the source filepsog.c , the command

$ exstr -e prog.c > prog.strings

will produce the following output iprog.strings
prog.c:9:8:::Choose (y/n)
prog.c:11:8:::yes
prog.c:13:8:::no

The first three fields in each entry are the file name, the line number in which the string
appears in the file, and the character position of the string in the line. You fill in the next
two fields with the name of the message file and the index of the string in the file:

prog.c:9:8:progmsgs:1:Choose (y/n)
prog.c:11:8:progmsgs:2:yes
prog.c:13:8:progmsgs:3:no

Now the command

$ exstr -rd prog.c < prog.strings > intl.c

will produce inintl.c

-

#include <stdio.h>

extern char *gettxt();
main()
{

int yes();

while(1)
{

puts(gettxt(“progmsgs:1”, “Choose (y/n)"));
if (yes())

puts(gettxt(“progmsgs:2”, “yes”));
else

puts(gettxt(“progmsgs:3”, “no”));

}

static int
yes()
{

inti, b;

i = b = getchar();

while (b !'="\n" && b !1="\0' && b != EOF)
b = getchar();

return(i =="y');

}

N /

The next step in the conversion of these routines is to change the test for the affirmative
response. This can also be accomplished ugétkt(3c) to provide the locale
specific affirmative response. This conversion step must be completed manually.
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The completed source code would look like this:

-

#include <stdio.h>
#include <unistd.h>
#include <string.h>
#include <locale.h>
#define RESPLEN 16

char yesstr[RESPLEN];/* assumed to be long enough */
extern char *gettxt();
main()

int yes();
setlocale(LC_ALL, “*);

/* save local yes string for subsequent comparisons */
strcpy(yesstr, gettxt(“progmsgs:2”, “yes”));

while(1)
{

puts(gettxt(“progmsgs:1”, “Choose (y/n)"));
if (yes())

puts(yesstr);
else

puts(gettxt(“progmsgs:3”, “no”));

}

static int
yes()

{
int i, b;

i = b = getchar();
while (b !="\n" && b !="\0' && b != EOF)
b = getchar();
return(i == (int) yesstr[0]);
}

N /

Thesrchtxt command lets you display or search for text strings in message files
installed in a given locale. Among other ways, you might want to use it to see how other
programs have translated messages similar to yours. Details afkimsgs(1) ,
exstr(1) , srchtxt(1) andgettxt(3C) commands can be found in their respec-
tive manual pages.

catopen and catclose (X/Open)
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As noted in the “Introduction” section at the beginning of this chapter, the X/Open
messaging interface is the de facto standard throughout much of Europe, so you can
generally count on wider support for it than for the System V-specific version. The
principal difference between the interfaces lies in where your message files, or message
catalogs, to use the X/Open terminology, are located on the target system. System V-
specific message files must be installed in the standard place
(/usr/lib/locale/ locale/LC_MESSAGE)S X/Open message catalogs can be
installed anywhere on the system, which means that programs must search their
environments for the location of message catalogs at run time.

Users specify message catalog search paths witiltBPATHenvironment variable. The
value ofNLSPATHis used by the functiocatopen(3C) to locate the message catalog
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named in its first argument. Users will almost always find it convenient to usélthed
%Nsubstitution fields when settifngLSPATH

$ NLSPATH="%L/%N" export NLSPATH

In this example, the value of th€ MESSAGE®cale category is substituted fal. The
value of the first argument tatopen is substituted fo¥sN So if the name of the catalog
given tocatopen is progmsgs , and if the environment variabledC MESSAGE® set
to french , then the value oNLSPATHwould be/ust/lib/locale/french/
LC_MESSAGES/progmsgs on a System V implementation. For moreNitEPATH see
thecatopen(3C) manual page.

The call tocatopen would look like:

nl_catd catd;
catd = catopen(“progmsgs”, NL_CAT_LOCALE);

wherecatopen and the typenl_catd are defined in the headenl_types.h>

catd is a message catalog descriptor that can be passed as an argument to subsequent
calls of thecatgets andcatclose functions. We'll look atatgets in the next
section;catclose  closes the message catalog identifieddtyd . The second argument

to catopen is used as a flag. When setNd_CAT_LOCALEtheLC_MESSAGES
category is used to locate the message catalog. When this flag is zero, the environment
variableLANGIocates the message catalog.

gencat and catgets (X/Open)

You use thegencat(l) command to store the strings for a given locale in a catalog that
can be read by the message retrieval funataigets(3C) . Thegencat input file for
our example would be:

$set

1 votre choix (o/n)
2 oui

3 non

The$set directive specifies that the three messages are members of set 1. A subsequent
$set directive would mean that the following messages are members of set 2, and so on.
The messages for each module of an application, then, can be assigned to different sets,
making it easier to keep track of message numbers across source files: the messages for
any given module will always be numbered consecutively from 1. Note that each message
in agencat input file must be numbered. For details of the input file syntax, see the
gencat(l) manual page.

If the gencat input file is namedr.str  , the command
$ gencat progmsgs fr.str

will generate a catalog callgnogmsgs that, when installed in the appropriate directory,
can be read byatgets  such that

puts(catgets(catd, 1, 1, “Choose (y/n)"));
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will display
Votre choix (o/n)

in a French localecatd is the message catalog descriptor returned by the earlier call to
catopen ; the second and third arguments are the set and message numbers, respectively,
of the string in the catalog. Again, you hard-code the final argument ircatges

fails. Details orgencat(1) , catgets(3C) andcatopen(3C) can be found in their
respective manual pages.

The X/Open version of our example follows:

-

#include <stdio.h>
#include <nl_types.h>
#include <string.h>
#include <locale.h>
#define RESPLEN 16

char yesstr[RESPLEN];/* assumed to be long enough */
extern char *catgets();
main()

int yes();

nl_catd catd;
setlocale(LC_ALL, “*);

catd = catopen(“progmsgs”, 0);

/* save local yes string for subsequent comparisons */
strcpy(yesstr, catgets(catd, 1, 2, “yes”));

while(1)
{

puts(catgets(catd, 1, 1, “Choose (y/n)"));
if (yes())

puts(yesstr);
else

puts(catgets(catd, 1, 3, “no”));

}

static int
yes()
{
inti, b;
i = b = getchar();
while (b !'="\n"' && b !1="\0' && b != EOF)
b = getchar();
return(i == (int) yesstr[0]);

- )

%n$ Conversion Specifications

Earlier we noted that th#n$ form of conversion specification lets you convert ke
argument in grintf  orscanf argument list rather than the next unused argument. We
showed you how you could use the feature to control the format of the date and time in
different locales, and suggested th@$ had a wider application than that. What we had

in mind were cases in which the rules of a given language were built into print statements
such as

printf( “%s %s\n”,
func == MAP ? “Can't map” : “Can't create”, pathname);
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The problem with this code is that it assumes that the verb precedes the object of the
sentence, which is not the case in many languages. In other words, even if we rewrote the
fragment to usgettxt , and stored translations of the strings in message files in the
appropriate locales, we would still want to use%h® conversion specification to switch

the arguments tprintf  depending on the locale. That is, thantf ~ format string

“%1$s %2%s\n”
in an English-language locale would be written
“%2$s %1$s\n”

in a locale in which the object of the sentence precedes the predicate.

As noted kbd is a STREAMS module that can be programmed to alter or supplement
data as it flows between the physical terminal and a user process to produce language-
dependent effects. It translates strings in the input stream according to instructions given
in tables compiled with thekbdcomp command. In a European environment these
instructions might describe how to compose characters that cannot be entered from
terminal keyboards (so-called compose and dead keys), or how to map one key to another
(a German user of QWERT ¥Xeyboard, for instance, will want tyeandz keys swapped).

In an Asian-language environment, where the number of ideograms far exceeds the
number of keys on most keyboarded might be used to implement a dictionary lookup
scheme that converts single-byte input to multibyte characters.

The compiled tables are loaded with tkedload command, and attached to user
processes with thidbdset command. Public tables, which are loaded when the system is
first brought up, are retained in memory across invocations and made available to all users.
Private tables can be defined and loaded by users, but do not remain resident in memory.
kbd also supports the use of external kernel-resident functions as if they were tables.
These functions, which must be registered withalpe (“algorithm pool management”)
module, are needed for code set conversions that would be difficult or impossible with
normalkbd tables.

In this section, we'll take a brief look at how you might buildba table. We provide this
material for background only. Most programmers will not have occasion tdbdse-or
more on the STREAMS facility, see tiBTREAMS Modules and DriverBetailed
information concerninagalp(7) , alpq(l) , kbd(7) , kbdcomp(1M) ,
kbdload(1M) , kbdpipe(1) , andkbdset(l) can be found in their respective
manual pages.

Building kbd Tables

A kbd table typically consists of a map declaration of the form
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map ( name {
expressions

}

The expressions we'll look at here have the forms

keylist ( string string
define ( word valug
word ( extension resylt

In the following example of a map for a German-language environment

map(german) {

keylist(yzYZ zyZY)
define(umlaut \042")
umlaut(a \0344")
umlaut(o "\0366")
umlaut(u \0374")
define(sharp "\044)
sharp(ss \0315")

thekeylist  expression causes theandz keys to be swapped by definiggasz and

vice versa in the lookup table generatedkbgcomp for this map. The firstlefine

expression causes the double quote key (octal 042 in the code set being used) to be defined
as a dead key such that whenever it is followed kg,anor u in the input, it will produce

the umlaut version of that character in the code set. The seélefind does the same

thing with the sharp key and the characssrgo produce the German shapCheck the
kbdcomp(1) manual page for details. The mappings are summarized below:

Input Output

y z
z y
“a a
‘o o]
“u u
#ss b




Internationalization

Internationalization Facilities

Interface Standards

The functions discussed in this chapter are listed below by task in Table 8-3 and Table 8-4.
In Table 8-3, pages describing utilities compatible with both the ANSI C and X/Open
standards are denoted by an asterfgk fages describing utilities compatible with the
X/Open standard only are denoted by a dagtjer (

Table 8-3. Routines for Application Programming

Task

Functions

locale specification
character classification

multibyte/wide character
conversion

wide character handling

curses wide character
handling

date and time

numeric and monetary
conventions

string collation

formatted input/output

message handling

message management and
monitoring

setlocale(3C)*, environ(b)
conv(3C)*, ctype(3C)*
mbchar(3C)*, mbstring(3C)*

all (3W)
all (3X)

strftime(3C)*, strftime(4)*
nl_langinfo(3C) 1, langinfo(5) ¥
getdate(3C)

localeconv(3C)*
nl_langinfo(3C) *, langinfo(5) t
strcoll(3C)*, strxfrm(3C)*
printf(3S)*, scanf(3S)*
gencat(1) T, catgets(3C) T,
catopen(3C) 1, nl_types(5) T
exstr(1), gettxt(1), mkmsgs(1),
srchtxt(1), gettxt(3C)

Ifmt(1), pfmt(1), addsev(3C),
Ifmt(3C), pfmt(3C), setcat(3C),
setlabel(3C)
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Table 8-4. Routines for System Programming and Administration

Task Functions
character tables chrtbl(1M), wchrtbl(1M)
monetary tables montbl(1M)
collation tables colltbl(1M)
date and time databases strftime(4)
alpq(1), kbdpipe(1), kbdset(1),
STREAMS pseudo(1), kbdcomp(1M), kbdload(1M),

eucioctl(5), iconv(5), alp(7),kbd(7)

Enhanced Commands

8-26

All System V commands are “8-bit clean.” They make no assumptions about the contents
of the high-order bit when processing characters. Accordingly, they will work correctly
with any standard 7- or 8-hit character set, provided the environment vati@bl€3YPE

or LANGhave been set to a locale in which the character set is implemented. Similar
arrangements have been made for commands that use locale-dependent date and time
representations and collation.

Many of these commands have been further enhanced to process multibyte characters,
again, provided the environment variabl€s CTYPEor LANGhave been set to a locale

in which the multibyte character set is implemented. In the manual pages, these characters
are described as “supplementary code set characters” in reference to their EUC
representation. Check the manual pages for the degree of multibyte support provided.

Finally, many commands have been enhanced to produce locale-specific message output,
provided the environment variable€ MESSAGESr LANGhave been set to a locale in
which the message output is stored. Note that commands that produce localized output
messages use the System V-specific messaging interface.

Table 8-5. Enhanced Commands

Command Multibyte Message
Name Support Facility

accept

admin

ar

as

at

atq

atrm

< ||l x| |<x|x|<

awk y




Table 8-5. Enhanced Commands (Cont.)

Internationalization

Command
Name

Multibyte
Support

Message
Facility

banner

basename

batch

bc

K IK IK (I

bfs

cal

calendar

cancel

cat

K IK |IK (I

cb

cc

K IK IK IK IK IK (I

<

cd

cflow

chgrp

chmod

chown

cksum

cmp

col

comm

compress

cp

cpio

cron

crontab

csh

csplit

K IK I K IKIK IKIK IKIK IK I IK IK IK I

ctcepio

Cu

<

cut

cxref

date

K IK IK IK IK IK (I
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Table 8-5. Enhanced Commands (Cont.)

Command
Name

Multibyte
Support

Message
Facility

dc

dd

delta

devattr

devnm

df

diff

diff3

dircmp

dirname

K IK I IK IKIK IKIK IK IK I

disable

du

echo

ed

edit

egrep

enable

env

ex

expr

fgrep

file

find

fmt

fold

K IK IK IKIK IK IK I

fsdb

K IK I K IKIK IKIKIKIK IK I IK IK IK I

fuser

gencat

get

getconf

getopt

K IK K IK |

getopts




Table 8-5. Enhanced Commands (Cont.)

Internationalization

Command
Name

Multibyte
Support

Message
Facility

gettxt

getty

grep

head

iconv

id

installf

join

jsh

kill

ksh

KIK I IK IKIK IK IK IK IK |IK I

lex

line

In

logger

login

logname

Ip

Ipadmin

Ipfilter

Ipforms

Ipmove

Ipsched

Ipshut

Ipstat

Ipusers

Is

m4

mail

mailx

K IK IK (I

make

mesg

KK IK I IKIKIKIKIKIKIK I KIK I IKIK I K I K IK 1K IXK I I
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Table 8-5. Enhanced Commands (Cont.)

Command
Name

Multibyte
Support

Message
Facility

mkdir

mkfifo

mkmsgs

more

mv

mvdir

nawk

K IK IK IK IK IK (I

newform

newgrp

<

news

nl

nisadmin

nohup

od

pack

page

passwd

paste

pathchk

pcat

pg

pkgadd

pkgask

pkgchk

pkginfo

pkgmk

pkgparam

pkgproto

pkgrm

pkgtrans

pr

printf

KK IK I IKIKIKIKIKIKIK I KIK I IKIK I K I K IK 1K IXK I I




Table 8-5. Enhanced Commands (Cont.)

Internationalization

Command
Name

Multibyte
Support

Message
Facility

prs

ps

pwd

read

red

K IK K IK |

regcmp

reject

removef

rfuadmin

m

rmdel

rmdir

rsh

K IK |IK (I

sdb

sdiff

sed

sh

shl

K IK I|IK IK IK |

sleep

sort

split

K IK I|IK IK IK |

srchtxt

strip

stty

sttydefs

Su

sum

K IK K IK |

sysadm

tabs

tail

tar

tee

K IK IK (I
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Table 8-5. Enhanced Commands (Cont.)

Command
Name

Multibyte
Support

Message
Facility

test

y

touch

tr

tty

ttyadm

ttymon

umask

uname

uncompress

unget

uniq

unpack

K IK I IK IKIK IK IK IK IK IK IK I

uucleanup

uucp

uudecode

uuencode

uulog

uuname

uupick

uustat

uuto

Uux

vedit

Vi

view

K IK IK (I

wait

wall

<

wcC

who

write

KK IK I IKIKIK I KIK I IKIKIK IK I IK I K IK IXK XK |




Table 8-5. Enhanced Commands (Cont.)

Internationalization

Command Multibyte Message
Name Support Facility
xargs y

yacc y

zcat
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Introduction

9
Directory and File Management

PowerMAX OS File System functions create and remove files and directories, and inspect
and modify their characteristics. Processes use these functions to access files and directo-
ries for subsequent I/O operations. One of the most important services provided by an
operating system is to maintain a consistent, orderly and easily accessed file system. The
file system contains directories of files arranged in a tree-like structure. The file system is
simple in structure; nevertheless, it is more powerful and general than those often found
even in considerably larger operating systems.

All OS files have a consistent structure to conceal physical properties of the device storing
the file, such as the size of a disk track. It is not necessary, nor even possible, to preallocate
space for a file. The size of a file is the number of bytes in it, with the last byte determined
by the high-water mark of writes to the file. The OS presents each file as a featureless, ran-
domly addressable sequence of bytes arranged as a one-dimensional array of bytes ending
with EOF

The file system organizes files and directories into a tree-like structure of directories with
files attached anywhere (and possibly multiply) into this hierarchy of directories. Files can
be accessed by a “full pathname” or “relative pathname”, have independent protection
modes, are automatically allocated and de-allocated, and can be linked across directories.

In the hierarchically arranged directory tree-structure, each directory contains a list of
names (character strings) and the associated file index, which implicitly refers to the same
device as does the directory. Because directories are themselves files, the naming structure
is potentially an arbitrary directed graph. Administrative rules restrict it to have the form

of a tree, except that non-directory-files may have several names (entries in various direc-
tories).

The same non-directory-file may appear in several directories under possibly different
names. This feature is callédking; a directory-entry for a file is sometimes calleth&.
PowerMAX OS differs from other systems in which linking is permitted in that all links to

a file have equal status. That is, a file does not exist within a particular directory; the direc-
tory-entry for a file consists merely of its name and a pointer to the information actually
describing the file. Thus, a file exists independently of any directory-entry, although in
practice a file is removed along with the last link to it.

9-1
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Structure of the File System

Types of Files

Regular Files

Directory Files
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From the point of view of the user, there are three types of files:

1. reqular files
2. directory files

3. special files

The user and user application programs access all three types of files simply as a string of
bytes, and must interpret the file appropriately. With the OS, files normally reside on a
disk.

Regular files contain whatever information users write onto them (for example, character
data, source programs or binary objects). Any file other than a special file or a directory
file is a regular file. Every file is a (one-dimensional) array of bytes; the OS imposes no
further structure on the contents of files. A file of text consists simply of a string of charac-
ters, with the new-line character delimiting lines. Binary files are sequences of words as
they appear in memory when the file executes. Some programs operate on files with more
structure; for example, the assembler generates, and the loader expects, object files in a
specific format. The programs that use files dictate their structure, not the system.

Directory files (also called “directories”) provide the mapping (paths) between the names
of files and the files themselves. Directories induce a tree-like structure on the file system
as a whole to create a hierarchical system of files with directories as the nodes in the hier-
archy. A directory is a file that catalogs the files, including directories (sub-directories),
directly beneath it in the hierarchy.

Each user owns a directory of files, and may also create sub-directories to contain groups
of files conveniently treated together. A directory behaves exactly like a regular file except

that only the operating system can write onto it. The OS controls the contents of directo-
ries; however, users with permission may read a directory just like any other file.

The operating system maintains several directories for its own use. One of these is the
root-directory Each file in the file system can be found by tracing a path from the
root-directory through a chain of directories until the desired file is reached. Other system
directories contain any programs provided for general use; thatéspathandshowever,

it is by no means necessary that a program reside in one of these directories for it to be
executed.

Entries in a directory file are calléidks. A link associates a file-identifier with a filename.
Each directory has at least two links,™(dot) and “.. " (dot-dot). The link dot refers to
the directory itself; while dot-dot refers to the parent of the directory in which dot-dot
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appears. Programs may read the current-directory usihgithout knowing its complete
pathname.

The root-directory, which is the top-most node of the hierarchy, has itself as its par-
ent-directory; thus, /" is the pathname of both the root-directory and the parent-directory
of the root-directory.

The directory structure is constrained to have the form of a rooted tree. Except for the spe-
cial entries. and.. , each directory must appear as an entry in exactly one other direc-
tory, which is its parent. The reason for this is to simplify the writing of programs that visit
sub-trees of the directory structure, and more important, to avoid the separation of portions
of the hierarchy. If arbitrary links to directories were permitted, it would be quite difficult

to detect when the last connection from the root-directory to a directory was severed.

Special files constitute the most unusual feature of the PowerMAX OS file system. Each
supported I/O device is associated with at least one special file. Special files are read and
written just like regular files, but requests to read or write result in activation of the associ-
ated device-handler (driver) rather than the normal file mechanism.

An entry for each special file resides under the directdey although a link may be
made to one of these files just as it may to a regular file. For example, to write on magnetic
tape one may write on the fildev/imt . Special files exist for peripheral devices such as
terminal ports, communication links, disk drives, tape drives and for physical main mem-
ory. Of course, the active disks and memory special files are protected from indiscriminate
access by appropriate read and write permissions.

There are several advantages to treating 1/0O devices this way:

¢ file and device 1/O are as similar as possible; all I/O is treated uniformly,
and the same system calls work on all types of files.

¢ file and device names have the same syntax and meaning, so that a program
expecting a filename as a parameter can be passed a device name.

¢ the same protection mechanism works on special files, directory files and
regular files.

Organization of Files

The file system is made up of a set of regular files, special files, symbolic links, and direc-
tories. These components provide a way to organize, retrieve, and manage information
electronically. The “File and Device Input/Output” chapter introduced some of the proper-
ties of directories and files; this section will review them briefly before discussing how to
use them.

* A regular file is a collection of characters stored on a disk. It may contain
text for a report or code for a program.

¢ A special file represents a physical device, such as a terminal or disk.

¢ A symbolic link is a file that points to another file.

9-3
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e A directory is a collection of files and other directories (sometimes called
subdirectories). Use directories to group files together on the basis of any
criteria you choose. For example, you might create a directory for each
product that your company sells or for each of your student's records.

The set of all the directories and files is organized into a tree shaped structure. Figure 9-1
shows a sample file structure with a directory called rbpaé its source. By moving

down the branches extending from root, you can reach several other major system directo-
ries. By branching down from these, you can, in turn, reach all the directories and files in

the file system.

unix

Vi
O G

= Regular Files

v = Special Files

= Branch

date cat

list

outling| | table sandery johnson displayf list

161320

Figure 9-1. A Sample File System

In this hierarchy, files and directories that are subordinate to a directory have what is
called a parent/child relationship. This type of relationship is possible for many layers of
files and directories. In fact, there is no limit to the number of files and directories you may
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create in any directory that you own. Neither is there a limit to the number of layers of
directories that you may create. Thus, you have the capability to organize your files in a
variety of ways, as shown in the preceding figure.

File Naming

Strings of 1 tdNAME_MAX}characters may be used to name a regular file, directory file
or special file{NAME_MAX}must be at least 14, and the characters may be any from the
set of all character values excludiNg/LL and slash,/*‘. The following are examples of
legal directory or file names:

memoMEMOsection2ref:list
file.dchap3+4item1-10outline

A regular file, special file or directory may have any name that conforms to the following
rules:

¢ All characters other thahare legal.

* Non-printing characters including space, tab and backspace, are best
avoided. If you use a space or tab in a directory or filename, you must
enclose the name in quotation-marks on the command-line.

* Note that it is generally unwise to use™ “ ?”,“!1 ", “[ "or*“] " as part of
filenames because of the special meaning given these characters for file-
name expansion by the command interpreter ¢gseem(2) ). Other
characters to avoid are the hypher}," >”, backslash, single and double
guotes, accent grave, vertical bar, caret, curly braces and parentheses.

* Avoid using a+, - or. as the first character in a filename.

* Upper case and lower case characters are distinct to the UNIX system. For
example, the system considers a directory (or file) nadreftl  to be dif-
ferent from one namedRAFT

Path Names

The name of a file may take the form opathname which is a sequence of directory
names separated from one another by and ending in a flename. A pathname is a
null-terminated character-string starting with an optional slash, followed by zero or
more directory-names separated by slashes and optionally followed by a filename.

More precisely, a pathname is a null-terminated character-string as follows:

<path_name>::=<file_name><path_prefix><file_name >/...
<path_prefix>::=<rtprefix> /<rtprefix> empty
<rtprefix>::=<dirname>/ <rtprefix><dirname>/

where<file_name> s a string of 1 t§NAME_MAX}significant characters (other than
slash and null), anddirname> is a string of 1 t§NAME_MAX}significant characters
(other than slash and null) that names a directory. The result of names not produced by the

9-5
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grammar are undefined. A null string is undefined and may be considered an error. As a
limiting case, the pathnamé " refers to the root-directory itself. An attempt to create or
delete the pathname slash by itself is undefined and may be considered an error. The
meanings of ! "and “.. " are defined earlier under the heading “Directory Files.”

The sequence of directories preceding the filename is calpedhaprefix and if the
path-prefix begins with a slash, the search begins in the root-directory. This is called a full
pathname.

A full pathname (sometimes called an “absolute pathname”) starts in the root directory
and leads down through a unique sequence of directories to a particular directory or file.
Because a full pathname always starts at the root of the file system, its leading character is
always & (slash). The final name in a full pathname can be either a file name or a direc-
tory name. All other names in the path must be directories. You can use a full pathname to
reach any file or directory in the UNIX system in which you are working.

To understand how a full pathname is constructed and how it directs you, consider the fol-
lowing example. Suppose you are working ingtaship  directory, located ithome .

You issue thggwd command and the system responds by printing the full pathname of
your working directoryfhome/starship

Figure 9-2 describes the elements of this pathname:

s_ystem home
directory  jelimiter directory

root \
\/home/starshlp

Figure 9-2. Diagram of a Full Pathname

161330

The key for this figure is as follows:
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| (leading) = the slash that appears as the first character in the
pathname is the root of the file system
home = system directory one level below root in the hier-

archy to which root points or branches

/' (subsequent) the next slash separates or delimits the directory

nameshome andstarship

starship = current working directory

The following pathname:

/usr/bin/send

causes a search of the root-directory for directarsr*”, then a search ofdsr ” for

“bin ”, finally to find “send " in “ bin ". The file “send " may be a directory, regular or
special file. A null-prefix (or for that matter, any path-prefix without an initidl)‘causes

the search to begin in the current-directory of the user. Thus, the simplest form of path-
name, ‘alpha ", refers to a file found in the current-directory, and the pathname
“alpha/beta " specifies the file nameddeta " in sub-directory ‘alpha ” of the cur-
rent-directory. Thigelative pathname allows a user to quickly specify a sub-directory
without needing to know (or input) the full pathname.

The dashed lines in Figure 9-3 trace the full patthéone/starship

Relative Pathnames

A relative pathname gives directions that start in your current working directory and lead
you up or down through a series of directories to a particular file or directory. By moving
down from your current directory, you can access files and directories you own.

For example, suppose you are in the direcgigrship  in the sample system and
starship  contains directories nameblaft , letters , andbin and a file named
mbox. The relative pathname to any of these is simply its name, sukthfas or mbox.
Figure 9-4 traces the relative path fretarship  to draft

Thedraft directory belonging tetarship  contains the filegutline  andtable
The relative pathname frostarship  to the fileoutline s draft/outline

Figure 9-5 traces this relative path. Notice that the slash in this pathname separates the
directory namediraft from the file namedutline . Here, the slash is a delimiter
showing thabutline  is subordinate tdraft ;thatis,outline is a child of its parent,

draft

So far, the discussion of relative pathnames has covered how to specify hames of files and
directories that belong to, or are children of, the current directory. You can move down the
system hierarchy level by level until you reach your destination. You can also, however,
ascend the levels in the system structure or ascend and subsequently descend into other
files and directories.
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(root)

= Directories
date cat

= Regular Files

v = Special Files

list

outling| | table sanderq johnson| Hisplay] list

161340

Figure 9-3. Full Pathname of the /home/starship Directory

By moving up from your current directory, you pass through layers of parent directories to
the grandparent of all system directories, root. From there you can move anywhere in the

file system.

The relative pathname is just one of the mechanisms built into the file system to alleviate
the need to use full pathnames. By convention, the path-prefiX fefers to the par-
ent-directory (that is, the directory containing the current-directory), and the path-prefix
“. " refers to the current-directory.
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list @ mbox
outline table senders| [johnson display list @

O = Directories

= Regular Files

161350

Figure 9-4. Relative Pathname of the draft Directory

A relative pathname begins with one of the following: a directory or file name gpfo-
nounced dot), which is a shorthand notation for your current directory; or ‘a(pro-
nounced dot dot), which is a shorthand notation for the directory immediately above your
current directory in the file system hierarchy. The directory represented Bydot dot)

is called the parent directory of(your current directory).

To ascend to the parent of your current directory, you can use.therfotation. This
means that if you are in the directory namedaft " in the sample file system,.” " is
the pathname tostarship 7, and “../.. " is the pathname tostarship "'s parent
directory, “‘home”.

From “draft ", you can also trace a path to the figathders ” by using the pathname
“..Jletters/sanders ". The “.. " brings you up to $tarship  ". Then the names
“letters " and “sanders " take you down through thdétters " directory to the
“sanders " file.

Keep in mind that you can always use a full pathname in place of a relative one.
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outline table senders| |johnson display list @

O = Directories

= Regular Files

161360

Figure 9-5. Relative Pathname from “starship” to “outline”

Figure 9-6 shows some examples of full and relative pathnames.

Figure 9-6. Example Pathnames

Path Name Meaning
/ full pathname of the root directory

full pathname of théin directory that belongs to
theusr directory that belongs tmot (contains
most executable programs and utilities)

lusr/bin

9-10
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Figure 9-6. Example Pathnames (Cont.)

Path Name Meaning

/home/starship/bin/tools full pathname of théools  directory belonging to
thebin directory that belongs to ttetarship
directory belonging thhome that belongs to root

bin/tools relative pathname to the file or directdopls in
the directorybin

If the current directory i, then the UNIX system
searches folusr/bin/tools . However, if the
current directory istarship , then the system
searches the full pathome/star-

ship/bin/tools

tools relative pathname of a file or directdnols in
the current directory.

Moving files to the directory *” moves them into the current-directory. In addition, files

can be linked across directories. Linking a file to the current-directory obviates the need to
supply a path-prefix when accessing the file. When created, a process has one cur-
rent-directory and one root-directory associated with it, which can differ for other pro-
cesses. See the chapter entitled “Process Management” for more detail on processes.

Symbolic Links

A symbolic link is a special type of file that represents another file. The data in a symbolic
link consists of the pathname of a file or directory to which the symbolic link file is linked.
The link that is formed is called symbolic to distinguish it from a regular (also called a
hard) link such as can be created by usindrtfld command. A symbolic link differs
functionally from a regular link in three major ways: files from different file systems may
be linked together; directories as well as regular files may be symbolically linked by any
user; and a symbolic link can be created even if the file it represents does not exist.

In order to understand how a symbolic link works, it is necessary to understand how the
UNIX operating system views files. (The following description pertains to files that
belong to the standard System V file system type.) The internal representation of a file is
contained in an inode, which contains a description of the layout of the file data on disk as
well as information about the file, such as the file owner, the access permissions, and the
access times. Every file has one inode, but a file may have several names, all of which
point to the inode. Each name is called a regular (or hard) link.

When a file is created, an inode is allocated for it, the file contents are stored in data

blocks, and an entry is created in a directory. A directory is a file whose data is a sequence
of entries, each consisting of an inode number and the name of a file. The inode initially

has a link count of one, which means that this file has one name (or one link to it).

We are now in a position to understand the difference between the creation of a regular and
a symbolic link. When a user creates a regular link to a file with{hi¢ command, a
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new directory entry is created containing a new file name and the inode number of an
existing file. The link count of the file is incremented.

In contrast, when a user creates a symbolic link both a new directory entry and a new
inode are created. A data block is allocated to contain the pathname of the file to which the
symbolic link refers. The link count of the referenced file is not incremented.

Symbolic links can be used to solve a variety of common problems. For example, it fre-
guently happens that a disk partition (such as root) runs out of disk space. With symbolic
links, an administrator can create a link from a directory on that file system to a directory
on another file system. Such a link provides extra disk space and is, in most cases, trans-
parent to both users and programs.

Symbolic links can also help deal with the built-in pathnames that appear in the code of
many commands. Changing the pathnames would require changing the programs and
recompiling them. With symbolic links, the pathnames can effectively be changed by
making the original files symbolic links that point to new files.

In a shared resource environment like NFS, symbolic links can be very useful. For exam-
ple, if it is important to have a single copy of certain administrative files, symbolic links

can be used to help share them. Symbolic links can also be used to share resources selec-
tively. Suppose a system administrator wants to do a remote mount of a directory that con-
tains sharable devices. These devices must hiin on the client system, but this sys-

tem has devices of its own so the administrator does not want to mount the directory onto
/dev . Rather than do this, the administrator can mount the directory at a location other
than/dev and then use symbolic links in thdev directory to refer to these remote
devices. (This is similar to the problem of built-in pathnames since it is normally assumed
that devices reside in tiidev directory.)

Finally, symbolic links can be valuable within the context of the virtual file system (VFS)
architecture. With VFS new services, such as higher performance files, events, and net-
work IPC, may be provided on a file system basis. Symbolic links can be used to link these
services to home directories or to places that make more sense to the application or user.
Thus one might create a database index file in a RAM-based file system type and symbol-
ically link it to the place where the database server expects it and manages it.

NOTE

The phrases “following symbolic links” and “not following sym-
bolic links” as they are used in this document refer to the evalua-
tion of the last component of a pathname. In the evaluation of a
pathname, if any component other than the last is a symbolic link,
the symbolic link is followed and the referenced file is used in the
pathname evaluation. However, if the last component of a path-
name is a symbolic link, the link may or may not be followed.

Properties of Symbolic Links

This section summarizes some of the essential characteristics of symbolic links. Succeed-
ing sections describe how symbolic links may be used, based on the characteristics out-
lined here.
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As we have seen above, a symboalic link is a new type of file that represents another file.
The file to which it refers may be of any type; a regular file, a directory, a character-spe-
cial, block-special, or FIFO-special file, or another symbolic link. The file may be on the
local system or on a remote system. In fact, the file to which a symbolic link refers does
not even have to exist. In particular, the file does not have to exist when the symbolic link
is created or when it is removed.

Creation and removal of a symbolic link follow the same rules that apply to any file. To do
either, the user must have write permission in the directory that contains the symbolic link.
The ownership and the access permissions (mode) of the symbolic link are ignored for all
accesses of the symbolic link. It is the ownership and access permissions of the referenced
file that are used.

If the Enhanced Security Utilities are installed and running, Mandatory Access Control
checks depend on the security level of the referenced file when following a symbolic link,
while the level of the symbolic link is ignored. This means that a file is protected at its
security level, whether it is accessed directly or through a symbolic link. When access is
made to the symbolic link itself without following the link, on the other hand, the level of
the symbolic link inode is used to determine access. For example, to display information
on a symbolic link usings -I  , your login level must dominate that of the symbolic link,
while the level of the referenced file is ignored. In this case the contents of the symbolic
link, which consists of the pathname of the referenced file, is displayed. Since symbolic
links can be created to nonexistent files, this does not give away any information about the
referenced file itself.

A symbolic link cannot be opened or closed and its contents cannot be changed once it has
been created.

If /usr/jan/junk is a symbolic link to the filéetc/passwd |, in effect the file name
letc/passwd is substituted fojunk so that when the user executes

cat /usr/jan/junk
it is the contents of the fileetc/passwd  that are printed.
Similarly, if /usr/jan/junk is a symbolic link to the file/junk2 , executing
cat /usr/jan/junk
is the same as executing
cat /usr/jan/../junk2
or
cat /usr/junk2

When a symbolic link is followed and brings a user to a different part of the file tree, we
may distinguish between where the user really is (the physical path) and how the user got
there (the virtual path). The behavior/ao$r/bin/pwd , the shell built-inowd, and..

are all based on the physical path. In practical terms this means that there is no way for the
user to retrace the path which brought the user to the current position in the file tree.
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CAUTION

Other shells may use the virtual path. For example, by default the
Korn shellpwd uses the virtual path, though there is an option
allowing the user to make it use the physical path.

Consider the case shown in Figure 9-7 whese/include/sys is a symbolic link to
[ usr/srcluts/sys. Here if a user enters

cd /usrfinclude/sys
and then entenswd, the result is
lusr/srcluts/sys
If the user then entecsl ..  followed bypwd, the result is

lusr/src/uts

/
usr
/ \
src include
uts sys

— Jusr/src/uts/sys

sys

161370

Figure 9-7. File Tree with Symbolic Link

Using Symbolic Links

This section discusses creating, removing, accessing, copying, and linking symbolic links.

Creating Symbolic Links

To create a symbolic link, the new system sgthlink(2)  is used and the owner must
have write permission in the directory where the link will reside. The file is created with
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the user's user-id and group-id but these are subsequently ignored. The mode of the file is
created as 0777.

If the Enhanced Security Utilities are installed and running, the file's security level is set to
the level of the parent directory. This allows a user who has access permission for the
directory to also have access to the symbolic link file.

CAUTION

No checking is done when a symbolic link is created. There is
nothing to stop a user from creating a symbolic link that refers to
itself or to an ancestor of itself or several links that loop around
among themselves. Therefore, when evaluating a pathname, it is
important to put a limit on the number of symbolic links that may
be encountered in case the evaluation encounters a loop. The vari-
ableMAXSYMLINKSs used to force the err&l OOPafter MAX-
SYMLINKSsymbolic links have been encountered. The value of
MAXSYMLINKShould be at least 20.

To create a symbolic link, tHe command is used with the option (sedn(1) ). If the
-s option is not used and a user tries to create a link to a file on another file system, a sym-
bolic link will not be created and the command will fail.

The syntax for creating symbolic links is as follows:
In -s sourcefilel] sourcefile2..] target
With two arguments:

¢ sourcefilelmay be any pathname and need not exist.
* targetmay be an existing directory or a non-existent file.

¢ |f targetis an existing directory, a file is created in directtanget whose
name is the last componentsafurcefilel("basename sourcefilel). This
file is a symbolic link that referencesurcefilel

¢ If targetdoes not exist, a file with nantargetis created and it is a sym-
bolic link that referencesourcefilel

¢ |f targetalready exists and is not a directory, an error is returned.
¢ sourcefilelandtargetmay reside on different file systems.

With more than two arguments:

* For eachsourcefile a file is created itargetwhose name isourcefileor its
last component Pasename sourcefile) and is a symbolic link teource-
file.

¢ |f targetis not an existing directory, an error is returned.

¢ Eachsourcefileandtargetmay reside on different file systems.
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Examples

The following examples show how symbolic links may be created.

In -s /usr/src/uts/sys /usr/include/sys

In this exampldusr/include is an existing directory. But filsys does not exist so it
will be created as a symbolic link that refergusr/src/uts/sys . The result is that
when file/usr/include/sys/x is accessed, the filasr/src/uts/sys/x will

actually be accessed.

This kind of symbolic link may be used when files exist in the directory
lusr/srcluts/sys but programs often refer to files msr/include/sys . Rather
than creating corresponding files/usr/include/sys that are hard links to files in
lusr/srcl/uts/sys , one symbolic link can be used to link the two directories. In this
example/usr/include/sys becomes a symbolic link that links the former
Jusrfinclude/sys directory to thdusr/src/uts/sys directory.

In -s /etc/group .

In this example theéargetis a directory (the current directory), so a file calggdup
("basename /etc/group ) is created in the current directory that is a symbolic link to
/etc/group

In -s /fs1/jan/abc /var/spool/abc

In this example we imagine théig1/jan/abc does not exist at the time the command
is issued. Nevertheless, the filkar/spool/abc is created as a symbolic link to
/fsl/jan/abc . Later,/fs1/jan/abc may be created as a directory, regular file, or
any other file type.

The following example illustrates the use of more than two arguments:
In -s /etc/group /etc/passwd .

The user would like to have tlggoup andpasswd files in the current directory but can-

not use hard links becausgc is a different file system. When more than two arguments
are used, the last argument must be a directory; here it is the current directory. Two files,
group andpasswd, are created in the current directory, each a symbolic link to the asso-
ciated file in/etc .

Removing Symbolic Links

Normally, when accessing a symbolic link, one follows the link and actually accesses the
referenced file. However, this is not the case when one attempts to remove a symbolic link.
When therm(1) command is executed and the argument is a symbolic link, it is the
symbolic link that is removed; the referenced file is not touched.

Accessing Symbolic Links
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Supposeabc is a symbolic link to filelef . When a user accesses the symbolicadind,
it is the file permissions (ownership and access) otléfe that are actually used; the per-
missions ofabc are always ignored. If fildef is not accessible (that is, either it does not
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exist or it exists but is not accessible to the user because of access permissions) and a user
tries to access the symbolic linkc, the error message will referabc, not filedef .

Copying Symbolic Links

This section describes the behavior oftp€l) command when one or more arguments
are symbolic links. With thep(1) command, if any argument is a symbolic link, that
link is followed. Then the semantics of the command are as describedG@oti@and
ReferenceSuppose the command line is

cp sym file3

wheresym is a symbolic link that references a regulartiigtl andfile3 is a regular
file. After execution of the commanfile3  gets overwritten with the contents of the file
testl

If the last argument is a symbolic link that references a directory, then files are copied to
that directory. Suppose the command line is:

cp filel sym symd

wherefilel is aregular filesym is a symbolic link that references a regulartfistl |,
andsymd is a symbolic link that references a directbijr. After execution of the com-
mand, there will be two new fileBJR/filel andDIR/sym that have the same contents
asfilel andtestl

Linking Symbolic Links

This section describes the behavior oflti{&) command when one or more arguments
are symbolic links. To understand the difference in behavior between this api{the
command, it is useful to think of a copy operation as dealing with the contents of a file
while the link operation deals with the name of a file.

Let us look at the case where the source argumdnt i8 a symbolic link. If thes
option is specified tdn , the command calls theymlink system call (see
symlink(2) ).symlink does not follow the symbolic link specified by the source argu-
ment and creates a symbolic link to it-df is not specifiedin invokes thdink(2)

system calllink  follows the symbolic link specified by the source argument and creates
a hard link to the file referenced by the symbolic link.

For the target argumerity invokes astat system call (sestat(2) ). If stat indi-

cates that the target argument is a directory, the files are linked in that directory. Other-
wise, if the target argument is an existing file, it is overwritten. This means that if the sec-
ond argument is a symbolic link to a directory, it is followed, but if it is a symbolic link to

a regular file, the symbolic link is overwritten.

For example, if the command line is
In sym filel

wheresym is a symbolic link that references a regular file , andfilel is a regular
file, filel is overwritten and hard-linked foo . Thus a hard link to a regular file has
been created.
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If the command is
In -s sym filel

where the files are the same as in first exaniidd, is overwritten and becomes a sym-
bolic link tosym.

If the command is
In filel sym

where the files are the same as in the first exampin,is overwritten and hard-linked to
filel

When the last argument is a directory as in
In filel sym symd
wheresymd is a symbolic link to a directoIR, andfilel  andsym are the same as in

the first example, the fil®IR/filel is hard-linked tdilel andDIR/sym is
hard-linked tdfoo .

Moving Symbolic Links
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This section describes the behavior ofitig1) command. Like thén(1) command,
mv(1l) deals with file names rather than file contents. With two arguments, a user
invokes thanv(l) command to rename a file. Therefore, one would not want to follow
the first argument if it is a symbolic link because it is the name of the file that is to be
changed rather than the file contents. Suppose shatis a symbolic link to
letc/passwd  andabc is a regular file. If the command

mv sym abc

is executed, the filsym is renamedibc and is still a symbolic link téetc/passwd . If
abc existed (as a regular file or a symbolic link to a regular file) before the command was
executed, it is overwritten.

Suppose the command is
mv sym1 filel symd

wheresym1 is a symbolic link to a regular fifeo , filel is a regular file, andymd is

a symbolic link that references a direct@R. When the command is executed, the files
syml andfilel  are moved from the current directory to iR directory so that there
are two new filesDIR/sym1 , which is still a symbolic link téoo , andDIR/filel

With the OS, thenv(1) command uses thename(2) system call. If the first argu-
ment torename(2) is a symbolic linkrename(2) does not follow it; instead it
renames the symbolic link itself. In previous releases, a file was moved using the
link(2) system call followed by thenlink(2) system call. Sincénk(2) and
unlink(2) do not follow symbolic links, the result of those two operations is the same
as the result of a call tename(2) .
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File Ownership and Permissions

The system callshmod, chown andchgrp are used to change the mode and ownership
of a file. If the argument tohmod, chown or chgrp is a symbolic link, the mode and
ownership of the referenced file rather than of the symbolic link itself will be changed.
(See the section on “Symbolic Links” that follows in this chapter). In such cases, the link
is followed.

Once a symbolic link has been created, its permissions cannot be changed. By default, the
chown(l) andchgrp(l) commands change the owner and group of the referenced
file. However, a newh option enables the user to change the owner and group of the sym-
bolic link itself. This is useful for removing files from sticky directories.

Using Symbolic Links with NFS

When using symbolic links in an NFS environment, it is important to understand how
pathnames are evaluated. The rule by which evaluations are performed is simple. Sym-
bolic links that a client encounters on the server are interpreted in accordance with the cli-
ent's view of the file tree.

Users on a server system must keep this rule in mind when they create symbolic links in
order to avoid problems. The examples that follow illustrate situations in which failure to
consider the client's view of the file tree can lead to problems.

In the example shown in Figure 9-8, the server advertisassits file system as USR. If

the server creates the symbolic lifsr/include/sys as an absolute pathname to

/ usr/src/uts/sys, evaluation of the link will work as intended as long as a client
mounts USR a#usr . Another way of saying this is that if the file tree naming conven-
tions are the same on the client and the server, things will work as intended. However, if
the client mounts USR dmnt/usr , when the symbolic linkusr/src/uts/sys is
evaluated, the evaluation will be done with respect to the client's view of the file tree and
will not cross the mount point back to the server but will remain on the client. Thus the cli-
ent will not access the file intended. In this situation the server should create the symbolic
link as a relative pathname/src/uts/sys , S0 that evaluation will produce the
desired results regardless of where the client mounts USR.

Figure 9-9 shows another potential problem situation in which the server advertises its
/usr file system as USR. But in this case the server has a symbolic link from
lusr/src/uts/sys/new.h to /foo/usr/src/uts/sys/new.h . Because the
referenced file/foo/usr/src/uts/sys/new.h , is outside of the advertised
resource, users on the server can access this file but users on the client cannot. In this
example, it would make no difference if the symbolic link was a relative rather than an
absolute pathname, because the directdop on the server is not part of the client's
name space. When the system evaluates the symbolic link, it will look for the file on the
client and will not follow the link as intended.
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CLIENT SERVER
/ /
usr = usr
/
src include
uts sys

—» [usr/arc/uts/sys
or
sys —» _ /srcluts/sys

vnhode.h 161380

Figure 9-8. Symbolic Links with NFS: Example 1

CLIENT SERVER

/ / \

usr > Uusr \\\\\\\\\\\\

/ I
src include src
uts Sys uts

— Jusr/src/uts/sys
or
sys —» . /srcluts/sys sys
vnode.h new.h —ffoolusr/src/uts/sys/new.h new.h

Figure 9-9. Symbolic Links with NFS: Example 2
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Archiving Commands

The cpio(1) command copies file archives usually to or from a storage medium such
as tape, disk, or diskette. By defaglpjo does not follow symbolic links, unless the
option is used with theo and-p options to indicate that symbolic links should be fol-
lowed. Note that this option is nealid with the-i option.

Normally, a user invokes thiand(1) command to produce a list of filenames and pipes
this into thecpio(1) command to create an archive of the files listed. fid{1)
command also has a new optidollow  to indicate that symbolic links should be fol-
lowed. If a user invokefind(1)  with the-follow  option, thercpio(1) must also

be invoked with its new optioih. to indicate that it too should follow symbolic links.

When evaluating the output frofmd(1) , following or not following symbolic links

only makes a difference when a symbolic link to a directory is encountered. For example,
if /usr/jan/symd is a symbolic link to the directoryjoe/test and filestest1
andtest2 are in directoryusr/joe/test , the output of dind starting from
Jusr/jan includes the fildusr/jan/symd if symbolic links are not followed, but
includes/usr/jan/symd/testl and/usr/jan/symd/test2 as well as
/usr/fjan/symd if symbolic links are followed.

If the user wants to preserve the structure of the directories being archived, it is recom-
mended that symbolic links not be followed on both commands. (This is the default.)
When this is done symbolic links will be preserved and the directory hierarchy will be
duplicated as it was. If the user is more concerned that the contents of the files be saved,
then the user should use tHe option tocpio(1) and the-follow  option to

find(1) to follow symbolic links.

CAUTION

The user should take care not to mix modes, that is, the user
should either follow or not follow symbolic links for both
cpio(1) andfind(1). If modes are mixed, an archive will

be created but the resulting hierarchy createdpiy -i may
exhibit unexpected and undesirable results.

The-i option tocpio(1) copies symbolic links as is.

Summary of UNIX System Files & Directories

UNIX system files are organized in a hierarchy; their structure is often described as an
inverted tree. At the top of this tree is the root directory, the source of the entire file sys-
tem. It is designated by/a(slash). All other directories and files descend and branch out
from root, as shown in Figure 9-10:

The following section provides brief descriptions of the root directory and the system
directories under it, as shown in an earlier figure.
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5

unix

O = Directories
date cat
= Regular Files
v = Special Flies
— =Branch 161400
Figure 9-10. Directory Tree from root
UNIX System Directories
/ the source of the file system (called the root directory)
/stand contains programs and data files used in the booting process
/sbin contains essential executables used in the booting process and in
manual system recovery
/dev contains special files that represent peripheral devices, such as:
console console
Ip line printer
term/* user terminal(s)
dsk/* disks
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letc contains machine-specific administrative configuration files and
system administration databases

/home the root of a subtree for user directories

/tmp contains temporary files, such as the buffers created for editing a
file

Ivar the root of a subtree for varying files such as log files

Jusr contains other directories, includifig andbin

/usr/bin contains many executable programs and utilities, including the

following: cat , date , login , grep , mkdir , who.

Jusr/lib contains libraries for programs and languages

Directories and Files

Directories in root

This section describes:

¢ Directories and files that are important for administering a system
* Directories that are new for this software release
* The reorganization of the directory structure introduced in this release

* The new organization of the root file system, and significant directories
mounted on root

CAUTION

To maintain a secure environment, do not change the file or direc-
tory permissions from those assigned at the time of installation.

The/ (root) file system contains executables and other files necessary to boot and run the
system. The directories of the root file system are explained next.

/bck
The/bck directory is used to mount a backup file system for restoring files.
/dev

The/dev directory contains block and character special files that are usually
associated with hardware devices or STREANSers.
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letc
Thel/etc directory contains machine-specific configuration files and system
administration databases.
/export
The/export  directory contains the default root of the exported file system
tree.
/home
The/home directory contains user directories.
finstall
The/install directory is used by the packaging commands to mount
add-on packages for installation and removiak{all file system).
/lost+found
The/lost+found directory is used bfsck to save disconnected files and
directories.
/mnt
The/mnt directory is used to mount file systems for temporary use.
/opt
The/opt directory is the mount point from which add-on application pack-
ages are installed.
/proc
The/proc directory is the mount point of th@oc file system which pro-
vides information on the system's processes.
/save
The/save directory is used by packaging commands for saving data.
/sbin
The/shin directory contains executables used in the booting process and in
manual recovery from a system failure.
/stand
The/stand directory contains standalone programs, which inchats .
/tmp
The/tmp directory contains temporary files.
lusr

The/usr directory is the mount point of thesr file system.
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Ivar

The/var directory is the mount point of thear file system. It contains
those files and directories that vary from machine to machine, suofpas
spool andmail . The/var file system also contains administrative directo-
ries such agvar/adm and/var/opt , the latter is installed by application
packages.

Directories in /etc

This section describes the directories under/dgte directory, which contain
machine-specific configuration files and system administration databases.

letc/bkup
This directory contains machine-specific files and directories for the extended
backup and restore operations. Also contained here are files and directories
that allow restore operations to be performed from single-user mode (system
state 1).

/etc/bkup/method
This directory contains files that describe all the extended backup and restore
methods currently used on your computer.

/etc/conf

The/etc/conf directory contains files that define the hardware drivers,
software drivers, and system parameters used to build the UNIX system file
/stand/unix

/etc/cron.d

This directory contains administrative files for controlling and monitoring
cron activities.

letc/default

This directory contains files that assign default values to certain system
parameters.

/etc/fs
This directory contains file-type specific utilities.
[etc/init.d

This directory contains executable files used in upward and downward transi-
tions to all system states. These files are linked to files beginning\gtiart)
orK(stop) infetc/rc  n.d , wheren is the appropriate system state. Files are
executed from théetc/rc  n.d directories.
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letcllp

letc/mail

This directory contains the configuration files and interface programs for the
LP print service.

This directory contains files used in administering the electronic mail system.

letc/maill/lists

letc/rc.d

letc/rcO.d

letc/rcl.d

letc/rc2.d

letc/rc3.d

This directory contains files, each of which contains a mail alias. The name of
each file is the name of the mail alias that it contains. (Sem#il(1)
command for a description of the mail alias format.)

This directory contains executable files that perform the various functions
needed to initialize the system to system state 2. The files are executed when
lusr/sbin/rc2 is run. (Files contained in this directory before UNIX Sys-
tem V Release 3.0 were movedétc/rc2.d . This directory is maintained

only for compatibility reasons.)

This directory contains files executed fogr/sbin/rcO for transitions to
system states 0, 5, and 6. Files in this directory are linked from the
/etc/init.d directory, and begin with eitherkaor anS. K shows pro-
cesses that are stopped, &shows processes that are started when entering
system states 0, 5, or 6.

This directory contains files executed fogr/sbin/rc1 for transitions to
system state 1. Files in this directory are linked from/¢t&init.d

directory, and begin with eitherkaor anS. K shows processes that should be
stopped, an& shows processes that should be started when entering system
state 1.

This directory contains files executed fogr/sbin/rc2 for transitions to
system state 2. Files in this directory are linked from/¢teinit.d

directory, and begin with eitherkaor anS. K shows processes that should

be stopped, an8 shows processes that should be started when entering sys-
tem state 2.

This directory contains files executed fogr/sbin/rc3 for transitions to
system state 3 (multi-user mode). Files in this directory are linked from the
/etc/init.d directory, and begin with eitherkaor anS. K shows pro-
cesses that should be stopped, Srathows processes that should be started
when entering system state 3.
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[etc/saf

This directory contains files and subdirectories used by the Service Access
Facility. The following commands ifusr/sbin use/etc/saf subdirec-
tories for data storage and retriewdsadmin , pmadmandsacadm. The
following files are included:

_sactab A list of port monitors to be started by the Service
Access Controller (SAC). Each port monitor listed in
this table has apmtab file in the/etc/saf/ pmtag
directory, whergomtagis the tag of this port monitor

(such adetc/saf/starlan for the starlan port
monitor).
_sysconfig The configuration script used to modify the environ-

ment for the Service Access Facility.

/etc/save.d

This directory contains files used by teysadm command for backing up
data on floppy diskettes. The following files are included:

except A list of the directories and files that should not be
copied as part of a backup is maintained in this file.

timestampl/... The date and time of the last backup (volume or incre-
mental) is maintained for each file system in the
/etc/save.d/timestamp directory.

The following files are used in machine-specific configuration and system administration
databases.

/etc/bkup/bkexcept.tab

This file contains a list of files to be excluded from an incremental backup.
[etc/bkup/bkhist.tab

This file contains information about the success of all backup attempts.
/etc/bkup/bkreg.tab

This file contains instructions to the system for performing backup operations
on your computer.

/etc/bkup/bkstatus.tab

This file contains the status of backup operations currently taking place.

/etc/bkup/rsmethod.tab

This file contains descriptions of the types of objects that may be restored
using the full or partial restore method.
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letc/bkup/rsnaotify.tab

This file contains the electronic mail address of the operator to be notified
whenever restore requests require operator intervention.

/etc/bkup/rsstatus.tab
This file contains a list of all restore requests made by users of your computer.
letc/bkup/rsstrat.tab

This file specifies a strategy for selecting archives when handling restore
requests. In completing restore operations for these requests, the backup his-
tory log is used to navigate through the backup tape to find the desired files
and or directories.

/etc/bupsched
This file contains the backup schedule.
/etc/d_passwd

This file contains a list of programs that will require dial-up passwords when
run fromlogin.  Each line in the file is formatted as

program encrypted password

whereprogramis the full path to any programs into which a user can log in
and run. The password referred to in gémerypted_password the one that

will be used by the dial-up password program. This password must be entered
before the user is given the login prompt. It is used in conjunction with the file
/etc/dialups.

/etc/default/cron

This file contains the default statusn@ble ordisable ) for theCRONLOG
operation.

/etc/default/login

This file may contain the following parameters that define a user's login envi-

ronment:

ALTSHELL Alternate shell status available to usegres orno).

CONSOLE Root login allowed only at the console terminal.

HZ Number of clock ticks per second.

IDLEWEEKS Number of weeks a password may remain unchanged
before the user is denied access to the system.

PASSREQ Password requirement on logingé orno).

PATH User's defaulPATH

SUPATH Root's defaulPATH
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TIMEOUT Number of seconds allowed for logging in before a
timeout occurs.

TIMEZONE Time zone used within the user's environment.
ULIMIT File size limit ulimit ).
UMASK User's value foumask.

/etc/default/passwd

This file contains the following information about the length and aging of user

passwords:

MINWEEKS Minimum number of weeks before a password can be
changed.

MAXWEEKS Maximum number of weeks a password can be
unchanged.

PASSLENGTH Minimum number of characters in a password.

WARNWEEKS Number of weeks before a password expires that the
user is to be warned.

SULOG A pathname that identifies a file in which a log of all
su attempts may be created.

CONSOLE Pathnames of the console on which are broadcast
messages notifying you whenever someone attempts
tosu root .

PATH PATHised forsu users.

SUPATH PATHIsed forsu root users.

letc/device.tab

This file is the device table. It lists the device alias, path to the vnode, and spe-
cial attributes of every device connected to the computer.

/etc/devlock.tab

This file is created at run time and lists the reserved (locked) devices. Device
reservations do not remain intact across system reboots.

letc/safl pmtad_config

This file contains a configuration script used to customize the environment for
the port monitor tagged @mntag(such agetc/saf/starlan/_config
for the starlan port monitor). Port monitor configuration scripts are optional.

/etc/dgroup.tab

This file lists the group or groups to which a device belongs.
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/etc/dialups

This file contains a list of terminal devices that cannot be accessed without a
dial-up password. It is used in conjunction with the/éte/d_passwd

letc/group

This file describes each user group to the system. An entry is added for each
new group with thgroupadd command.

[etc/inittab

This file contains instructions for thsbin/init command. The instruc-

tions define the processes created or stopped for each initialization state. Ini-
tialization states are called system states or run states. By convention, system
state 1 (or S or s) is single-user mode; system states 2 and 3 are multi-user
modes. (Seénittab(4) in the System Files and Devices Referefare
additional information.)

/etc/mail/mailcnfg

This file permits per-site customizing of the mail subsystem. Semadiie
cnfg(4) manual page in thBystem Files and Devices Refereand in the
Network Administratiomanuals

letc/mail/mailsurr

This file lists actions to be taken when mail containing particular patterns is
processed bynail . This can include routing translations and logging. See the
mailsurr(4 ) manual page in th8ystem Files and Devices Reference.

letc/mail/mailx.rc

This file contains defaults for threailx program. It may be added by the sys-
tem administrator. Semailx(1)

/etc/mail/notify and/etc/mail/notify.sys

These files are used by thetify  program to determine the location of
users in a networked environment and to establish systems to use in case of

file error.

/etc/motd
This file contains the message of the day. The message of the day is displayed
on a user's screen after that user has successfully logged in. (The commands
that produce this output on the screen are indtoprofile file.) This
message should be kept short and to the point/VEmgews files should
be used for lengthy messages.

/etc/passwd

This file identifies each user to the system. An entry is automatically added for
each new user with theseradd command, removed with theserdel
command, and modified with thesermod command.
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This file contains the default profile for all users. The standard (default) envi-
ronment for all users is established by the instructions ifetbiprofile

file. The system administrator can change this file to set options foodhe

login. For example, the six lines of code shown in Figure 9-11 can be added to
the /etc/profile . This code defines the erase character, automatically
identifies the terminal type, and sets #eRMvariable when the login ID is

root .

1 if [ ${LOGNAME} = root ]

O WN

fi

then
stty echoe
echo “Terminal: ¢”; read TERM 5 export TERM

Figure 9-11. Excerpt from /etc/profile

letc/dfs/dfstab

[etc/saf/

This file specifies the distributed file system resources from your machine that
are automatically shared to remote machines when entering system state 3.
Each entry in this file should beshare(1M) command line.

pmtad_pmtab

This is the administrative file for the port monitor tagge@ragag It contains
an entry for each service available throughphragport monitor.

letc/saf/_sactab

This file contains information about all port monitors for which the Service
Access Controller (SAC) is responsible.

/etc/saf/_sysconfig

This file contains a configuration script to customize the environments for all
port monitors on the system. This per-system configuration file is optional.

[etc/TIMEZONE

[etc/ttydefs

This file sets the time zone shell variadlg. The TZ variable is initially
established for the system via thgsadm setup  command. Th8Z vari-

able in theTIMEZONEfile is changed by theysadm timezone = command.
TheTZ variable can be redefined on a user (login) basis by setting the variable
in the associatedprofile . The TIMEZONEfile is executed by
/usr/shin/rc2 . (Seetimezone(4) in theSystem Files and Devices
Referencdor more information.)

This file contains information used by ttymon port monitor to set the terminal
modes and baud rate for a TTY port.
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letc/vfstab

This file provides default values for file systems and remote resources. The
following information can be stored in this file:

* The block and character devices on which file systems reside
* The resource name

* The location where a file system is usually mounted

* The file system type

* Information on special mounting procedures

These defaults do not override command line arguments that have been
entered manually. (Semountall(1M) in theCommand Referender
additional information.) Figure 9-12 shows a sample of this file.

#special

/dev/root
/dev/swap
/dev/usr

/dev/var

/proc

/dev/fd
/system/processor

fsckdev mountp fstype fsckpass automnt mntopts
/dev/rroot / ufs 0 yes -
- - swap - yes
/dev/rusr lusr ufs 1 yes
/dev/rvar Ivar ufs 0 yes
- Iproc proc - no
/dev/fd fdfs - no
Isystem/processor profs - no

Figure 9-12. Sample /etc/vfstab File

Directories in /usr

9-32

This section describes the directories infthsr file system. Theusr file system con-
tains architecture-dependent and architecture-independent files and system administration
databases that can be shared.

/usr/adm

This directory contains administrative files.
/usr/bin

This directory contains public commands and system utilities.
Jusr/ccs

This directory contains compilation systems executables, libraries, and mis-
cellaneous files.

/usr/include

This directory contains public header files for C programs.
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Jusr/lib
This directory contains public libraries, daemons, and architecture dependent
databases.

usr/lib/lp
This directory contains the directories and files used in processing requests to
the LP print service.

{usr/lib/mail

This directory contains directories and files used in processing mail.
{usr/lib/mail/surrcmd

This directory contains programs necessary for mail surrogate processing.
{usr/lost+found

This directory contains orphaned files foundfégk(1M)
{usr/sadm

This directory containsysadm administration files.
/usr/sadm/bkup

This directory contains executables for the extended backup and restore ser-
vices.

/usr/sbin

This directory contains executables used for system administration.
lusr/share

This directory contains architecture independent files that can be shared.
usr/share/lib

This directory contains architecture independent databases.
/usr/share/man

This directory contains system manual pages.
{usr/sadm/skel

This directory contains the files and directories built when usingiske
radd command with them argument. All directories and files under this
location are built under tfBHOMHocation for the new user.
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Files in /usr

This section describes the files in ther directories, which contain architecture-depen-
dent and architecture-independent files and system administrative databases that can be
shared.

lusr/sbin/rcO

This file contains a shell script executed/hgr/sbin/shutdown for
transitions to single-user state, and/4lyin/init for transitions to system
states 0, 5, and 6. Files in thgc/shutdown.d and/etc/rc0.d direc-
tories are executed whéeusr/sbin/rcO is run. The fileKOOANNOUNCE

in /etc/rc0.d prints the messag®ystem services are now

being stopped. Any task that you want executed when the system is
taken to system states 0, s, 5, or 6 is done by adding a file/&idie0.d
directory.

lusr/sbin/rcl

This file contains a shell script executed/blgin/init for transitions to
system state 1 (single-user state). Executable files ifettfec.d direc-
tory and any executable files beginning w8lor K in the/etc/rc1.d
directories are executed wharsr/sbin/rcl is run. All files inrcl.d

are linked from files in théetc/init.d directory. Other files may be
added to théetc/rcl.d directory as a function of adding hardware or soft-
ware to the system.

/usr/sbin/rc2

This file contains a shell script executed/blgin/init for transitions to
system state 2 (multi-user state). Executable files iretbé&c.d directory
and any executable files beginning w8lor K in the/etc/rc2.d directo-
ries are executed whéeuasr/sbin/rc2 is run. All files inrc2.d are
linked from files in theetc/init.d directory. Other files may be added to
the/etc/rc2.d directory as a function of adding hardware or software to
the system.

lusr/sbin/rc3

This file is executed bysbin/init . It executes the shell scripts in
letc/rc3.d for transitions to a distributed file system mode (system state
3).

lusr/sbin/rc6

This shell script is run for transitions to system state 6 (for example, using
shutdown -i6 ). If the kernel needs reconfiguring, tsbin/buildsys

script is run. If reconfiguration succeedssr/sbin/rc6 reboots without
running diagnostics. If reconfiguration fails, it spawns a shell.

{usr/sbin/shutdown

This file contains a shell script to shut down the system gracefully in prepara-
tion for a system backup or scheduled downtime. After stopping all nonessen-
tial processes, thehutdown script executes files in thietc/shut-

down.d directory by callingusr/sbin/rcO for transitions to system state
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1 (single-user state). For transitions to other system stateshai@own
script calls/sbin/init

Jusr/share/lib/mailx/mailx.help lusr/share/lib/mailx/mailx.help.
Help files formailx . The filemailx.help.~ contains help messages for
mailx 's tilde commands. Serailx(1) in theCommand Reference.

This section describes the directories of/tlee  directory, which contain files and direc-
tories that vary from machine to machine.

/var/fadm
This directory contains system logging and accounting files.
Ivar/crashfiles

This directory contains the system crash files dumped by the
savecore(1M) utility.

Ivar/cron
This directory contains theron log file.
Ivarfiaf
This directory contains log files for the identification and authentication facil-
ity.
Ivar/lost+found
This directory contains orphaned files foundfégk(1M)
Ivarllp
This directory contains log files for the LP print service.
/var/mail

This directory contains subdirectories and mail files that users access with the
mail(1) andmailx(l) commands.

/var/mail/:saved

This directory contains temporary storage for mail messages mahile is
running. Files are named with the user's ID while they aheaivmail

Ivar/news

This directory contains news files. The file names are descriptive of the con-
tents of the files; they are analogous to headlines. When a user reads the news,
using thenews command, an empty file namatkews_time is created in

his or her login directory. The date (time) of this file is used byéwes com-

mand to determine if a user has read the latest news file(s).
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Ivarlopt
This directory is created and used by application packages.
Ivar/options
This directory contains a file (or symbolic link to a file) that identifies each
utility installed on the system. This directory also contains information cre-
ated and used by application packages (such as temporary files and logs).
Ivar/preserve
This directory contains backup files far andex .
/var/sadm
This directory contains logging and accounting files for the backup and restore
services, software installation utilities, and package management facilities.
Ivar/[sadm/pkg
This directory contains data directories for installed software packages.
Ivar/sa
This directory contains data files usedday(1M) .
Ivar/saf
This directory contains log files for the Service Access Facility.
Ivar/spool

This directory contains temporary spool files.
Ivar/spool/cron/crontabs

This directory containsrontab files for theadm, root andsys logins.
Users whose login IDs are in tletc/cron.d/cron.allow file can
establish their owrrontab file using thecrontab command. If the
cron.allow file does not exist, théetc/cron.d/cron.deny file is
checked to determine if the user should be denied the use ofotitab
command.

Asroot , you can use therontab command to make the desired entries.
Revisions to the file take effect at the next reboot. The file entries support the
calendar reminder service and the Basic Networking Utilities. Remember,
you can use theron command to decrease the number of tasks you perform
with thesysadm command; include recurring and habitual tasks in your
crontab file. (Seecrontab(1) in theCommand Referender additional
information.)

Ivar/spool/lp

This directory contains temporary print job files.

9-36



Files in /var

Directory and File Managemén

Ivar/spool/smtpqg

This directory contains Simple Mail Transfer Protocol (SMTP) directories and
log files. Directories nametlost contain messages spooled to be sent to that
host. Files nameHOG.n contain the logs from the past seven days (Sunday's
log is calledog.0 ). The current day's log is sSimply0G

Ivar/spool/uucp
This directory contains files to be sentunycp .

Ivar/spool/uucppublic

This directory contains files received bycp .

Ivar/tmp

This directory contains temporary files.
Ivarluucp

This directory contains logging and accounting filesuiaep .
Ivarlyp

This directory contains utilities and data used for the Network Information
Service (NIS).

This section describes the files in thvar directories, which contain information that
varies from machine to machine.

Ivarfadml/errfile

This file contains the error log ferrdemon(1M)
Ivarfadm/lastlog

This file contains the last login time for all users.
Ivar/fadm/spellhist

If the Spell Utility is installed, this file contains a history of all words that the
spell  command fails to match. Periodically, this file should be reviewed for
words that you can add to the dictionary. Cleardpellhist file after
reviewing it. (Refer tepell(1)  for information on adding words to the dic-
tionary, cleaning up thspellhist file, and other commands that can be
used with the Spell Utility.)

Ivar/ladm/syslog

This is the default log file from thgyslogd (system message daemon). It is
set up inetc/syslog.conf
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Ivarladm/utmp

This file contains information on the current system state. This information is
accessed with theho command.

Ivarfadm/utmpx

This file contains information similar to that in thar/adm/utmp file,
along with a record of the remote host.

Ivarladm/wtmp

This file contains a history of system logins. The owner and group of this file
must beadm, and the access permissions must be 664. EacHdgime is

run this file is updated. As the system is accessed, this file increases in size.
Periodically, this file should be cleared or truncated. The command line
>fvarfadm/wtmp  when executed bgoot creates the file with nothing in

it. The following command lines limit the size of thvar/adm/wtmp  file to

the last 3600 characters in the file:

# tail -3600c /var/adm/wtmp > /var/tmp/wtmp
# mv Nvar/tmp/wtmp /var/fadm/wtmp

#

The/usr/shin/cron , lusr/sbin/rcO , or/usr/sbin/rc2 com-
mand can be used to clean upwhmp file. You can add the appropriate com-
mand lines to thévar/spool/cron/crontabs/root file or add shell
command lines to directories such/ak/rc2.d , letc/rc3.d , and so
on.

Ivarfadm/wtmpx

This file contains information similar to that in thear/adm/wtmp file,
along with a record of the remote host.

Ivar/ladm/loginlog

If this file exists, it is a text file that contains one entry for each group of five
consecutive unsuccessful attempts to log in to the system.

Ivar/fadm/sulog

This file contains a history of substitute ussu | command usage. As a secu-
rity measure, this file should not be readabledthers . The
/varfadm/sulog file should be truncated periodically to keep the size of
the file within a reasonable limit. Theisr/sbin/cron , the
{usr/sbin/rcO , or the/usr/sbin/rc2 command can be used to clean
up thesulog file. You can add the appropriate command lines to the
Ivar/spool/cron/crontabs/root file or add shell command lines to
directories such aetc/rc2.d , letc/rc3.d , and so on. The following
command lines limit the size of the log file to the last 100 lines in the file:

# tail -100 /var/adm/sulog > /var/tmp/sulog
# mv /var/tmp/sulog /var/adm/sulog
# Ivar/cron/log
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This file contains a history of all actions taken/bgr/shin/cron . The

Ivar/cron/log

file should be truncated periodically to keep the size of the

file within a reasonable limit. Thesr/sbin/cron , lusr/sbin/rcO , or

/usr/sbin/rc2

command can be used to clean up/tta/cron/log

file. You can add the appropriate command lines to the

Ivar/spool/cron/crontabs/root

file or add shell command lines in

the following directories (as applicablégtc/rc2.d , letc/rc3.d , (and
so on). The following command lines limit the size of the log file to the last

100 lines in the file:

# tail -100 /var/cron/log > /var/tmp/log

# mv /var/tmp/log /var/cron/log

#

This file contains a process log used when troubleshooting a backup opera-

tion.

Ivar/sadm/bkup/logs/bkrs

This file contains a process log used when troubleshooting a backup or restore
operation for which a method was not specified.

Ivar/sadm/bkup/logs/rslog

This file contains a process log used when troubleshooting a restore operation.

Ivar/[sadm/bkup/toc

This file contains table of contents entries created by a backup method.

File Access Controls

When thds -I  command displays the contents of a directory, the first column of output
describes the “mode” of the file. This information tells you not only what type of file it is,
but who has permission to access it. This first field is 10 characters long. The first charac-
ter defines the file type and can be one of the following types:

Figure 9-13. File Types

Type Symbol
Text, programs, etc. -
Directories d
Character special c
Block special b
FIFO (named pipe) special p

I

Symbolic links
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Using this key to interpret the previous screen, you can see thetathlip  directory
contains three directories and two regular disk files.

The next several characters, which are either letters or hyphens, identify who has permis-
sion to read and use the file or directory.

The following number is the link count. For a file, this equals the number of users linked to
that file. For a directory, this number shows the number of directories immediately under it
plus two (for the directory itself and its parent directory).

Next, the login name of the file's owner appears (herestaiship ), followed by the
group name of the file or directorprpject ).

The following number shows the length of the file or directory entry measured in units of
information (or memory) called bytes. The month, day, and time that the file was last mod-
ified is given next. Finally, the last column shows the name of the directory or file.

Figure 9-14 identifies each column in the rows of output frontstHe command.

number of owner length of
blocks used name file in bytes
number group
of links name name
total30 ¥ v v \J Y
rwxr-xr-x 3 starship proj 96 Oct 27 08:16 bin
File —_ rWxr-xr-x 2 starship proj 64 Nov 1 14:19 draft
type rwxr-xr-x 2 starship proj 80 Nov 8 08:48 letters
rwx 2 starship proj 12301 Nov 2 10:15 list
rw 1 starship proj 40 Oct 27 10:00 mbox
permissions time/date last

midified

161410

Figure 9-14. Description of Output Produced by the Is -| Command

File Protection

Because the UNIX operating system is a multi-user system, you usually do not work alone
in the file system. System users can follow pathnames to various directories and read and
use files belonging to one another, as long as they have permission to do so.

If you own a file, you can decide who has the right to read it, write in it (make changes to
it), or, if it is a program, to execute it. You can also restrict permissions for directories.
When you grant execute permission for a directory, you allow the specified users to
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change directory to it and list its contents with khecommand (seés(1) ). Only the
owner or a privileged user can define the following:

¢ which users have permission to access data

¢ which types of permission they have (that is, how they are allowed to use
the data)

This section introduces access-permissions for files and discusses file protection.

The OS defines access-control and privilege mechanisms to allow for extended-secu-
rity-controls that implement security policies different from those in PowerMAX OS, but
which avoid altering or overriding the defined semantics of any functions in the OS.
Although quite simple, the access-control scheme has some unusual features. Each user
has a unique user-identification (user-id) number, as well as a shared group-identification
(group-id) number. A file is tagged with the user-id and group-id of its owner, and a set of
access-permission-bits when createdpgn , creat , mkdir , mknod andmkfifo
(seeopen(2) , creat(2) , mkdir(2) , mknod(2) andmkfifo(2) ). The OS
file-access-control uses the access-permission-bits to specify independent read, write and
execute permissions for tlsvnerof the file, for any members of the ownegt®up and

for anyother users. For directories, execute permission meaaghpermission. These
access-permission-bits are changedbmod, and are read bstat andfstat (see
chmod(2) , stat(2) andfstat(2) ).

When a process requests file-access-permission for read, write or execute/search, access is
determined as follows:

1. If the effective-user-id of the process is a user with appropriate access-per-
missions (such as a privileged user).

a. If read, write or directory search permission is requested, access is
granted.

b. If execute permission is requested, access is granted if execute per-
mission is granted to at least one user by the file-permission-bits or
by an alternate-access-control mechanism; otherwise, access is
denied.

2. Otherwise:

a. The read, write and execute/search access-permissions on a file are
granted to a process if one or more of the following are true (see
chmod(2) ):

* The appropriate access-permission-bit of the ovpoetion of
the file-mode is set and the effective-user-id of the process
matches the user-id of the owner of the file

* The appropriate access-permission-bit of the gnoonion of
the file-mode is set, the effective-group-id of the process
matches the group-id of the file and the effective-user-id of the
process fails to match the user-id of the owner of the file.
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* The appropriate access-permission-bit of the offuetion of
the file-mode is set, the effective-group-id of the process fails
to match the group-id of the file and the effective-user-id of the
process fails to match the user-id of the owner of the file.

Otherwise, the corresponding access-permissions on a file are denied to the
process.

b. Access is granted if an alternate-access-control mechanism is not
enabled and the requested access-permission-bit is set for the class to
which the process belongs, or if an alternate-access-control mecha-
nism is enabled and it allows the requested access; otherwise, access
is denied.

Implementations may provide additional-file-access-control or alternate-file-access-con-
trol mechanisms, or both. An additional-access-control mechanism only further restricts
the file-access-permissions defined by the file-permission-bits. An alternate-access-control
mechanism shall:

1. specify file-permission-bits for the file-owner-class, file-group-class and
file-other-class of the file, corresponding to the access-permissions, that
stat andfstat return.

2. Be enabled only by explicit user action, on a per-file basis by the file-owner
or a user with the appropriate-privilege.

3. Be disabled for a file after the file-permission-bits are changed for that file
with chmod. The disabling of the alternate mechanism need not disable
any additional mechanisms defined by an implementation.

Setting Default Permissions

When a file is created its default permissions are set. These default settings may be
changed by placing an appropriatenask command in the system profile
(/etc/profile ).

Figure 9-15. Umask(1) Settings for Different Security Levels

Level of Security umask Disallows

Permissive 0002 wfor others

Moderate 0027 wfor group,rwx for others
Severe 0077 rwx for group and others

How to Determine Existing Permissions

You can determine what permissions are currently in effect on a file or a directory by using
Is-l  to produce a long listing of a directory's contents.

9-42



Directory and File Managemén

In the first field of thds -I ~ output, the next nine characters are interpreted as three sets
of three bits each. The first set refers to the owner's permissions; the next to permissions of
members in the file's group; and the last to all others. Within each set, the three characters
show permission to read, to write, and to execute the file as a program, respectively. For a
directory, “execute” permission is interpreted to mean permission to search the directory
for a specified file. For example, typig -l  while in the directory namestar-

ship/bin  in the sample file system produces the following output:

$ls -

total 35

-rwxr-xr-x 1 starship  project 9346 Nov 1 08:06 display
-rw-r--r-- 1 starship  project 6428 Dec 2 10:24 list
drwx--x- -x 2 starship  project 32 Nov 8 15:32 tools
$

Permissions for thdisplay andlist files and thdools directory are shown on the
left of the screen under the litetal 35 , and appear in this format:

-PWXI-Xr-X (for the display file)
-rW-r--r-- (for the list file))
drwx--X--x (for the tools directory)

After the initial character, which describes the file type (for example(dash) symbol-

izes a regular file and d a directory), the other nine characters that set the permissions
comprise three sets of three characters. The first set refers to permissions for the owner
the second set to permissions for gromgmbers, and the last set to permissions for all
othersystem users. Within each set of characterst tflveandx show the permissions
currently granted to each category. If a dash appears instead pfvanm x permission to

read, write or execute is denied.

The following diagram summarizes this breakdown for the file nadispday

user group  others

P

'WXr-Xr-X

/]

read write execute Permission to
write to the file denied to
group and other

161420

As you can see, the owner hasw, andx permissions and members of the group and
other system users haweandx permissions.
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There are two exceptions to this notation system. Occasionally theslettehe letted

may appear in the permissions line, instead af ,amor x. The letters (short for set user

ID or set group ID) represents a special type of permission to execute a file. It appears
where you normally see an(or - ) for the user or group (the first and second sets of per-
missions). From a user's point of view it is equivalent to am the same position; it
implies that execute permission exists. It is significant only for programmers and system
administrators. (See tl&ystem Administration, Volumerianual for details about setting

the user or group ID.) The lettérindicates that locking will occur when the file is
accessed. It does not mean that the file has been locked. The permissions are as follows:

Figure 9-16. File Access Permissions

Symbol Explanation

r The file is readable.
w The file is writable.

X The file is executable.

- This permission is najranted.

I Mandatory locking will occur during access. (The set-group-I1D
bit is on and the grougxecution bit is off.)

S Theset-user-1D oset-group-1D bit is on, and the corresponding
useror groupexecution bit is also on.

S The set-user-ID bit is on and the usg&ecution bit is off.

t The sticky and the execution bits for otlaee on.

T The sticky bit is turned on, and the execution bit for oiheff.

Figure 9-17. Directory Access Permissions

Symbol Explanation

r The directory is readable.

w The directory may be altered (files may be added or
removed).

X The directory may be searched. (This permission is required

to cd to the directory.)

t File removal from a writable directory is limited to the
owner of the directory or file unless the file is writable.

How to Change Existing Permissions

After you have determined what permissions are in effect, you can change them by calling
thechmod command in the following format:

chmod who+permission file(s)
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or
chmod who=permission file(s)

The following list defines each component of this command line.

chmod name of the program
who one of three user groups (g oro)
u = user
g = group
o = others
+ or - instruction that grantsH) or denies {) permission
permission any combination of three authorizations (vandx)
r =read
w= write
X = execute
file(s) file (or directory) name(s) listed;

assumed to be branches from your current directory,
unless you use full pathnames.

NOTE

The chmod command will not work if you type a space(s)
betweenwhq the instruction that gives+j or denies { ) permis-
sion, and th@ermission

The following examples show a few possible ways to usehlhed command. As the
owner ofdisplay , you can read, write, and run this executable file. You can protect the
file against being accidentally changed by denying yourself wrijgpérmission. To do
this, type the command line:

chmod u-w display

After receiving the prompt, tyde-l  and press the RETURN key to verify that this per-
mission has been changed, as shown in the following screen.

$ chmod u-w display

$ls

total 35

-r-xr-xr-x 1 starship  project 9346 Nov 1 08:06 display
rw-r--r-- 1 starship  project 6428 Dec 2 10:24 list
drwx--x- -x 2 starship  project 32 Nov 8 15:32 tools
$

As you can see, you no longer have permission to write changes into the file. You will not
be able to change this file until you restore write permission for yourself.
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Now consider another example. Notice that permission to write into thiisfley  has

been denied to members of your group and other system users. However, they do have
read permission. This means they can copy the file into their own directories and then
make changes to it. To prevent all system users from copying this file, you can deny them
read permission by typing:

chmod go-r display

Theg ando stand for group members and all other system users, respectively, and the
denies them permission to read or copy the file. Check the results with-the com-
mand.

$ chmod go-r display

$Is -l

total 35

-rwx--x-  -x 1 starship  project 9346 Nov 1 08:06 display
rw-r--r-- 1 starship  project 6428 Dec 2 10:24 list
drwx--x- -x 2 starship  project 32 Nov 8 15:32 tools

$

For more information, refer tig(1) andchmod(1l) intheCommand Reference.

A Note on Permissions and Directories

You can use thehmod command to grant or deny permission for directories as well as
files. Simply specify a directory name instead of a file name on the command line.

However, consider the impact on various system users of changing permissions for direc-
tories. For example, suppose you grant read permission for a directory to youjself (
members of your groum(), and other system users)( Every user who has access to the
system will be able to read the names of the files contained in that directory by running the
Is-l command. Similarly, granting write permission allows the designated users to cre-
ate new files in the directory and remove existing ones. Granting permission to execute the
directory allows designated users to move to that directory (and make it their current
directory) by using thed command.

An Alternative Method

There are two methods by which tbemod command can be executed. The method
described above, in which symbols such agrandx are used to specify permissions, is
called the symbolic method.

An alternative method is the octal method. Its format requires you to specify permissions
using three octal numbers, ranging from 0 to 7. (The octal number system is different from
the decimal system that we typically use on a day-to-day basis.) To learn how to use the
octal method, see tlehmod(1) entry in theCommand Reference.
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Security Considerations

This section gives the software developer information on various security features and
their impact on writing applications. While many of the security features, like Mandatory
Access Control, are available only if the Enhanced Security Utilities are installed and run-
ning, it is to your advantage to program your application so that it will run on the OS with
and without the Enhanced Security Utilities installed. This way, you can avoid program-
ming the same application for each environment.

What Security Means to Programmers

What Is Security?

As a programmer on PowerMAX OS, you need a general understanding of how security
affects you and protects your files on the computer system. You also need to understand
the difference between basic security and enhanced security. Finally, you need to under-
stand the term Trusted Computing Base (TCB), an all-encompassing term which describes
the mechanisms used to enforce Enhanced Security.

Security for a computing system means that the information on the system is protected

from unauthorized disclosure or modification. If each user had a personal non-networked

computing system that was kept locked up, each user's files would be secure. But isolation
and physical security are not practical in most circumstances.

On a computer system that many people share, the simplest security mechanism would be
to allow only the owner of a file to access that file. That would be inconvenient, however,
since one of the benefits of a computer system is the sharing of resources. For example, it
would be wasteful for each user to have a private copy of each command. Commands are
usually shared, but users often want to restrict access to the contents of data files.

On a secure system, each user has a unique identity and a level of authorization associated
with that identity. For security to work, the computer system must have some way of iden-
tifying users, their level of authorization, and their files. For the most part, while you are
logged in, all data you enter, create, and process belongs to you. Data is stored in named
files on the computer system. Each file you own is kept separate from the rest of your files
and from the files belonging to other users.

As a programmer, you are also concerned with the impact of security on users who run
your programs.

A secure computer system must have a mechanism that makes access decisions, that is,
one that decides who can access what, based upon user identity and authorization.

There are many ways in which the security of a computer system can be violated. Unau-
thorized access to read or write files can be the result of:

* The abuse of privileges by users or administrators

* Malicious programs that surreptitiously gain privileges or access to files
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* |dle browsing of files that are inadequately protected

Most computer systems provide some degree of basic security. However, the mechanisms
supplied by the TCB and the Enhanced Security Utilities available with the OS provide
specific, enhanced protection against these and other potential security hazards.

A review of basic security will provide a background for understanding the Enhanced
Security Utilities available with the OS.

How Basic Security Works

An operating system stores and processes information in the form of electronic data. In
doing so, it provides an interface between you, the user of the computer, and the computer.
An operating system provides you with commands, library routines, functions, and pro-
grams that allow you to tell the computer how to store and process the information that
belongs to you.

A computer system enforces basic security by making access decisions, that is, by decid-
ing who can access what. In order to make access decisions, a computer system uniquely
identifies each user on the system and stores information in named files, each of which
belongs to a single user on the system. It would be a potential violation of security if users
could access any files at will.

The OS supplies basic security through the use ofotfie  andpasswd (password)
mechanisms, which identify you to the system and put you in control of your data. Also
included in basic security asecess mode bits, which give users some control over
which other users can access their files. It is not a violation of basic security for users to
have the ability to share individual files with specific other users.

Additionally, you may attach specific privileges to executable files and processes. This
allows programs to perform privileged operations without having to become root.

Privileged users need to perform sensitive tasks, but because privileges are associated with
processes and executable files, not user IDs (except for the special case of UID=0 when
using the SUM privilege policy module), it is not possible to grant privileges to users
directly. The Trusted Facility Management (TFM) tools provide an interface between
users and privileges. The TFM tools maintain a database of users and the commands they
may execute with privilege. Théadmin(1) command invokes the requested com-
mand, regulating the privileges based on the TFM database information. If privileges are
assigned to a user's shell, they will be inherited by all commands executed by that shell.

How Enhanced Security Works
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The mechanisms that provide enhanced security appear to be simply more restrictive ver-
sions of the mechanisms that provide basic security. They are that, but they are much
more. The mechanisms available with the OS are designed to protect sensitive informa-
tion. Sensitive information must be specially protected according to the rules of a security

policy because its unauthorized disclosure, loss, or alteration will cause damage or harm
to someone or something. The Enhanced Security mechanisms that protect sensitive infor-
mation are part of the Trusted Computing Base, or TCB.

Because the information on a computer system can be easily shared and potentially stolen,
the TCB can be thought of as the mechanisms that control the sharing of information. That
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is, the TCB controls who has access to what. By controlling access, the TCB can protect
your files and your programs from being seen or accessed by other computer users.

The security policy for the OS prescribes a relationship between access rules and access
attributes. The access rules allow the TCB to define several distinct levels of authorization,

and the access attributes provide the mechanism for the TCB to prevent unauthorized
access to sensitive information.

NOTE

Note that the levels of authorization defined by the TCB are simi-
lar to but much more complicated and restrictive than the access
control provided by the access mode bits.

More specifically, the security policy for a computing system running on the OS describes
the relationships among five elements. The first two elements are the subjects and objects
on a computer system that interact with each other.

* Subjects cause information to flow among objects or they change the sys-
tem status. A user is represented on the system as a subject.

* Objects are those parts of a computing system that contain or receive infor-
mation. Examples of objects are data files, program files, memory, termi-
nals, line printers, disks, tapes, and processes.

NOTE

Note that a process is a subject when it requests an action and an
object when it receives information.

Typical interactions are for subjects to create, read, or write objects.

The remaining three elements define the ways in which subjects and objects interact.
These elements are access attributes, access rules, and process privileges.

* The access attributes of a subject or an object define its position within the
separation scheme that the TCB uses to segregate computer users and
information on the computer system.

The access rules embody the policy that segregates information for the sys-
tem. The TCB determines whether a subject can access a given object by
comparing the access attributes of the subject with the access attributes that

are required to access the object. Only if a subject passes all relevant access
checks can it access an object.

* Privileges are assigned to executables. When a subject has access to that
executable, that subject can perform override access checks to perform sen-
sitive system operations.
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Privileges
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NOTE

The security policy requires that a process has only the privileges
it needs to perform its task and that it relinquish a privilege when
it is no longer needed. Most users execute processes without priv-
ileges. If your programs need privileges, contact a system admin-
istrator.

As a very simplified approximation, you can think of the security policy as segregating the
levels of authorization in a hierarchy, that is, some levels are conceptually “higher” than
other levels. A subject can read an object if and only if the subject's level is higher than the
level of the object. A subject can write to an object if and only if the subject's level is equal
to the level of the object.

Actually, the relationship between security levels is much more complex than this simple
approximation. Security levels can be disjoint. For more detailed explanations of security
levels, refer tdSystem Administration, Volume 1.

In enforcing the security policy, the TCB assigns access permissions to subjects and
objects according to the local security policy as instituted by the system administrators,
and then uses the access rules to ensure that subjects do not access objects for which the
subjects do not have the proper access attributes.

The TCB further restricts the use of certain commands and system calls to subjects (pro-
cesses) that have the proper privileges.

Thus, users are limited in their ability to allow access, and the TCB makes access deci-
sions. Security is enhanced because the ability to grant access is enforced by the TCB, not
by individual users.

Since the TCB restricts the use of certain commands and system calls to subjects (pro-
cesses) which have the proper privileges, you will likely want to read more detail about the
security features that affect applications programming in the next section.

Privilege, in the simplest terms, is the ability to override system restrictions on the actions
of users. All operating systems allow users to exercise special privilege, under certain con-
ditions, to perform sensitive system operations. Sensitive system operations are those
which affect the configuration of the system or its availability to users.

Most users cannot, for example, execute commands affecting the hardware or software
configuration of the system. Activities such as mounting and checking file systems, adding
users, modifying user profiles, adding and removing peripherals, installing application
software, password administration, and administration of the user terminal lines, are
restricted to certain users.

In previous UNIX releases, the restriction of privilege is implemented by designating a
special user identifier (UID) d; the login name historically associated with this UID is
root .
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When a person logs in asot , that person has unrestricted access to every file on the
system, and the ability to alter system operation. Commands that execute sensitive system
operations check to see whether the effective UID of the process requesting the operation
is 0. If it is, the user process is given unlimited access to the system.

Theroot login in previous UNIX releases possesses, in effect, the one privilege neces-
sary to override all system restrictions on command execution and access: the superuser
privilege.

The OS provides an alternative privilege mechanism that is more flexible to suit the needs

of the user community. Now, rather than investing the power to issue any command on the

system to one user, you can give partial superuser power to several users. By assigning
privileges linked to specific tasks, you essentially assign a role to each such user.

This privilege mechanism checks the invoking process for the presence of one or more of
a discrete set of privileges corresponding to each sensitive system operation.

The privileges inherited by a new process are derived from the calling process's privileges
and the privileges set on the file being executed. This type of privilege mechanism is
called a file-based privilege mechanism. It is actually a combination of the old UID func-
tionality supported in the UNIX operating system for over 20 years, and new, discrete
privilege functionality.

The most important advantage of this privilege mechanism over the pure UID-based privi-
lege mechanism is the fine granularity with which it can apportion system privileges to
executing processes. For example, you might assign someone to the role of mail adminis-
trator. That person would have all the privileges necessary to oversee maintenance and
troubleshooting of the mail subsystem, but no others; he or she wouldn't be able to add and
delete user accounts, reorganize file systems, or do any other administrative work unre-
lated to electronic mail.

The superuser privilege is replaced by a list of discrete privileges based on the categoriza-
tion of sensitive system operations into groups of operations exercising the same kind of
privilege. In other words, many different commands might need to override discretionary
read access restrictions on files to perform their functions; defining a privilege such as
P_DACREAD

While the privilege mechanism provides the means by which a system can apportion and
control process privileges, the privilege policy module provides the rules by which the
system grants privileges to processes.

The system is delivered with a Super User Module (SUM) privilege policy module that
provides the same functionality as provided by the superuser privilege in previous UNIX
releases. It also provides additional flexibility by allowing fixed privileges on executable

files.

The Enhanced Security Utilities are delivered with a Least Privilege Module (LPM), that

provides a more restrictive privilege policy. This policy specifies that processes execute
with only the amount of privilege necessary to perform their given function, and no more.
The superuser is not automatically granted privileges as it is when using the SUM privi-
lege policy module.

By default, the SUM module is used unless the Enhanced Security Utilities are installed
and you specifically include the LPM module.

Both privilege policy modules use:
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- alist of system privileges
- aworking and maximum set of privileges for each process

- afixed set of privileges for each executable file

The LPM policy module also supports an inheritable set of privileges for executable files
in addition to the fixed set.

It is important to recognize that the list of system privileges, fixed privileges on files, and
the inheritance mechanism are all part of the basic privilege mechanism provided by the
operating system and are present even when the Enhanced Security Utilities are not
installed.

The ability to override system restrictions with privileges is vested in three ways:

- to any user whose effective identity is root (SUM policy module only)
- through fixed privileges assigned to executable files

- by way of the Trusted Facility Management (TFM) utilities

When using the SUM privilege policy module, any process with an effective user-ID of
“0” (root) is considered omnipotent and has all privileges assigned to it.

The second and third approaches provide methods of giving a “little bit of root” to a user
or command. They introduce the idea of discrete privileges that are associated with exe-
cutable files and processes. A process has privilege only when it is executing a privileged
command.

Thefilepriv(1M) command assigns fixed privileges to executable files. The fixed
privileges become a file attribute. The executable file will always run with privilege for
those users who can access the file. The fixed privileges for a file will become invalid if
any attributes of the file are changed (checksum, file size, ctime, mode, etc). You may
want to assign fixed privileges to commands when you are more concerned that users are
accessing a version of a command that you can verify is secure, than with the identities of
the users using the command.

Privileged users need to perform sensitive tasks, but because privileges are associated with
processes and executable files, not user IDs (except for “root” when using the SUM privi-
lege policy module), it is not possible to grant privileges to users directly. The Trusted
Facility Management (TFM) utilities provide a way to associate users with the commands
that they can invoke with privilege. Commands that can have a wide-ranging or destructive
effect on the system can be restricted to one user. Unlike file privileges, the TFM database
privileges for an executable file are not invalidated if the file is modified.

The system administrator retains the most control with the TFM tools by specifying
exactly which commands can be executed with privilege by each user. However, this can
become a burden for the administrator to have to add new commands to the TFM database
every time users need to execute additional commands with privilege. Privileges can be
assigned to the user's shell instead of assigning privileges to individual commands.
Because privileges are inherited by child processes, any privileges given to the user's shell
will be inherited by every command the user executes under that shell. See the “Trusted
Facility Management” chapter in tt8ystem Administrators Volumarianual for addi-

tional information on the TFM utilities.
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Privileges Associated with a File

For every executable file there may be a set of privileges that are acquired when that pro-
gram is executed via axec system call. This set of privileges is known as fixed privi-
leges: they are always given to the new program, independent of the privileges of the par-
ent or calling-process. Each executable file can have two sets of privileges associated with
it that are propagated when that program is executed \@&esn system call:

* Fixed privileges are always given to the new program, independent of the
calling or parent process's privileges.

* Inheritable privileges will exist in the new program only if they existed in
the previous program. Inheritable privileges are given to the new program
only if they exist in the calling process's privilege set. Inheritable privileges
are only used by the LPM privilege module, not by the SUM privilege
module. The SUM module considers all of the privileges in the calling pro-
cess’'s maximum privilege set to be inheritable

These sets are disjoint, that is, a privilege cannot be defined as both fixed and inheritable
for the same file. If an executable file does not require any privileges, both sets are empty.

CAUTION

Privileges associated with a file are removed when the validity
information for the file changes (for example, when the file is

opened for writing or when the modes of the file change). This
removes the file from the Trusted Computing Base; the privileges
must be set again in order for the command to run with privilege.
This validity checking can be disabled. See the following section
and theinitprivs(1M) manual page for further details.

Due to the default values of VAL_CKSUM, VAL_SIZE, and
VAL_VALIDITY in the file /etc/default/privemds ,if a

file’'s attributes are modified through any of the above stated sys-
tem calls, then the kernel privilege tables will retain the privilege
information that has been established on that file. On most SUM
systems this may not be a problem; however, if one wishes to use
the privilege mechanisms provided, then a problem may occur
where the vnode of a file which has been removed and is subse-
guently re-acquired as a new file name already has the previous
file’s privilege attributes established. To resolve this problem the
system administrator should set the values of VAL_CKSUM,
VAL_SIZE, and VAL_VALIDITY to Yes in
/etc/default/privemds . This assures that when a vnode is
acquired validity checking will be performed and the file will be
created with no privilege attributes established.
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Giving privileges to non-evaluated programs violates the B2 secu-
rity rating (with the Enhanced Security Utilities installed.) Great
care must be taken when writing software that requires privileges.
See the appendix “Guidelines for Writing Trusted Software” in
this guide.

Manipulating File Privileges

9-54

The kernel maintains a table of file privileges in memory. It is initialized at system startup
by theinitprivs(1M) command using the file privilege entries in the Privilege Data
File (PDF),/etc/security/tcb/privs

NOTE

If the PDF is missing, an error results and the system is halted.
The system should then be rebooted from tape.

Entries in the PDF are added, deleted, or modified usinjepev(1M) command.
When théfilepriv command adds a file to the PDF, it records checksum, size and last
updated time information about the file in addition to the file privileg@torivs

compares this validity information to the current values for the file. By default, if these do
not match, the file will not be granted privileges by initprivs and the entry will not be
passed to the kernel to add to the kernel privilege table. This validity checking can be dis-
abled by resetting flags contained in the fd&/default/privemds . On systems
where the SUM module is configured (the Enhanced Security Utilities are not installed),
disabling validity checking imitprivs also disables the validity checking performed

by the kernel when a file is executed witkec(2) . Seeinitprivs(1M) for further
information.

File privilege entries in the kernel privilege table can be set, retrieved or counted using the
filepriv(2) system call. Thélepriv(2) system call does not modify the PDF
entry for the file. Privileges that are changed Miigpriv(2) are valid only until the

next reboot, at which time the changes are lost and the privileges are as defined in the PDF.

Thefilepriv(1M) command updates the kernel privilege table (usindil&e
priv(2)  system call) each time additions, deletions or changes are made to entries in the
PDF.

Thefilepriv(2) system call has three command types:

* PUTPR\kets the fixed and inheritable privileges associated with a file. This
is an absolute setting; the specified privileges replace any previously exist-
ing privileges for the file.

* GETPRVtetrieves the fixed and inheritable privileges associated with a file.

* CNTPRWteturns the number of privileges associated with a file.

intro(2) lists the names and descriptions of each privilpgeilege(5) lists

the name of the privileges include file as well as some other important items, including
macros to manipulate privilege descriptgrav(5)  lists some functions that can be
used to prepare the arguments to the privilege system calls.
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Some of the above command types require a list of privileges or return suctPdTist.
PRVrequires an array of privilege descriptors that lists the privileges to be set. A privilege
descriptor is an integral data type that is assigned a value defining the privilege and the set
it is in. Functions such gsn_inher andpm_fixed have been defined to make this task
simpler. Usepm_inher to indicate an inheritable privilege. For example,
pm_fixed(P_DACREAD) would indicate thd®>_ DACREALDprivilege in the fixed set.
Similarly pm_inher(P_MACREAD) would indicate th&®>_ MACREADrivilege in the
inheritable set.

Screen 9-1 shows a code fragment that sets file privileges in the kernel privilege table. The
inheritable privilege set indicated in this example may or may not exist or be valid for your
particular system.

a N

#include <priv.h>

priv_t privd([3];
/*

* Set P_DACREAD and P_DACWRITE as inheritable and
* P_SETUID as fixed for file /shin/testprog.
* This process must have P_SETFPRIV, P_DACREAD, P_DACWRITE, and
* P_SETUID in its maximum set.
*
privd[0] = pm_inher(P_DACREAD);
privd[1] = pm_inher(P_DACWRITE);
privd[2] = pm_fixed(P_SETUID);
if (filepriv(*/sbin/testprog”, PUTPRYV, privd, 3) == -1) {
/* Some error occurred, display the error and exit. */
perror(“filepriv PUTPRYV error”);
exit(1);

- )

Screen 9-1. Setting File Privileges in Kernel Privilege Table

In this example, privileges are being set for the executabléskile/testprog . The
privilegesP_ DACREARNdP_DACWRITEare made inheritable, whie_SETUID is
made fixedpm_inher andpm_fixed are used to assign values to the privilege descrip-
tors; thepm_inher function marks®_ DACREARNdP_DACWRITEas inheritable while
pm_fixed marksP_SETUID as fixed. The call télepriv usingPUTPRWvill set the
indicated privileges for the file in the kernel privilege table and are valid only until the next
reboot. If an error occurregerror is called to display an error message (see

ror(3C) ) and the program terminates.

Thefilepriv(1M) command must be used to make these changes permanent in the
Privilege Data File (PDF) that is used to initialize the kernel privilege table on the next
reboot.
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NOTE

A privilege that is being set for a file must exist in the maximum
set of the process making tfilepriv system call.

Since thePUTPRVcommand foffilepriv is a privileged oper-
ation, a process using this system call must have the appropriate
privilege in its working set. Sdatro(2) for a list of privi-
leges.

Use theGETPRVcommand for théilepriv system call to determine the fixed and
inheritable privileges associated with a file. This command also requires a pointer to an
array of privilege descriptors. You must ensure that the array is large enough to contain all
the privileges associated with the file.

Screen 9-2 shows a code fragment that will retrieve the privileges associated with a file.

\

#include <priv.h>

priv_t *privp;

int cnt;

/*

* Determine the number of privileges for /sbin/testprog.

*

/

if ((cnt = filepriv(“/sbin/testprog”, CNTPRV, (priv_t *)0, 0)) == -1) {
/* filepriv failed; display error and exit. */
perror(“filepriv CNTPRYV error”);
exit(1);

}
if (cnt > 0) {
/*

* malloc some memory and get the privileges.
*
/
if ((privp = (priv_t *)malloc(cnt * sizeof(priv_t))) == NULL) {
exit(1); /* Couldn't malloc so exit. */

}

if (filepriv(“/sbin/testprog”, GETPRYV, privp, cnt) == -1) {
/* filepriv failed; display error and exit. */
perror(“filepriv GETPRYV error”);
exit(1);

}

N J

Screen 9-2. Retrieving File Privileges

In this example, th€ENTPRWommand is used to determine the number of privileges.
This number is then used to determine the amount of memory to request when calling
malloc for an array large enough to contain all the privileges. ffs&éc(3C) ).

filepriv is then called with th& ETPR\Wommand to retrieve the actual privileges.

Privileges Associated with a Process
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After afork , the privileges of the parent and child processes are identical. However,
when arexec system call is performed, the privileges of the new program are determined

from those of the program performing teeec and from the privileges associated with
the executable file.
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Each process has two sets of privileges:

* The maximum set contains all the privileges granted to the process, either
as fixed or inherited privileges.

* The working set contains all the privileges currently being used by the pro-
cess.

How the privileges for a new process are determined is specific to the privilege policy
module installed. The “Privilege Policy Modules” section in the “Administering Privilege”
chapter of thesystem Administration Volumenianual provides further information on

the privilege policy modules.

Manipulating Process Privileges

Use theprocpriv.  system call to add, put, remove, retrieve, or count privileges associ-
ated with the calling process. This system call has five command types:

e SETPRVadds the requested privileges to the working set for the current
process. Privileges already in the working set are not affected; they remain
in the set. Requested privileges not in the current maximum set are ignored.

¢ PUTPRVsets the working and maximum sets for the current process. This
is an absolute setting; the specified privileges replace the current working
and maximum sets. Privileges requested which are not in the current maxi-
mum set are ignored.

¢ CLRPRWemoves the requested privileges from either the working or max-
imum set. If a privilege is removed from the maximum set, it is also
removed from the working set if it exists there, since the working set is
always a subset of the maximum set.

* GETPRMetrieves the working and maximum privilege sets for the current
process.

¢ CNTPRWeturns the number of privileges associated with the current pro-
cess.

Screen 9-3 shows a code fragment that dosstiad and usegrocpriv  to set and
clear the appropriate privilege as needed.

The first call toprocpriv.  sets thé®_SETUID privilege in the process's working set.
Note that the count of 1 in the system call indicates that only one (the first) element of the
arrayprivd is to be used. Once the privilege is in the workingssttjid is called.
SinceP_SETUID will not be required by the program any mopegcpriv.  is again
called, this time with th€LRPR\Wtommand.

Note in this case that the count of 2 indicates that both elements opawdhy are to be

used, thus removing the privilege from both the maximum and working sets. Note that if

the privilege had only been removed from the maximum set, the system would have also
removed it from the working set, since the working set must be a subset of the maximum
set, that is, the working set cannot contain privileges which are not in the maximum set.
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Use thePUTPRVcommand foprocpriv  similarly to SETPRYV, but remember that the
setting is absolute, that is, the indicated privileges replace both the current working and
maximum sets. The privileges you request must exist in the current maximum set.

~

#include <priv.h>

priv_t privd[2];
int uid;

privd[0] = pm_work(P_SETUID);
privd[1] = pm_max(P_SETUID);
/*
* Add P_SETUID to the working set of the current process. P_SETUID
* must be in the maximum working set to be successful.
*
/
if (procpriv(SETPRYV, privd, 1) == -1) {
/* It failed, so display error and exit. */
perror(“procpriv SETPRV error”);
exit(1);
}
/*
* Change to user id “uid” (previously initialized)
*
/
if (setuid(uid) == -1) {
/*

* |t failed, perhaps P_SETUID wasn't in our maximum working
* set. Display error and exit.
*
perror(“setuid error”);
exit(1);
}
/*
* We don't need P_SETUID any more so remove it from the working
* and maximum sets.
*
if (procpriv(CLRPRYV, privd, 2) == -1) {
/*

* |t failed, so display error and exit.
*/

perror(“procpriv CLRPRYV error”);
exit(1);

\ /

Screen 9-3. Adding and Clearing Process Privileges

Screen 9-4 shows a code fragment that usePtHePRVcommand to set the maximum
and working sets.

(e

include <priv.h>

~

priv_t privd[2];

privd[0] = pm_max(P_SETUID);
/*
* Set the maximum set to P_SETUID. The working set is empty since
* it is not set here.
*
if (procpriv(PUTPRYV, privd, 1) == -1) {
/* It failed, so display error and exit. */
perror(“procpriv PUTPRYV error”);
exit(1);

\ J

Screen 9-4. Setting Process Privileges Using PUTPRV
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In this example, the privilege descriptor is sePt&SETUID in the maximum set. If
P_SETUID is already in the maximum s@ocpriv  causes the new maximum set to
contain onlyP_SETUID. The new working set will be empty, since no privileges are
defined for it.

The GETPRVandCNTPRWommands work in a manner similar to their counterparts in
thefilepriv system call. Screen 9-5 shows a code fragment that will retrieve the privi-
leges associated with a process.

a N

#include <priv.h>

priv_t *privp;
int cnt;

/*

* Determine the number of privileges for this process.

*

/

if ((cnt = procpriv(CNTPRYV, (priv_t *)0, 0)) == -1) {
/* procpriv failed; display error and exit. */
perror(“procpriv CNTPRV error”);
exit(1);

}
if (cnt > 0) {
/*

* malloc some memory and get the privileges.

*/

if ((privp = (priv_t *)malloc(cnt * sizeof(priv_t)) == NULL) {
/* Couldn't malloc so exit. */
exit(1);

}

if (procpriv(GETPRYV, privp, cnt) == -1) {
/* procpriv failed; display error and exit. */
perror(“procpriv GETPRV error”);
exit(1);

0 Y,

Screen 9-5. Retrieving Process Privileges

In this example, the number of privileges returned by @NTPRVcommand to
procpriv  is used to determine the amount of memory to request when cabiiag.
procpriv is then called with thEETPRWommand to retrieve the actual privileges.

With proper use, the privilege mechanism provides a way to restrict execution of sensitive
system functions and improves the security of the system. See “Guidelines for Writing
Trusted Software” in this guide.

On a system with multilevel security, all devices that store data need to be protected by a
range of security levels, which restrict what data can be stored on the device. These
restrictions ensure that a device receives only data that is appropriate for its location and
configuration. For example, you would not want to print highly sensitive information on a
printer located in a public area, accessible to everyone on the site.

9-59



PowerMAX OS Programming Guide

Device Database
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Information on security characteristics of devices is stored in the Device Database (DDB),
which is a collection of three files. The filetc/device.tab contains one entry per
device alias that defines the following:

* all device attributes not related to security

¢ thesecdev attribute

The file /etc/security/ddb/ddb_sec contains definitions for all security-related
attributes of devices.

The file /etc/security/ddb/ddb_dsfmap contains one entry for each block or
character device special file, indicating to which device alias it maps. The device special
files are checked to see that they are unique and that each one maps to only one device
alias.

A set of commands is provided to administer information in the DDB plitdev com-

mand is used to add information to the DDB or to modify existing information. The
getdev command can be used to list the devices defined in the DDBdd&wsdtr

command can be used to list the values of device attributes, including the security
attributes. These are administrative commands that can be used only by an appropriate
administrator.

The security attributes in the DDB define the characteristics the device will have when it is
allocated for use by the operating system's kernel. Upon allocating the device, the kernel
checks the information in the DDB and uses it, along with any information passed to the
device allocation routine, to set security characteristics for the device. Once the device is
allocated, the security characteristics are maintained in kernel data structures. The
devalloc routine can be used to either get or set the security attributes of a device.
When used to set security attributdeyalloc  invokes thedevstat system call to set

the device attributes. Thievdealloc  routine is used to deallocate a device whose
attributes were set lyevalloc.

To write application programs that control devices, you will need to understand the DDB
and the routines and system calls used for secure device allocation. The rest of this section
presents information on those topics. Information on secure device management can also
be found inSystem Administration, Volume You should also read carefully the “Guide-

lines for Writing Trusted Software” chapter of this guide before using the features
described below.

Any programs that use the features described in this section will need the appropriate priv-
ilege to execute properly. S&ystem Administration, Volumefar information on the
privileges required.

Before any device can be allocated for use by the kernel, it must be defined in the Device
Database. Information on the Device Database and secure device attributes can be found
in System Administration, Volume You should read this section before attempting to
write applications that allocate devices.

For secure devices, three essential attributesyé , state , andmode) must be defined
for each device listed in the DDB. You can usephilev command to define these and
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other attributes for a device; spetdev(1M) in theCommand Referender complete

information.

Kernel Device Allocation

The kernel maintains several security-related attributes that are associated with each
device special file. These attributes provide a mechanism to regulate access to devices.

The following security attributes are associated with each device special file.

release flag

State

level range

The release flag indicates whether the device is allocated and the
way in which it is allocated. The flag can have one of three values:

DEV_PERSISTENT This value indicates that the security

attributes are set explicitly and remain
associated with the device special file
while the system is running or until the
attributes are explicitly changed.

DEV_LASTCLOSE This value indicates that the security

attributes are set explicitly and remain
associated with the device until the last
reference to the device is closed.

DEV_SYSTEM This value indicates that the security

attributes are set by the system. This
value is used with the device driver flags
(described in the next section) to handle
several special cases. If (1) the release
flag is DEV_SYSTEM,(2) the device
state (defined below) igrivate , and

(3) there are no open connections to the
device (through open file descriptors or
themmapsystem call), then the device is
not currently allocated.

The state attribute must eithepbeate  orpublic . A
device state gfrivate  indicates that the device is a pri-
vate TCB resource and that unprivileged access to the
device is denied. A device statemfblic indicates that
unprivileged access to the device is allowed. The state is
changed fronprivate  to public when the device is
allocated for unprivileged access and is changed from
public toprivate when the device is deallocated.

The device level range constrains the allowed values for
the security level of the device and should be based on the
physical constraints of the device (such as device loca-
tion). The high level of the device level range must domi-
nate the low level of the device level range. The device
level (as set in the device special files for the device) must
be contained in the level range.
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Device Driver Flags

mode The device mode is alwagttic . The other possible
value for the device moddynamic , is provided only for
those sites that are upgrading from a previous release of a
secure UNIX system. If you are upgrading, please consult
the documentation provided as part of that upgrade for the
correct use of the device mode.

If the device mode istatic , then changing the MAC
level of the device is prohibited if the device state is static
and there are active 1/0 connections to the device. For all
other cases, MAC level change is allowed. When the
device mode islynamic , the MAC access to the device is
checked for each 1/0 operation. Thus, if the level of the
device is changed, the process that is accessing the device
must continue to pass MAC access checks.

The kernel uses three new flags associated with each device driver to determine MAC
access. The flags are used to handle special cases. If no flag is specified for the driver, the
normal MAC checks (write equal and read down) are performed. The device driver flags
are:

NOSPECMACDATA This flag indicates that no MAC access checks will be done by the
kernel for data transfers and no inode update access time changes.

INITPUB This flag indicates that when the device has the release flag set to
DEV_SYSTEMthe device is ipublic  state. A device that has
theINITPUB flag set in the driver will by default be accessible by
non-privileged processes.

RDWREQ This flag indicates that all accesses (both read and write) require
strict equality.

Device Allocation Routines

The devalloc Routine
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In application programs, devices can be allocated witdékalloc  routine and deallo-
cated (set back to system configuration values) withdénalealloc  routine. The
devalloc  routine can be used to set the security attributes defined above or to retrieve
information about them. The use of these two routines is described briefly in the following
subsections. Both these routines calldeestat system call to perform their functions.

For more detailed information, see ttlevalloc(3X) , devdealloc(3X) , and
devstat(2) manual pages in theperating System API Reference.

Thedevalloc routine can be used to get or set the security attributes of a device. The
routine takes three argumentglevice which can be either a pathname of a block or char-
acter special device or a device alias defined in the Device Dataloas# yehich is either
DEV_SETor DEV_GETandbufp which is a pointer to dev_alloca  structure. This
structure contains the following security attributes:
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dev_range The security level range that will be assigned to the device. It is
expressed as a pair of levels, with the high level given first.

dev_state The device state, which is eitheDEV_PRIVATE or
DEV_PUBLIC

dev_mode The device mode, which is eitheDEV_DYNAMIC or
DEV_STATIC

dev_relflag The release flag, which indicates how the security attributes can

be released. The flag can be eitH®EV_PERSISTENT
DEV_LASTCLOSForDEV_SYSTEM

uid The user ID, which is used to check authorization to access the
device. The type of the argumentifl_t

Thedevalloc routine calls thalevstat system call to get or set these values. If
devstat fails, thedevalloc  routine undoes any work it has done.

The devdealloc Routine

Thedevdealloc  routine is used to deallocate a device; it clears any security attributes
set withdevalloc  and returns the device to the “system configuration” state. The values
of this state are

range hilevel=lolevel=SYS_PUBLIC (LID value 0)
state private

mode static

release flag DEV_SYSTEM

The routine takes deviceas an argument, which can be either the absolute pathname of a
block or character special device or a device alias defined in the Device Database.
devdealloc  resets the values by invoking thevstat  system call with a release flag

set toDEV_SYSTEMI devstat fails,devdealloc  undoes any work it has done.
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10
Signals, Job Control, and Pipes

The kernel provides several means by which processes can communicate with each other.
This chapter provides a detailed discussion on three of these facilities: signals, pipes, and
job control.

Signals are a communications mechanism between processes and the kernel. They notify a
process that a certain event has occurred, and they can be sent to a process or a group of
processes. Based on the type of signal received, a process may take some necessary action.
Included in this chapter is a discussion of the types of signals, signal handlers, the way in
which signals are sent, and the signal stack feature.

Job control provides a means of managing processes during a login session. The discus-
sion here includes an overview of job control and STREAMS-based job control.

Also included in this chapter are sections devoted to pipes and STREAMS-based pipes
and FIFOs. A pipe is a mechanism that provides a means of passing information from one
running process to another. With the OS, pipes and FIFOs have become STREAMS-based
for network applications. For completeness, a discussion of this subject has also been
included.

A signalis an asynchronous notification of an event; it is said geleratedor (or sent

to) a process when the event that causes the signal first occurs. A signal may be sentto a
process by another process, from the terminal, or by the system itself. A signal can be
generated in several ways, which include the following:

* An error during a system call

* An error caused by an LWP (a reference to memory that does not exist, for
example)

* Some condition raised at the controlling-terminal of a process (such as
break or hangup)

¢ An explicit system call tdill(2) or sigsend(2) or a call to one of
the following POSIX interfacessigqueue(2) , mg_notify(3C)
aio_read(3C) , aio_write(3C) , lio_listio(3C) ,
aio_fsync(3C) , andtimer_create(3C)
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¢ Expiration of the alarm clock timer or the generation of the trap signal dur-
ing process tracing

Signals are the most frequently used means to notify a process of the occurrence of some
event that may have an effect on that process. In some circumstances, the same event gen-
erates signals for multiple processes. A process may request a detailed notification of the
source of the signal and the reason that it was generatesigaeton(2) ). All sig-

nals have the same priority. When multiple unblocked signals with different signal num-
bers are pending delivery to a process, they are delivered in order according to signal
number; the unblocked pending signal with the lowest signal number is delivered first.

Multithreading brings additional complexity and additional capabilities to signal manage-
ment. Signal semantics for multithreaded applications are described in the chapter enti-
tled, “Programming with the Threads Library.” That chapter also describes the recom-
mended paradigm for signal management in multithreaded programs.

There are two categories of signals, those generated externally (a break from a terminal)
and those generated internally (a process fault). Both types are treated identically. The file
Jusrfinclude/signal.h defines the signals that may be delivered to a process.

The OS supports the following signals required by POSIX:

Table 10-1. POSIX Signals

SymbolicName SignalEventDescription

SIGABRT Abnormal termination (segbort(2) )

SIGALRM Alarm time out (sealarm(2) )

SIGFPE Floating-Point Exception / Erroneous Arithmetic Operation
SIGHUP Hangup on controlling-terminal (sé&rmios(2) )
SIGILL lllegal hardware instruction / Invalid function image
SIGINT Interactive attentiorinterrupt (seetermios(2) )
SIGKILL Termination (cannot be caught or ignored)
SIGPIPE Write onto pipe without readers (sedte(2) )
SIGQUIT Interactive terminatiorquit (seetermios(2) )
SIGSEGV Invalid memory (segmentation) reference
SIGTERM Termination

SIGUSR1 Reserved as application-defined signal 1
SIGUSR2 Reserved as application-defined signal 2
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The OS supports the following job control signals:

Table 10-2. Job Control Signals

SymbolicName SignalEventDescription

SIGCHLD Child status changed

SIGCONT Continue process execution
SIGSTOP Stop process execution
SIGTSTP Interactive stop (setermios(2) )
SIGTTIN Stop tty input(seéermios(2) )
SIGTTOU Stop tty output (setermios(2) )

The OS supports the following real-time signals.

Table 10-3. Real-Time Signals

Symbolic Name Signal Event Description

SIGRT1 Real-time signal 1
SIGRT2 Real-time signal 2
SIGRT3 Real-time signal 3
SIGRT4 Real-time signal 4
SIGRT5 Real-time signal 5
SIGRT6 Real-time signal 6
SIGRT7 Real-time signal 7
SIGRTS8 Real-time signal 8

The OS supports the following additional signals:

Table 10-4. Additional Signals

Symbolic Name Signal Event Description

SIGBUS Bus error

SIGEMT Emulation trap

SIGPOLL Pollable event (sestreamio(7) )
SIGPWR Power fail / Restart

SIGSYS Bad system call

SIGTRAP Trace / Breakpoint trap
SIGWINCH Window size change
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Table 10-4. Additional Signals (Cont.)

Symbolic Name Signal Event Description

SIGXCPU CPU time limit exceeded (sgetrlimit(2) )
SIGXFSZ File size limit exceeded (sgetrlimit(2) )
SIGWAITING All LWPs blocked (for the Threads Library)

SIGLWP Virtual interprocessor interrupt for the Threads Library
SIGAIO Asynchronous I/O

SIGURG Urgent condition on 1/O channel

SIGIO I/O possible or completed

SIGPROF Profiling time alarm (sesetitimer(3C) )
SIGVTALRM Virtual time alarm (sesetitimer(3C) )

SIGPRE Programming exception

SIGRESCHED An LWP has blocked rescheduling for longer than contracted

The signals fall into one of the following classes:

* Hardware conditions
¢ Software conditions

* Input/output notification
¢ Job control

* Resource control

Hardware signals are derived from exceptional conditions that may occur during execu-
tion. Such signals includ8IGBUS for accesses that result in hardware-related errors,
SIGFPE representing floating-point and other arithmetic excepti8HSILL for invalid
instruction execution, an8IGSEGVfor addresses outside the currently assigned area of
memory or for accesses that violate memory protection constraints. Other, more CPU-spe-
cific hardware signals such &GABRT, SIGEMTandSIGTRAP may be defined by a
specific implementation.

Software signals reflect interrupts generated by user reqBE3EINT for the normal
interrupt signalSIGQUIT for the more powerful quit signal that normally causes a core
image to be generate8)GHUPandSIGTERMthat cause graceful process termination,
either because a user has “hung-up” or by user or program requeStGaitdL, a more
powerful termination signal that a process cannot catch or ignore. Programs may define
their own asynchronous events usBigUSR1andSIGUSR2. Other software signals

such asSIGALRM, SIGVTALRM, SIGPROFindicate the expiration of interval timers.

A process can request notification via the siggi@POLL when input or output is possi-
ble on a file descriptor or when a nonblocking operation completes. A process may request
to receive the sign®@IGURGwhen an urgent condition arises.

A process may be stopped by a signal sent to it or the members of its process group (see
termios(2) ). The signalSIGSTOPis a powerful stop signal because it cannot be
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caught. Other stop signalssiGTSTP, SIGTTIN andSIGTTOU—are used when a user
request, input request, or output request, respectively, is the reason for stopping the pro-
cess. The sign®@IGCONTIs sent to a process when it is continued from a stopped state.
Processes may receive notification with the siggl@@CHLDwhen a child process
changes state either by stopping or by terminatingwWsé¢2) ).

Exceeding resource limits may cause signals to be gene&i@YdCPUoccurs when a
process nears its CPU time limit aBEGXFSZ warns that the limit on file size limit has
been reached.

Three system signalSIGLWP, SIGWAITING, andSIGAIO, are generated by the
operating system for internal use by the Threads Library.

Signals interrupt the normal flow of control in a process. They can affect a process in both
the user mode and kernel mode. While a signal can interrupt the kernel mode only at cer-
tain points, the user mode must be prepared to handle a signal at any time. Signals do not
direct the execution of a process, but rather request that the process take some action.

Associated with each signal is a default action, which is one of the following:

* Terminate the process with all of the consequences outliredt{)

* Generate aore file, and terminate the process with all of the conse-
guences outlined iexit(2)

* Stop the process

¢ Ignore the signal

The signal(5) system manual page contains a complete list of the OS signals and the
corresponding default actions.

A user process specifies the action that is to be taken upon receipt of a particular signal.
That action may be one of the following: take the default action for the signal, ignore the
signal, or execute a user—specified signal-handling routine. The chosen action for each
signal is known as the signallsposition

An interrupt signal may be sent, for example, by pressing an appropriate key on the termi-
nal (DeleteBreak, or Rubout). The action taken depends on the requirements of the spe-
cific program being executed. Examples are provided by the following:

* The shell invokes most commands in such a way that they stop executing
immediately (die) when an interrupt is received; for examplepth@rint)
command normally dies, allowing the user to stop unwanted output.

* The shell itself ignores interrupts when reading from the terminal because
the shell should continue execution even when the user stops a command
like pr .

* The editored chooses to catch interrupts so that it can halt its current
action (especially printing) without allowing itself to be terminated.

10-5
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A signal isdeliveredto a process when the default action is taken or the process’s signal—
handling routine is executed. Signal delivery resembles the occurrence of a hardware
interrupt: the signal is normally blocked from further occurrence; the current process con-
text is saved; and a new one is built. A signabisghtwhen it is delivered to the process’s
signal-handling routine.

A process caiblock one or more signals from delivery. Each process tsgnal sethat

lists the signals whose delivery is currently being blocked. During the period of time
between a signal’s generation and its delivery, the signal is mpeketing If a blocked

signal has been generated and is not being ignored by the process, it remains pending until
the process either unblocks it or requests that it be ignored. The operating system selects
one of the pending unblocked signals and delivers it to the process. If the process requests
that a blocked signal be ignored, the signal is discarded as soon as it is generated.

The occurrence of a signal is recorded in the process table entry of the receiving process
and is later recognized and acted upon by that process. During the posting of a signal, if
the receiving process is sleeping, it is made runnable. If the signal is to be ignored, no
action is taken, and the process continues sleeping. Signals are posted when they occur
and are handled when the receiving process finds them. It is possible that the signal cannot
be found until the completion of a system call, the occurrence of a process fault, or the
resumption of a preempted user mode. When the process finds a signal, execution may be
interrupted immediately; or, if the process is sleeping with a low enough priority, it may
prematurely return frorsleep , as explained previously, and branch directly to a signal-
handling routine.

Real-Time Signal Behavior
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To support real-time requirements, POSIX specifies real-time signal behavior to include
the following:

* Specification of a range of real-time signal numbers

¢ Support for FIFO queuing of multiple occurrences of a particular signal
when the signal is generated by using selected POSIX interfaces

¢ Specification of additional parameters to the signal-handling routine

e Support for specification of an application—defined value when a signal is
generated by selected POSIX interfaces to allow for differentiation among
multiple occurrences of signals of the same type

e Support for a signal code that indicates the reason for a signal and defini-
tion of code values that allow an application to determine whether an appli-
cation—defined value is present

Each aspect of real-time signal behavior is described in the paragraphs that follow.

Certain signal numbers are reserved for use by real-time applications. The number of
these signals is established by the valugmfic_MAX. This value is set in the file
<limits.h  >. It is available to an application through use ofglgconf(2)  system

call.

The range of real-time signal numbers is bound by the values of two symbolic constants:
SIGRTMIN, which establishes the lowest real-time signal numbersgrtMax, which
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establishes the highest real-time signal number. This range does not overlap the range of
other signal numbers that are defined in the system. The valgesroMIN andSIGRT-

MAX and a corresponding range of real-time signal numbers for the OS are defined in the
file <signal.h  >. The default action for the real-time signals in the raagrTMIN to
SIGRTMAX is to terminate the process.

Normally, multiple occurrences of the same signal number are indistinguishable—that is,
the pending state of a signal merely indicates that one or more instances of that signal have
been generated. An application may request that multiple occurrences of a signal that it
receives be queued, with each occurrence being delivered independently. The circum-
stances under which it can do so are described in the paragraphs that follow.

A process declares an action to be taken upon receipt of a signal by invoking the
sigaction(2) system call and supplying a pointer tgigaction  structure (see

“The sigaction System Call,” p. 10-17, and “The sigaction Structure,” p. 10-9, respec-
tively, for an explanation of this system call and a description of this structure). The
sigaction  structure contains a flags field that allows a process to modify the delivery
of the signal. One of the flags that may be sshisIGINFQ Setting thesA_sIGINFOflag
requires that the signal-handling routine have three arguments: the signal number; a
pointer to asiginfo_t structure, which provides information about the signal; and a
pointer to aucontext_t  structure, which defines the user context of the process receiv-
ing the signal. An explanation of the interface to the signal-handling routine is provided in
“The Signal-Handling Routine” (p. 10-29). Thiginfo_t anducontext t  struc-

tures are presented in “Signal Structures” (p. 10-8).

A process sets then_sIGINFOflag to indicate (1) that the signal-handling routine is to be
passed aiginfo_t structure providing information about the signal and (2) that when a
subsequent occurrence of a pending signal is generated, asigthier t structure is

to be attached to the signal queue with that instance of the signaigirtie_t struc-

ture contains such information as the signal number and a code that indicates the reason
for the signal. The supported codes are as follawsJSER, SI_QUEUE, SI_TIMER,
SI_ASYNCIO, andSI_MESGQ. In certain cases, theginfo_t structure also contains an
application—defined value sent with the signal.

In order for a signal to be queued, the following condition must be met: the function that is
generating the signal must be one that sends queued signals. The functions that send
gueued signals are the POSIX interfaces that allow a process to queue a signal and receive
notification when a message arrives at a message queue, an asynchronous 1/0O operation is
completed, and a POSIX timer expires. These interfaces includ@theue(2)  sys-

tem call and theaio_read(3C) , aio_write(3C) , lio_listio(3C) ,
aio_fsync(3C) , andtimer_create(3C) library routines. See tHeowerMAX OS
Real-Time Guiddor information onmq_notify , aio_read , aio_write
lio_listio ,aio_fsync , andtimer_create . See “The sigqueue System Call” (p.

10-27) for information orsigqueue . When these interfaces are used, one of the follow-
ing codes is passed to the signal-handling routine irsifafo_t structure:
SI_QUEUE, SI_MESQ, SI_ASYNCIO, or SI_TIMER . An application—defined value is also
passed in the structure.

Support for specification of an application—defined value when a signal is sent to a process
is provided by theigevent  structure. A process uses this structure to indicate the type

of notification mechanism to be used when an asynchronous event occurs, the number of
the signal that is to be generated, and the application—defined value that is to be used to
differentiate one occurrence of the signal from anothesigdal union is defined for
specification of the application—defined value so that either an integer or a pointer can be
passed to the signal-handling routine. Blgevent  structure andigval union are
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presented in “The sigval and sigevent Structures” (p. 10-11). An application—defined
value may be associated with any signal that is defined in the OS.

When the conditions necessary for queuing a signal are met, subsequent occurrences of
any signal that is defined in the OS are queued to the receiving process in FIFO (first—in—
first—out) order. The limit on the number of queued signals that a process may send and
that are still pending at the receiver(s) at any time is 32. A process can obtain this value by
using thesysconf(2)  system call.

A process may invoksigaction(2) with thesa_siGINFoflag set and receive signals

that are not queued. Such signals include those generated till{Bg and
sigsend(2)  system calls and those generated by the kernel. When a signal is gener-
ated by &ill  orsigsend system call, only one occurrence of the specified signal is
ever pending—for example, if the process sending the signal sends two signals before the
receiving process can receive one of them, the receiving process will receive only one
instance of the signal. When these interfaces are usigint_t structure is queued

to mark the signal pending. The code that is passed to the signal-handling routine in this
structure issI_USER. A value is not passed because these interfaces do not allow the send-
ing process to specify one. See “The kill System Call” (p. 10-16) for informati&iti on

and “System V Signal System Calls” (p. 10-28) for informatiorsigeend

Signals generated by the kernel include those for which the code passed to the signal—
handling routine in thsiginfo_t structure is a positive number. A positive number is
passed for signals that provide additional information instgmfo_t structure; this
number can be used with the number of the signal that has been delivered to determine the
cause of the signal (for additional information, refer todigmal(5) system manual

page). When the code is a positive number, a value is not passed.

When thesa_siGINFOflag is not set on a call ®igaction(2) , the arguments that are
passed to the signal-handling routine are different from those that are passed when
SA_SIGINFOis set. They include the signal number and possibly one or more additional
arguments that vary according to architecture (for a description of these arguments, refer
to the section on signal handlers in signal(5) system manual page).

The structures and unions that are used by the POSIX signal-management facilities
include the followingsigset_t , sigaction , sigval , sigevent ,siginfo_t
anducontext t . Thesigset t  structure is presented in “The sigset_t Structure.” The
sigaction  structure is presented in “The sigaction Structure.” §igeal union and
sigevent structure are presented in “The sigval and sigevent Structures.” The
siginfo_t structure is presented in “The siginfo_t Structure.” ibentext_t  struc-

ture is presented in “The ucontext_t Structure.”

The sigset_t Structure
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Thesigset t  structure specifies a set of signals. It is defined in the §ignal.h >,

A process defines and manipulates a set of signals by using the group of library routines
described in thsigsetops(3C) system manual page. These routines are presented in
“The sigsetops Library Routines” (p. 10-17).
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You supply a pointer to sigset t  structure when you invoke a number of the system
calls and routines that allow you to manage signals. Such calls and routines include
sigaction(2) , sigprocmask(2) , sigpending(2) , sigsuspend(2) ,
sigtimedwait(2) and those described gigsetops(2) . All are described in
“POSIX Signal System Calls” (p. 10-16).

The sigaction Structure

Thesigaction  structure defines the action to be associated with a particular signal.
You supply a pointer to this structure when you invokestbaction(2) system call

to specify or obtain an action for a signal (for information on this call, see “The sigaction
System Call,” p. 10-17).

Thesigaction  structure is defined igsignal.Lh>  as follows:

struct sigaction {
union {
void (*sa_handler);
void (*sa_sigaction) (int, siginfo_t *, void *);
} sa_func;
sigset_t sa_mask;
int sa_flags;

h
The fields in the structure are described as follows.

sa_func one of two special valusss_DFL Or SIG_IGN, Or a pointer to a process’s
signal-handling routinesiG_DFL specifies the default action for the sig-
nal (for information on the default action for a particular signal, refer to
thesignal(b) system manual page)G_IGN specifies that the signal
is to be ignored. Thsignal.h  header file expands each of these spe-
cial values into a distinct constant expression of the type
(void(*)() , whose value matches no declarable function.

sa_mask specifies a set of signals that is to be blocked while the signal-handling
routine is active. On entry to the signal-handling routine, this set of sig-
nals will be added to the set of signals already being blocked when the
signal is delivered. The signal for which the signal-handling routine is
invoked will also be blocked unless tbe NODEFERDbiIt is set in the
sa flags field. Note that the system does not allowsh&sToPor the
SIGKILL signal to be blocked.

sa_flags contains zero or an integer value that sets one or more of the following
bits:

SA_ONSTACK causes the signal to be delivered on an alternate stack
if the signal is caught (delivered to a signal-handling
routine) and an alternate signal stack has been defined
by using thesigaltstack(2) system call. If this
bit is not set, the signal is delivered on the same stack
as that on which the main process is executing.

SA_RESETHAND causes the action for the signal to be resstadobrFL
if the signal is caught. Note that the system does not
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SA_NODEFER

SA_RESTART

SA_SIGINFO

SA_NOCLDWAIT

SA_NOCLDSTOP

allow thesIGILL, SIGTRAR andsIiGPWRsignals to be
reset automatically (for additional information on
these signals, refer to tlsggnal(5) system man-
ual page).

prevents the signal from being automatically blocked
by the kernel while it is being caught

if the signal is caught, causes a system call that is
interrupted by execution of the signal-handling rou-
tine to be restarted

if the signal specified bysig on the call to
sigaction(2) is caught, causes the signal number
and two additional arguments to be passed to the asso-
ciated sighal-handling routine: a pointer to a
siginfo_t structure and a pointer to a
ucontext t  structure. Theiginfo_t structure
contains a code that identifies the reason for the sig-
nal. Theucontext t  structure contains the context

of the receiving process at the time that the signal was
delivered. For additional information on these struc-
tures, see “The siginfo_t Structure” (p. 10-13) and
“The ucontext_t Structure” (p. 10-15), respectively. If
the signal is generated by an interface that sends
gueued signals, then subsequent occurrences of the
signal are queued to the receiving process in FIFO
(first—in—first—out) order; with each occurrence,
anothersiginfo_t structure is queued (see “The
siginfo_t Structure,” p. 10-13, for a more detailed
explanation of the use of this flag).

If the signal is caught and this bit_is rest, the argu-
ments that are passed to the signal-handling routine
are different from those just described. They include
the signal number and possibly one or more additional
arguments that vary according to architecture. For an
explanation of the handler interface to be used on
your system, refer to the section on signal handlers in
thesignal(5) system manual page.

if the signal specified bysig on the call to
sigaction(2) is set tosIGCHLD, prevents the sys-
tem from creating zombie processes when children of
the calling process exit. If the calling process subse-
quently invokes thevait(2)  system callwait(2)

does not return until all of the child processes termi-
nate. Wherwait(2)  does return, it returns a value
of —1; errno  is set tCECHILD.

if the signal specified bysig on the call to
sigaction(2) iS set tosIGCHLD, prevents that sig-
nal from being sent to the calling process when its
child processes stop or continue
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The sigval and sigevent Structures

The POSIX routines use two structures to specify an application—defined value to be deliv-
ered with a signal. Theigval union andsigevent structure are defined in
<sys/siginfo.h> . Thesigval union provides a means of specifying an application—
defined value as either an integer or a pointer.sigvent  structure provides a means

of passing a signal number and a value to a function that will cause a signal to be sent
upon the occurrence of some event. These structures are used by the POSIX routines that
allow you to specify a signal and the value that is to be passed to the signal-handling rou-
tine when the signal is delivered.

Thesigevent  structure contains rotifyinfo union. Thenatifyinfo union pro-

vides support for the call-back mechanism—a faster, more deterministic mechanism for
asynchronous event notification than delivery of a signal. The call-back mechanism is a
Concurrent extension that_is @O SIX-compliant.

Thenotifyinfo union allows you to specify a routine that is to be called when a certain
type of event occurs and to specify an application-defined value that is to be passed to that
routine. The functions that support use of the call-back mechanism are the POSIX inter-
faces that allow a process to receive notification when a message arrives at a queue, an
asynchronous I/O operation is completed, and a POSIX timer expires. These interfaces are
as follows: mqg_notify(3C) , aio_read(3C) , aio_write(3C) ,
lio_listio(3C) , aio_fsync(3C) , andtimer_create(3C) . Procedures for

using these interfaces are fully described inRbeerMAX OS Real-Time Guide.

Thesigval union is presented as follows:

union sigval {
int sival_int;
void *sival_ptr;

h
The fields in the union are described as follows.

sival_int  an application—defined value of type integer. When the signal is deliv-
ered, this value is to be passed to the sighal-handling routine as the
si_value component of theiginfo_t structure (see “The
siginfo_t Structure,” p. 10-13, for an explanation of this structure and
“The Signal-Handling Routine,” p. 10-29, for an explanation of the pro-
cedures for defining the signal-handling routine).

sival_ptr an application—defined value of type pointer. When the signal is deliv-
ered, this value is to be passed to the sighal-handling routine as the
si_value component of theiginfo_t structure (see “The
siginfo_t Structure,” p. 10-13, for an explanation of this structure and
“The Signal-Handling Routine,” p. 10-29, for an explanation of the pro-
cedures for defining the signal-handling routine).

Thenotifyinfo union is presented as follows:
union notifyinfo {
int nisigno;

void (*nifunc)(union sigval);

h
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The fields in the union are described as follows.

sigev_signo the number of the signal that is to be sent to a process. A set
of symbolic constants has been defined to assist you in spec-
ifying signal numbers. These constants are defined in the
file <signal.h  >.

sigev_notify a pointer to a process’s call-back routine
Thesigevent structure is presented as follows:

struct sigevent {

int sigev_notify;

union notifyinfo sigev_notifyinfo;

union sigval sigev_value;
h
#define sigev_func sigev_notifyinfo.nifunc
#define sigev_signo sigev_notifyinfo.nisigno

The fields in the structure are described as follows.

sigev_notify an integer value that specifies the notification mechanism to
be used when an asynchronous event occurs. This value
must be one of the following:

SIGEV_NONE indicates that no asynchronous noti-
fication is to be delivered when the
event of interest occurs

SIGEV_SIGNAL indicates that a queued signal with
an application—defined value is to
be generated when the event of
interest occurs

SIGEV_CALLBACK indicates that an application-defined
call-back routine is to be called
when the event of interest occurs

The call-back mechanism is a Con-
current extension that provides a
more efficient mechanism for asyn-

chronous event notification. When

the event of interest occurs, a bound
daemon thread, which is blocked in
the kernel, is wakened. This thread
immediately returns to user space to
execute the application-defined

call-back routine.

Note that the call-back mechanism
is notPOSIX-compliant.
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sigev_signo if the value of tregev_notify field is SIGEV_SIGNAL,
the number of the signal that is to be sent to a process. A set
of symbolic constants has been defined to assist you in spec-
ifying signal numbers. These constants are defined in the
file <signal.h >,

sigev_func if the wvalue of the sigev_notify field is
SIGEV_CALLBACK , a pointer to an application-defined call-
back routine

sigev_value an application—defined value that is to be used by the sig-
nal-handling routine for the signal specified by
sigev_signo
or

an application-defined value that is to be passed as an argu-
ment to the call-back routine.specifieddigev_func

This value may be an integer or a pointer.

The siginfo_t Structure

The siginfo_t structure contains information about a signal that has been delivered to

a process. Such information includes the signal number, a code that indicates the reason
for the signal, and an error number associated with the signal. The structure also contains
the PID and user ID of the sending process if the signal has been generated by a user pro-
cess using a POSIX function that sends queued signals or by a user process using the
kill(2) or sigsend(2)  system call. Note that in the casekdf orsigsend |,

when a signal of the same signal number is already pending delivery to the receiving pro-
cess, that process will receive only one instance of the signal. If the signal has been gener-
ated by the kernel, the structure contains additional information that is specific to the sig-
nal—that is, the address of the faulting instruction in the cassiefiLa signal, the PID of

the child process in the case aflacHLD signal, and so on.

If the sA_siGINFOflag is set when thsigaction(2) system call is invoked to declare a
handling routine for a particular signal, a pointer giginfo_t structure is supplied as

an argument to the signal-handling routine. For information on use aighe-

tion(2)  system call, see “The sigaction System Call” (p. 10-17). For an explanation of
the interface to the signal-handling routine, see “The Signal-Handling Routine” (p.
10-29).

The siginfo_t structure is defined irsys/siginfo.h> . The following fields are
among those defined in the structure. Note that the only fields that the program can exam-
ine are those that are defined for the current signal number and signal code value.

int si_signo;
int si_code;
int si_errno;
pid_t si_pid;
uid_t si_uid;
int si_value;
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int
caddr_t

si_status;
si_addr;

These fields are described as follows.

si_signo

si_code

si_errno

contains the number of the signal that has been delivered to the process

contains an integer value that indicates the reason that the signal defined
by thesi_signo field has been generated. Signal codes are defined in
the file ssys/siginfo.h >. If the value ofsi_code is one of the
following, a user process has generated the signal:

SI_USER indicates that the signal has been sent by the
kill(2) orsigsend(2) system call (see
“The kill System Call,” p. 10-16, and “System
V Signal System Calls,” p. 10-28, for explana-
tions of these calls)

SI_QUEUE indicates that the signal has been sent by the
sigqueue(2)  system call (see “The sigqueue
System Call,” p. 10-27, for an explanation of
this call)

SI_TIMER indicates that the signal has been generated by
the expiration of a POSIX timer set by the
timer_settime(3P4) library routine (refer
to thePowerMAX OS Real-Time Guider
information on POSIX clocks and timers)

SI_ASYNCIO indicates that the signal has been generated by
the completion of an asynchronous I/O opera-
tion (refer to thePowerMAX OS Real-Time
Guidefor information on asynchronous 1/0O)

SI_MESGQ indicates that the signal has been generated by
the arrival of a message at an empty message
qgueue (refer to thPowerMAX OS Real-Time
Guidefor information on POSIX message
gueues)

If the value ofsi_code is different from these, the signal has been
generated by the kernel. In this case,gsheode may be a positive
number. A positive number indicates that the signal is one that provides
additional information in theiginfo_t structure; the number can be
used with the number of the signal that has been delivered to determine
the reason for the signal (refer to the filgginfo.h > for a brief
statement of the reason). It is likely that the signal has resulted from a
hardware exception; such signals incll8leFPE SIGILL, SIGSEGY,
SIGBUS, andsIGTRAP.

contains zero or an error number associated with the signal specified by
si_signo . Error numbers are defined in the filersno.h >. Cur-
rently, there is no condition that results in the return of an error number.
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si_pid if a user process has generated the signal, contains the process identifi-
cation number (PID) of that process. If the valuesiokigno s
SIGCHLD, this field contains the PID of the child process.

si_uid if a user process has generated the signal, contains the user ID of that
process

si_value ifthe value i code isSI_QUEUE, SI_TIMER, OrSI_MESGQ, contains
an application—defined value that was specified by the sender of the sig-
nal. If the value oBi_code isSI_ASYNCIO, si_value contains the
identifier for the completed asynchronous I/O operation.

si_status if the value @&i_signo  is SIGCHLD, contains the child process’s exit
value or the number of the signal that has terminated the child process

si_addr if the value odi_signo  is SIGILL, contains the virtual address of the
faulting instruction. If the value &fi_signo  is SIGSEGV, si_addr
contains the virtual address of the faulting memory reference.

The ucontext_t Structure

Theucontext t  structure shows the user context of a process at the point at which a
particular signal is delivered. Its contents include the process’s signal set, execution stack,
and machine registers.

If the sA_siGINFOflag is set when thsigaction(2) system call is invoked to declare a
signal-handling routine for a particular signal, a pointer to this structure is supplied as an
argument to the handling routine. (For information on use digaetion(2) system

call, see “The sigaction System Call,” p. 10-17. For an explanation of the interface to the
signal-handling routine, see “The Signal-Handling Routine,” p. 10-29)

Theucontext t  structure is defined insys/ucontext.h> as follows:

typedef struct ucontext {

sigset_t uc_sigmask;
stack t uc_stack;

mcontext_t uc_mcontext;

} ucontext t;

The fields in the structure are described as follows.

uc_sigmask specifies the set of signals whose delivery is blocked
uc_stack if an alternate stack has been defined by using the
sigaltstack(2) system call, specifies an alternate user
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stack on which signals are to be processed (for information
on thesigaltstack(2) system call, refer to “System V
Signal System Calls,” p. 10-28).

uc_mcontext contains an array of the saved set of machine registers. Note
that portable applications should not access or modify this
array.

POSIX Signal System Calls

POSIX.1 defines a number of functions that facilitate signal management. They are briefly
described as follows:

kill(2) send a signal to a process or a group of processes
sigsetops(3C) manipulate a signal set

sigaction(2) define or obtain an action for a signal

sigprocmask(2) obtain or modify a signal set

sigpending(2) identify pending signals

sigsuspend(2) walit for a signal

sigtimedwait(2) wait a specified period of time for receipt of a signal
sigwaitinfo(2) wait indefinitely for receipt of a signal

sigqueue(2) gueue a signal and an application—defined value to a process

Each of these functions is described in detail in the sections that follow.

The kill System Call

A process can send a signal to another process or group of processes kil{(&ing :
kil pid, signo

pid_t pid;
int signg

Unless the process sending the signal is privileged, its real or effective user ID must be
equal to the receiving process's real or saved user ID. If the Enhanced Security Utilities are
installed, then the unprivileged sending process's security level must be equal to the
receiving process's level

As explained in “Real-Time Signal Behavior” (p. 10-6), Kile  system calls does not
send queued signals.
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The sigsetops Library Routines

A set of C library routines, which is described in sigsetops(3C) system manual

page, allows a calling process to manipulate a signal set. A signal set is a list of signals.
Among other things, a process may use it to define the signals whose delivery is to be
blocked.

A process supplies a pointer to a signal set as an argument to a number of the system calls
that are used to manage signals—for example, those that allow a process to define an
action for a signalsfgaction(2) ), wait for one or more signalsigsuspend(2) or
sigtimedwait(2) ), and identify pending signalsigpending(2) ).

The routines in theigsetops  set are briefly described as follows:

sigemptyset initialize a signal set by excluding all of the signals that are
defined for the system

sigfillset initialize a signal set by including all of the signals that are
defined for the system

sigaddset add a specified signal to an existing signal set

sigdelset delete a specified signal from an existing signal set

sigismember determine whether or not a specified signal is included in a
signal set

For the specifications required for making these calls, the return values, and other details,
refer to thesigsetops(3C) system manual page.

It is important to note that you must initialize a signal set prior to using it. Typically an
application first invokesigemptyset  and then invokesigaddset one or more times

to define a particular set of signals. If a process has not initialized a signal set prior to
specifying it as an argument to a system call, the results of the call are undefined.

The sigaction System Call

The sigaction(2) system call allows a process to specify an action to be taken upon
receipt of a particular signal and to obtain information about the action that has previously
been specified for a signal.

The specifications required for making #igaction  call are as follows:

#include <signal.h>

int sigaction( sig, act, oagt
int  sig;

struct sigaction * act,
struct sigaction * oact

The arguments are defined as follows:

sig the number of the signal for which the action is being specified. A set of
symbolic constants has been defined to assist you in specifying signal
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numbers. These constants are defined in the §iignal.h >, which
must always be included when signals are used.

act the null pointer constant or a pointer to a structure that defines the action
for the specified signal. If the value adtis NULL , the action that is cur-
rently defined for the signal is not changed; it may be returned in the
structure pointed to bgact Thesigaction  structure is described in
“The sigaction Structure” (p. 10-9).

oact the null pointer constant or a pointer to a structure to which information
about the action previously associated with the specified signal is
returned. Thesigaction structure is described in “The sigaction
Structure” (p. 10-9).

A return value oD indicates that the call has been successful. A return valugintli-

cates that an error has occurredno is set to indicate the error. If an error occurs, a sig-
nal-handling routine is not installed. The action that has previously been defined for the
signal is not changed. Refer to gigaction(2) system manual page for a listing of

the types of errors that may occur.

Initially, all signals are set tseIG_DFL or SIG_IGN prior to entry of the functiomain (see

exec(2) ). Once an action is established for a specific signal, it usually remains estab-
lished until another action is explicitly established by a calsignal(2)
sigset(2) , sigignore(2) , or sigaction(2) or until the process calls
fork(2) orexec(2) . A child process inherits the actions of the parent for the
defaulted and ignored signals. Caught signals are reset to the default action in the child
process. This is necessary because the address linkage for signal-handling routines speci-
fied in the parent are no longer appropriate in the child. When a process iexekesll

signals set to catch the signal are resetidoDFL Alternatively, a process may request

that the action for a signal automatically be resst¢oDFL after catching it.

In the example shown in Screen 10-1, the first cadigaction = causes interrupts to be

ignored; while the second call sigaction restores the default action for interrupts,
which is to terminate the process. In both casigaction  returns the previous signal

action in the final argumemd_act

a N

#include <signal.h>

main() {
struct sigaction new_act, old_act;

new_act.sa_handler = SIG_IGN;
sigaction(SIGINT, &new_act, &old_act);

/* do processing */
new_act.sa_handler = SIG_DFL;

sigaction(SIGINT, &new_act, &old_act);
}

N /

Screen 10-1. Example Specifying SIG_IGN or SIG_DFL

Instead of the special valusss_IGN or SIG_DFL, the second argument sgyaction
may specify a pointer to a signal-handling routine; in this case, the specified routine is
called when the signal occurs. Most commonly this facility is used to allow the program to
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clean up unfinished business before terminating—to delete a temporary file, for example,
as illustrated in Screen 10-2:

~

#include <signal.h>

main() {
struct sigaction new_act, old_act;
void on_intr();

new_act.sa_handler = SIG_IGN;
sigaction(SIGINT, &new_act, &old_act);

if (old_act.sa_handler != SIG_IGN) {
new_act.sa_handler = on_intr;
sigaction(SIGINT, &new_act, &old_act);
}

/* do processing */

exit(0); /* exit with normal status */

}
void on_intr() {
unlink(tempfile);

exit(1); [* exit with interrupted status */
N

Screen 10-2. Example Specifying a Pointer to a Handler

Before establishingn_intr  as the signal handler f&IGINT, the program tests the
state of interrupt handling and continues to ignore interrupts if they are already being
ignored. This is needed becal®&3&INT is sent to albrocesses started from a specific
terminal. Accordingly, when a program is initiated with an ampers&nhdd run without

any interaction in the background, the shell turns off interrupts for it so that it will not be
stopped by interrupts intended for foreground processes. If this program began by setting
on_intr  to catch all interrupts regardless, that would undo the shell's efforts to protect it
when run in the background. The solution, shown in Screen 10-2, is gigzatdiion

for SIGINT first to get the signal action currently established for the interrupt signal,
which is returned in the third argumentsigaction . If interrupt signals were already
being ignored, the process should continue to ignore them; otherwise, they should be
caught. In that case, the second calligmction  for SIGINT establishes a new signal
action that specifiesn_intr  as the signal handler.

A more sophisticated program may wish to intercept and inteBp@NT as a request to

stop what it is doing and return to its own command processing loop. Think of a text edi-
tor: interrupting a long printout should not cause it to terminate and lose the work already
done. The outline of the code for this case is probably best written as illustrated in
Screen 10-3:
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-

#include <signal.h>
#include <setjmp.h>
jmp_buf sjbuf;

main() {
struct sigaction new_act, old_act;
void on_intr();

new_act.sa_handler = SIG_IGN;
sigaction(SIGINT, &new_act, &old_act);

setjmp(sjbuf); /* save current stack position */

if (old_act.sa_handler != SIG_IGN) {
new_act.sa_handler = on_intr;
sigaction(SIGINT, &new_act, &old_act);
}
/*
* main command processing loop
*/
exit(0)

void on_intr() {
printf(“\ninterrupt\n”); /* print message */

longjmp(sjbuf); /* return to saved state */

/

Screen 10-3. Example Detecting SIGINT Signal

The<setjimp.h> header file declares the typep_buf for a buffer in which the state

can be saved, and the program shown in Screen 10-3 des]aués to be of type
jmp_buf | which is an array of some type. The functstimp saves the current con-

text of the user process gjbuf . When an interrupt occurs, a call to the function
on_intr is forced, which prints a message and can set flags or do something else. The
functionlongjmp takes as argument an object stored intséiymp , and restores con-

trol to the location after the call setjmp , so control (and the stack level) pops back to

the place in the programain where the signal is set up and the main loop entered.
Notice, by the way, that the signal gets set again after an interrupt occurs. This is neces-
sary; most signals are automatically reset to their default action when they occur.

Some programs that want to detect signals simply cannot be stopped at an arbitrary
point—in the middle of updating a linked list for example. If the function called on occur-
rences of a signal sets a flag and then returns instead of eadlingor longjmp , execu-

tion resumes at the exact point at which it was interrupted. The interrupt flag can then be
tested later.

This approach has the following difficulty. Suppose the program is reading the terminal
when the interrupt is sent. The specified function is duly called; it sets its flag and returns.
If it were really true, as said earlier, that execution resumes at the exact point at which it
was interrupted, the program would continue reading the terminal until the user typed
another line. This behavior might well be confusing because the user might not know the
program is reading and, presumably, would prefer to have the signal take effect instantly.
The method chosen to resolve this difficulty is to terminatedehd from the terminal

when execution resumes after the signal, vétid returning an error cod&(NTR) that
indicates the interruption.
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As a consequence, programs that catch signals and resume execution afterward should be
prepared for errors caused by interrupted system calls. (The ones to watch out for in par-
ticular arewait andpause as well as anyead from the terminal.)

A program whosen_intr ~ function just setintflag  , resets the interrupt signal, and
returns, should usually include code like the following when it reads the standard input or
reads directly from a terminal device.

if (getchar() == EOF)
if (intflag)
/* EOF caused by interrupt */
else
[* actual end-of-file */

A final subtlety to keep in mind becomes important when signal handling is combined
with execution of other programs. Suppose a program handles interrupts, and also includes
a method (like ¥ ” in the editor) whereby other programs can be executed. Then the code
should look something like the following:

if (fork() == 0)

exec( ...);
new_act.sa_handler = SIG_IGN; /* ignore interrupts */
sigaction(SIGINT, &new_act, &old_act);
wait(&status); /* until the child completes */
new_act.sa_handler = on_intr; /* restore interrupts */
sigaction(SIGINT, &new_act, &old_act);

Why is this? Again, it is not obvious but not really difficult. Suppose the program called
catches its own interrupts. When this subprogram gets interrupted, it receives the signal,
returns to its main loop, and probably tries to read the terminal. But the calling program
also pops out of its wait for the subprogram and tries to read the terminal. If two processes
try to read the terminal, it is very unfortunate because the system randomly decides which
should get each line of input. A simple solution is for the parent to ignore interrupts until
the child completes. This reasoning is reflected in the funsiistem that Screen 10-4
illustrates.

10-21



PowerMAX OS Programming Guide

#include <signal.h>

system(cmd_str) /* run command string */
char *cmd_str;

{

int status;
pid_t wpid, xpid;
struct sigaction sig_act, i_stat, q_stat;

if ((xpid=fork()) == 0) {
execl(“/bin/sh”, “sh”, “-c”, cmd_str, 0);
_exit(127);

}

sig_act.sa_handler = SIG_IGN;
sigaction(SIGINT, &sig_act, &i_stat);

sig_act.sa_handler = SIG_IGN;
sigaction(SIGQUIT, &sig_act, &q_stat);

while ( ((wpid=wait(&status)) != xpid) && (wpid !=-1) )

if (wpid == -1)
status = -l,

sigaction(SIGINT, &i_stat, &sig_act);
sigaction(SIGQUIT, &q_stat, &sig_act);

return(status);

}

N

Screen 10-4. System() Function

The sigprocmask System Call

Thesigprocmask(2) system call allows the calling process to obtain or modify the set

of signals whose delivery is currently being blocked.
The specifications required for making #igprocmask call are as follows:

#include <signal.h>

int sigprocmask( how, set, osgt
int  how,

sigset_t* set

sigset_t* oset

The arguments are defined as follows:

how
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an integer value that indicates the way in which the set of signals cur-
rently being blocked is to be changed. The valueosf must be one of
the following:

SIG_BLOCK adds the signals to whidetpoints to the set of
signals currently being blocked

SIG_UNBLOCK removes the signals to whishtpoints from the
set of signals currently being blocked
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SIG_SETMASK replaces the set of signals currently being
blocked with the signals to whicetpoints

set the null pointer constant or a pointer to a structure that specifies the set
of signals that is to be used to change the set of signals currently being
blocked. Note that theiGkILL andsiGsTopsignals are ignored if they
are included in the signal set. If the valuesefis NULL , the set of sig-
nals currently being blocked is not changed; this set may be returned in
the structure pointed to mset Thesigset t  structure is described in
“The sigset_t Structure” (p. 10-8).

oset the null pointer constant or a pointer to a structure to which the set of
signals currently being blocked is returned. Slgset t  structure is
described in “The sigset_t Structure” (p. 10-8).

A return value oD indicates that the call has been successful. A return valdkiotli-
cates that an error has occurredno is set to indicate the error. If an error occurs, the
process’s signal set is not changed. Refer taitigrocmask(2) system manual page
for a listing of the types of errors that may occur.

Thesigprocmask system call provides a mechanism whereby critical sections of code
may protect themselves against the occurrence of specified signals.

To block a section of code against one or more signals, the following call may be used to
add a set of signals to the existing mask and return the old mask:

sigprocmask (SIG_BLOCK, &new_set, &old_set);
The old mask can then be restored later with the following call:
sigprocmask (SIG_UNBLOCK, &new_set, &old_set);

It is possible to check conditions with some signals blocked, pause waiting for a signal,
and then restore the mask by using a cadigsuspend(2) . For more information on
this call, refer to “The sigsuspend System Call” (p. 10-24).

The sigpending System Call

The sigpending(2) system call allows the calling process to obtain the set of signals
that have been sent but are currently being blocked from delivery.

The specifications required for making #igpending  call are as follows:

#include <signal.h>
int sigpending( se)
sigset_t* set
The argument is defined as follows:
set a pointer to a location to which the set of currently pending signals is

returned. Thesigset t  structure is described in “The sigset_t Struc-
ture” (p. 10-8).
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A return value oD indicates that the call has been successful. A return valdkiodli-
cates that an error has occurredrno is set to indicate the error. Refer to the
sigpending(2) system manual page for a listing of the types of errors that may occur.

The sigsuspend System Call

The sigsuspend(2) system call allows the calling process to suspend execution until
delivery of a signal whose associated action is termination or execution of a signal-han-
dling routine. It also allows the process to replace the current signal set with a different
set. If the action associated with a signal is execution of a signal-handling routine, the
sigsuspend call returns after the signal-handling routine returns, and it restores the sig-
nal set that existed prior to the callsigsuspend

The specifications required for making #igsuspend call are as follows:

#include <signal.h>
int sigsuspend( se)
sigset_t* set

The argument is defined as follows:

set a pointer to the set of signals that is to replace the set whose delivery is
currently being blocked

Because theigsuspend system call suspends process execution indefinitely, it does
not return a value to indicate that the call has been successful. A return valuedif

cates that the calling process has caught a signal and that control has returned from the
signal-handling routinézrrno is set accordingly. Refer to teegsuspend(2) sys-

tem manual page for additional information.

The sigtimedwait System Call
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The sigtimedwait(2) system call allows the calling process to wait for a signal in a
particular signal set for a specified period of time. If any of the signals in the set are pend-
ing at the time of the caligtimedwait selects the signal with the lowest number and
returns such information as the signal number, the reason that the signal has been gener-
ated, and, if applicable, an application—defined value that has been queued with the signal.
If none of the signals in the set are pending at the time of thesiggilthedwait sus-

pends the process until one of the following occurs:

* One or more of the signals in the set are generated or pending delivery.

In this casesigtimedwait returns the number of the selected signal and
the reason that it has been generated. The signal-handling routine for that
signal is not invoked.

* The specified period of time elapses.

In this casesigtimedwait returns a value ofl and set®errno to
EAGAIN.
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* The process is interrupted by a signal that is not in the set.

In this case, the signal-handling routine for the signal is invoked if the sig-
nal is being caughsigtimedwait returns a value 6fl and set®rrmo
to EINTR. If the signal is not being caught, the process is terminated.

The sigtimedwait andsigpending  system calls are similar in that both notify a pro-
cess that a signal has been sent. You may wish teigiemedwait instead of
sigpending  because it returns information about the signal and does not require that a
signal-handling routine be called.

The specifications required for making #igtimedwait call are as follows:

#include <sys/siginfo.h>
#include <signal.h>
#include <sys/timers.h>

int sigtimedwait( set, info, timeoQt
const sigset_t * set

siginfo_t * info;

const struct timespec * timeout

The arguments are defined as follows:

set a pointer to a structure that specifies the signal(s) for which the process
is to wait.
info the null pointer constant or a pointer to a structure to which information

about the selected signal is returned. If the valuefois notNuULL, on

return thesi_signo  component contains the number of the selected
signal, and thei_code component contains the code that identifies
the reason for the signal. The signal numbers that may be returned are
defined in the file signal.n  >; the signal codes are defined in the file
<sys/siginfo.h >. If an application—defined value has been queued
to the process with that signal, thievalue  component contains that
value; if not, the content of tte value component is undefined.

timeout  the null pointer constant or a pointer to a structure that specifies the
length of time that the process is to wait for a signal. If the valtimef
eoutis NULL , the process will wait indefinitely. If the structure to which
timeoutpoints contains zeros and none of the signals specified Isgthe
argument are pending, &AGAIN error occurs; theigtimedwait
call returns immediately.

If one of the signals specified by teetargument is generated or is pending delivery,
sigtimedwait returns the number of the selected signal in the structure to walfich
points. A return value ofl indicates that an error has occurredno is set to indicate
the error. Refer to theigtimedwait(2) system manual page for a listing of the types
of errors that may occur.
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The sigwaitinfo System Call
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The sigwaitinfo(2) system call allows the calling process to wait indefinitely for a
signal in a particular signal set. If any of the signals in the set are pending at the time of the
call, sigwaitinfo selects the signal with the lowest number and returns such informa-
tion as the signal number, the reason that the signal has been generated, and, if applicable,
an application—defined value that has been queued with the signal. If none of the signals in
the set are pending at the time of the cadjwaitinfo suspends the process until one

of the following occurs:

* One or more of the signals in the set are generated or pending delivery

In this casesigwaitinfo returns the number of the selected signal and
the reason that it has been generated. The signal-handling routine for that
signal is_notnvoked.

* The process is interrupted by a signal that is not in the set

In this case, the signal-handling routine for the signal is invoked if the sig-
nal is being caughsigwaitinfo returns a value of1 and set®&rrno
to EINTR. If the signal is not being caught, the process is terminated.

The specifications required for making sigwaitinfo call are as follows:

#include <sys/siginfo.h>
#include <signal.h>

int sigwaitinfo( set, infg
const sigset_t * set
siginfo_t* info;

The arguments are defined as follows:

set a pointer to a signal set that specifies the signal(s) for which the process
is to wait.
info the null pointer constant or a pointer to a structure to which information

about the selected signal is returned. If the valugefofis notNULL, on

return thesi_signo  component contains the number of the selected
signal, and thei_code component contains the code that identifies
the reason for the signal. The signal numbers that may be returned are
defined in the file signal.h  >; the signal codes are defined in the file
<sys/siginfo.h >, If an application—defined value has been queued
to the process with the signal, thievalue  component contains that
value; if not, the content of the value component is undefined.

If one of the signals specified by teetargument is generated or is pending delivery,
sigwaitinfo returns the number of the selected signal in the structure to wiiach
points. A return value ofl indicates that an error has occurredno is set to indicate
the error. Refer to theigtimedwait(2) system manual page for a listing of the types
of errors that may occur.
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The sigqueue System Call

Thesigqueue(2)  system call allows the calling process to queue a signal and a value to
itself or another process.

In order for multiple occurrences of a signal to be queued and an application—defined
value to be passed with the signal, the receiving process must have asked for queueing by
setting thesa_sicINFoflag on a call tasigaction(2) to specify the signal action (for
information on thesA_siGINFOflag and thesigaction(2) system call, see “The sigac-

tion Structure,” p. 10-9, and “The sigaction System Call,” p. 10-17, respectively).

Thesigqueue system call differs from thkill(2) system call in three respects: it
gueues a unique instance ddiginfo_t structure to be delivered to the specified pro-
cess with a signal; it allows a sending process to spegd@uaargument; and it does not
allow a process to specify a negative value forpideargument (which signifies a signal
broadcast).

Unless the sending process is sendingstieoNTsignal to a process that is a member of
the same session, the following conditions must be met in order to isgaheue sys-
tem call:

* The real or effective user ID of the sending process must match the real or
saved user ID of the receiving process unless the process sending the signal
is privileged.

¢ |f the Enhanced Security Utilities are installed, then the unprivileged send-
ing process's security level must be equal to the receiving process's level.

The specifications required for making tsigqueue call are as follows:

#include <sys/siginfo.h>
#include <signal.h>

int sigqueue( pid, signo, valug

pid_t pid;
int  signg
const union sigval value

The arguments are defined as follows:

pid the process identification number (PID) of the process to which the sig-
nal is to be sent. If the value pifl is the PID of the calling process and
the signal specified bgignois not blockedsignoor at least one pending
unblocked signal will be delivered to the calling process before the
sigqueue(2)  call returns.

signo the number of the signal that is to be sent to the process specipet! by
A set of symbolic constants has been defined to assist you in specifying
signal numbers. These constants are defined in thesfijpal.h >,

If the value ofsignois zero (the null signalgigqueue checks the
validity of the specified PID but does not send a signal.

value an application—defined value that is to be used by a signal-handling rou-
tine defined by the receiving process. This value may be a pointer or an
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integer. It is available to the receiving process if that process has defined
a signal-handling routine for the signal specifiecsiynoand has set

the sa_siGINFOflag on a call tasigaction(2) to declare the han-
dling routine.

This value is presented in th®_value component of the
siginfo_t argument to the signal-handling routine. The signal code
that is presented in th&_code component of this argument is
SI_QUEUE. For an explanation of the procedures for using the
sigaction  system call, see “The sigaction System Call” (p. 10-17).
For a description of theiginfo_t structure, see “The siginfo_t
Structure” (p. 10-13). For an explanation of the procedures for defining
the signal-handling routine, see “The Signal-Handling Routine” (p.
10-29).

A return value of indicates that the specified signal has been successfully queued. A
return value of-1 indicates that an error has occurredno is set to indicate the error.
Refer to thesigqueue(2)  system manual page for a listing of the types of errors that
may occur.

System V Signal System Calls
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The OS also supports the Systemiyfsend(2)  andsigaltstack(2) system calls.
Thesigsend call allows a process to send a signal to another process or group of pro-
cesses:

sigsend( idtype id, signo;
idtype_t idtype
id_t id;
int  signg

Unless the process sending the signal is privileged, its real or effective user ID must be
equal to the receiving process's real or saved user ID. If the Enhanced Security Utilities
are installed, then the unprivileged sending process's security level must be dominated by
the receiving process's level.

As explained in “Real-Time Signal Behavior” (p. 10-6), igsend system call does
not send queued signals.

Signals can also be sent from a terminal device to the process group or session leader asso-
ciated with the terminal (s¢ermio(7) ).

The sigaltstack system call allows a process to define an alternate stack area on
which signals are to be processed. Applications that maintain complex or fixed-size stacks
can use the call:

struct sigaltstack {

caddr t SS_sp;
int SS_size;
int ss_flags;

b
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sigaltstack( ss 0s9
struct sigaltstack * ss
struct sigaltstack * 0SS

to provide the system with a stack basedsasp of sizess_size for delivery of sig-

nals. The system automatically adjusts for direction of stack growth. The member
ss flags indicates whether the process is currently on the signal stack and whether the
signal stack is disabled. Tl@altstack structure is defined insignal.h  >.

When a signal is to be delivered and the process has requested that it be delivered on the
alternate stack, the system checks whether the process is currently executing on that stack
(seesigaction(2) ). If it is not, then the process is switched to the alternate signal
stack for delivery of the signal. The return from the signal is arranged to restore the previ-
ous stack.

If the process wishes to take a nonlocal exit from the signal-handling routine or run code
from the signal stack that uses a different stadigaltstack call should be used to
reset the signal stack (ssigaltstack(2) ).

The Signal-Handling Routine

If you wish to obtain information about the reason that a signal has been generated and the
user context of the process that has received it, you must (1) define the signal-handling
routine with a particular interface and (2) declare the routine as the handler for the signal
by invoking thesigaction(2) system call and setting tlsa_sIGINFODbit (see “The
sigaction System Call,” p. 10-17, for an explanation of this call). The interface that you
must use for the signal-handling routine is presented as follows:

handler( sig, infop, ucp
int  sig;

siginfo_t * infop;
ucontext_t* ucp

The arguments to the routine are defined as follows:
sig the signal number

infop the null pointer constant or a pointer to a structure that contains infor-
mation about the signal specified &ig. Such information includes the
signal number and the reason that the signal has been generated. For a
detailed description of the contents of this structure, see “The siginfo_t
Structure” (p. 10-13).

ucp a pointer to a structure that defines the user context for the process prior
to the delivery of the signaig. The user context includes the process’s
signal mask, execution stack, and machine registers. It will be used to
restore the process's context upon return from the signal handler. For a
detailed description of the contents of this structure, see “The ucontext_t
Structure” (p. 10-15).

You may modify certain components of the user context within a signal-handling routine,
but you are advised to use caution in doing so. You may modify the general purpose regis-

10-29



PowerMAX OS Programming Guide

ters, instruction address registers, signal mask, and stack flags, but you are not allowed to
modify the address or size of the stack.

Job Control and Session Management

An overview of Job Control is provided here for completeness and because it interacts
with the STREAMS-based terminal subsystem. This section describes how to use a
Stream as a controlling terminal. More information on Job Control can be obtained from
the following manual pagesxit(2) , getpgid(2) , getpgrp(2) ,getsid(2)

kill(2) , setpgid(2) , setpgrp(2) , setsid(2) , sigaction(2) ,
signal(2) , sigsend(2) ,termios(2) , waitid(2) , waitpid(3C) ,
signal(5) , and termio(7)

Overview of Job Control
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Job Control is a feature supported by the BSD UNIX operating system. It is also an
optional part of the IEEE P1003.1 POSIX standard. Job Control breaks a login session
into smaller units called jobs. Each job consists of one or more related and cooperating
processes. One job, the foreground job, is given complete access to the controlling termi-
nal. The other jobs, called background jobs, are denied read access to the controlling ter-
minal and given conditional write amattl  access to it. The user may stop an executing
job and resume the stopped job either in the foreground or in the background.

Under Job Control, background jobs do not receive events generated by the terminal and
are not informed with a hangup indication when the controlling process exits. Background
jobs that linger after the login session has been dissolved are prevented from further access
to the controlling terminal, and do not interfere with the creation of new login sessions.

The OS supports job-control and command interpreter processes supporting job-control
can assign the terminal to different jobs, or process-groups, by placing related processes in
a single process-group and assigning the process-group with the terminal. A process may
examine or change the foreground process-group of a terminal assuming the process has
the required permissions (sexgetpgrp(2) andtcsetpgrp(2) ). Thetermios

facility aids in this assignment by restricting access to the terminal by processes outside of
the foreground process-group (see “Terminal Access Control”).

When there is no longer any process whose process-id or process-group-id matches the
process-group-id of the foreground process-group, the terminal lacks any foreground pro-
cess-group. It is unspecified whether the terminal has a foreground process-group when
there is no longer any process whose process-group-id matches the process-group-id of
the foreground process-group, but there is a process whose process-id matches the pro-
cess-group-id of the foreground process-group. Only a successful wakétiogrp  or
assignment of the controlling terminal as described can make a process-group the fore-
ground process-group of a terminal (sesetpgrp(2) ).

Background process-groups in the session of the session-leader are subject to a job-control
line-discipline when they attempt to access their controlling terminal. Typically, they are
sent a signal that causes them to stop, unless they have made other arrangements (see
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signal(4) ). An exception is made for processes that belong to a orphaned process-
group, which is a process-group none of whose members have a parent in another process-
group within the same session and thus share the same controlling terminal. When these
processes attempt to access their controlling terminal, they return errors because there is
no process to continue them if they should stop (see “Terminal Access Control”).

Job Control Terminology

The following defines terms associated with Job Control:

Background Process-group—a process-group that is a member of a session
that established a connection with a controlling terminal and is not the fore-
ground process-group.

Controlling Process—a session leader that established a connection to a
controlling terminal.

Controlling Terminal—a terminal that is associated with a session. Each
session may have at most one controlling terminal associated with it and a
controlling terminal may be associated with at most one session. Certain
input sequences from the controlling terminal cause signals to be sent to
the process-groups in the session associated with the controlling terminal.

Foreground Process Group—each session that establishes a connection
with a controlling terminal distinguishes one process-group of the session
as a foreground process-group. The foreground process-group has certain
privileges that are denied to background process-groups when accessing its
controlling terminal.

Orphaned Process Group—a process-group in which the parent of every
member in the group is either a member of the group, or is not a member of
the process-group's session.

Process Group—each process in the system is a member of a process-
group that is identified by a process-group ID. Any process that is not a
process-group leader may create a new process-group and become its
leader. Any process that is not a process-group leader may join an existing
process-group that shares the same session as the process. A newly created
process joins the process-group of its creator.

Process Group Leader —a process whose process ID is the same as its pro-
cess group ID.

Process Group Lifetime—a time period that begins when a process-group
is created by its process-group leader and ends when the last process that is
a member in the group leaves the group.

Process ID—a positive integer that uniquely identifies each process in the
system. A process ID may not be reused by the system until the process
lifetime, process-group lifetime, and session lifetime ends for any process
ID, process-group ID, and session ID sharing that value.

Process Lifetime—a time period that begins when the process is forked and
ends after the process exits, when its termination has been acknowledged
by its parent process.
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Job Control Signals

* Session—each process-group is a member of a session that is identified by
a session ID.

¢ Session ID—a positive integer that uniquely identifies each session in the
system. It is the same as the process ID of its session leader.

¢ Session Leader—a process whose session ID is the same as its process and
process-group ID.

¢ Session Lifetime—a time period that begins when the session is created by
its session leader and ends when the lifetime of the last process-group that
is a member of the session ends.

The following signals manage Job Control (see sigoal(5) )

SIGCONT Sent to a stopped process to continue it.

SIGSTOP Sent to a process to stop it. This signal cannot be caught or
ignored.

SIGTSTP Sent to a process to stop it. It is typically used when a user

requests to stop the foreground process.

SIGTTIN Sent to a background process to stop it when it attempts to read
from the controlling terminal.

SIGTTOU Sent to a background process to stop it when one attempts to write
to or modify the controlling terminal.

The Controlling Terminal and Process-Groups

A session may be allocated a controlling terminal. For every allocated controlling termi-
nal, Job Control elevates one process group in the controlling process's session to the sta-
tus of foreground process group. The remaining process-groups in the controlling pro-
cess's session are background process-groups. A controlling terminal gives a user the
ability to control execution of jobs within the session. Controlling-terminals play a central
role in Job Control. A user may cause the foreground job to stop by typing a predefined
key on the controlling terminal. A user may inhibit access to the controlling terminal by
background jobs. Background jobs that attempt to access a terminal that has been so
restricted will be sent a signal that typically causes the job to stop. (See the section titled
“Accessing the Controlling Terminal” section later in this chapter.)

Terminal Access Control

10-32

If a process is in the foreground process-group of its controlling terméaal, works as
described in the “System Calls and Libraries” chapter. If any process in a background pro-
cess-group attempts to read from its controlling terminal when job-control is supported,
the signalSIGTTIN is sent to its process-group unless one of these special cases apply.
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* |f the reading process either ignores or blocks the sBi&ITIN or if the
reading process is a member of an orphaned process-group, attempting to
read the controlling terminal fails without sending the siggi@TTIN ,
theread returns-1 anderrno equalsElO.

The default action of the sign8IGTTIN is to stop the process to which it is sent (see
signal(4) ).

If a process is in the foreground process-group of its controlling termiritg, works as
described in “Writing Data and Output Processing.” If any process in a background pro-
cess-group attempts to write onto its controlling terminal when thel' )T OHs set in
thec_lflag field of thetermios structure, the sign&IGTTOUis sent to the process-
group unless one of these special cases apply:

e |If the writing process either ignores or blocks the sigREBGTTOU,
attempting to write the controlling terminal proceeds without sending the
signalSIGTTOU.

* If the writing process neither ignores nor blocks the si§i@amr TOUand if
the writing process is a member of an orphaned process-group, attempting
to write the controlling terminal fails without sending the sigsi@TTOU,
thewrite returns-1 anderrno equalsElO.

If the flag TOSTOHS clear, attempting to write the controlling terminal proceeds without
sending the sign&@IGTTOU.

Certain calls that set terminal parameters are treated the sawn&eas calls, except that
the flagTOSTOHSs ignored; thus, the effect is the same as termiritd  calls when the
flag TOSTOHSs set (seécgetattr(2) andtcsetattr(2) ).

If the implementation supports job-control, unless otherwise noted, processes in a back-
ground process-group are restricted in their use of the terminal-control-functions (see
tcdrain(2) , teflow(2) , teflush(2) , tcgetattr(2) , tcgetpgrp(2) ,
tcsendbreak(2) , tcsetattr(2) , tcsetsid(2) , tcsetpgrp(2) ). Attempts

to perform these functions cause the process-group to be sent theS§RJHBOU. If the

calling process either ignores or blocks the si§@TTOU, attempting to perform a con-
trol-function proceeds without sending the sigBEbTTOU.

The default action of the sign8IGTTOU s to stop the process to which it is sent (see
signal(4) ).

All terminal-control-functions operate on an open file-descriptor and they affect the under-
lying terminal-device-file denoted by the file-descriptor, not the open-file-description that
represents it.

If a member of a background process-group attempts to invokethn on its control-
ling terminal, and thabctl  modifies terminal parameters (e GIOCSPGRPTCSETA
TCSETAWY TCSETAFR its process-group is seBtGTTOU, which normally causes the
members of that process-group to stop.

e If the calling process either ignores or blocks the sighi@TTOU,
attempting to perform a terminal-control-function on the controlling termi-
nal proceeds without sending the sigBEGTTOU.

¢ |If the calling process neither ignores nor blocks the sigigaI' TOUand if
the calling process is a member of an orphaned process-group, attempting
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Modem Disconnect
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to perform a terminal-control-function on the controlling terminal fails
without sending the sign&8IGTTOU, theioctl  returns-1 anderrno
equalstelO.

The terminal access controls described in this section apply only to a process accessing its
controlling terminal because these controls are for the purpose of job-control, not security,
and job-control relates only to a controlling terminal for a process. Normal file-access-per-
missions handle security. A process accessing a terminal other than the controlling termi-
nal is effectively treated the same as a member of the foreground process-group.

If a process in a background orphaned process-groupreadls or write , stopping the
process-group is undesirable, as it is no longer under the control of a job-control shell that
can put it into foreground again. Accordingly, callsgad andwrite by such processes
receive an immediate return error.

The terminal-driver must repeatedly do a foreground/background/orphaned process-group
check until either the process-group of the calling process is orphaned or the calling pro-
cess moves into the foreground. If a calling process is in the background and should
receive a job-control signal, the terminal-driver sends the appropriate sg@aIT{IN or
SIGTTOU) to every process in the process-group of the calling process then lets the call-
ing process receive the signal immediately, usually by blocking the process so it reacts to
the signal right away. Note, however, that after the process catches the signal and the ter-
minal-driver regains control, the driver must repeat the foreground/background/orphaned
process-group check. The process may still be in the background, either because a job-
control shell continued the process in the background, or because the process caught the
signal and did nothing.

The terminal-driver repeatedly does the foreground/background/orphaned process-group
check whenever a process tries to access the terminalrikor or the line-control func-

tions, the check is done on entering the functionré&adl , the check is done not only on
entering the function but also after blocking the process to wait for input data (if neces-
sary). If the process callimgad is in the foreground, the terminal-driver tries to get data

from the input-queue, and if the queue is empty, blocks the process to wait for data. When
data are input and the terminal-driver regains control, it must repeat the foreground/back-
ground/orphaned process-group check again because the process may have moved to the
background from the foreground while it blocked to wait for input data. (see the documen-
tation on job control in the “Glossary”).

The following arrangements are made to allow processes that read from a terminal-device-
file and test for end-of-file to terminate appropriately when a modem-disconnect is
detected on the terminal-device:

¢ All processes with that terminal as the controlling terminal receive a hang-
up signal, SIGHUR if CLOCALIs clear in thee_cflags  for the terminal
(seetermios(4) ). Unless other arrangements are made, the signal
SIGHUPforces the processes to terminate (segmal(4) and
sigaction(2) ). If the signalSIGHUPIs ignored or caught by a signal-
catching function, any subsequeead returnsO to indicate end-of-file
until the terminal-device-file is closed (sead(2) ).

¢ |If the controlling process is not in the foreground process group of the ter-
minal, the signaBIGTSTP is sent to all processes in the foreground pro-
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cess group for which the terminal is the controlling terminal. Unless other
arrangements are made, the sigi@TSTP forces the processes to termi-
nate (sesignal(4) andsigaction(2) ).

* Processes in background process groups thatrégda or awrite  of the
controlling terminal after a modem-disconnect while the terminal is still
assigned to the session receive the appropriate si§h@mTIN or
SIGTTOUrespectively (seeead(2) andwrite(2) ). Unless other
arrangements are made, the sigBl&TTIN or SIGTTOUforces the pro-
cesses to terminate (sgignal(4) andsigaction(2) ).

STREAMS-based Job Control

Job Control requires support from a line discipline module on the controlling terminal's
Stream. Tha@CSETA TCSETAWandTCSETAFcommands ofermio(7) allow a
process to set the following line discipline values relevant to Job Control:

SUSPcharacter A user defined character that, when typed, causes the line
discipline module to request that the Stream head sends a
SIGTSTP signal to the foreground process with an
M_PCSIGmessage, which by default stops the members
of that group. If the value @USPis zero, theSIGTSTP
signal is not sent, and tistJSPcharacter is disabled.

TOSTOHlag If TOSTORSs set, background processes are inhibited from
writing to their controlling terminal.

A line discipline module must record ti&JSPsuspend character and notify the Stream
head when the user has typed it, and record the state 8OtRE€OFbit and notify the
Stream head when the user has changed it.

Allocation and Deallocation

A Stream is allocated as a controlling terminal for a session if

* The Stream is acting as a terminal
* The Stream is not already allocated as a controlling terminal

* The Stream is opened by a session leader that does not have a controlling
terminal.

Drivers and modules can inform the Stream head to act as a terminal Stream by sending an
M_SETOPTSnessage with th8O_ISTTY flag set upstream. This state may be changed
by sending aM_SETOPTS3nessage with th8O_ISNTTY flag set upstream.

Controlling-terminals are allocated with tbpen(2) system call. A Stream head must

be informed that it is acting as a terminal byMnSETOPTSnessage sent upstream
before or while the Stream is being opened by a potential controlling process. If the
Stream head is opened before receiving this message, the Stream is not allocated as a con-
trolling terminal.
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Hung-up Streams

Hangup Signals

When a Stream head receivesMinrHANGUessage, it is marked as hung-up. Streams
that are marked as hung-up are allowed to be reopened by their session leader if they are
allocated as a controlling terminal, and by any process if they are not allocated as a con-
trolling terminal. This way, the hangup error can be cleared without forcing all file
descriptors to be closed first.

If the reopen is successful, the hung-up condition is cleared.

When theSIGHUPsignal is generated by & HANGURessage (instead of &h SIG or
M_PCSIGmessage), the signal is sent to the controlling process instead of the foreground
process-group because the allocation and deallocation of controlling terminals to a session
is the responsibility of that process-group.

Accessing the Controlling Terminal
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If a process attempts to access its controlling terminal after it has been deallocated, access
is denied. If the process is not holding or ignoBIGHUR it is sent e&SIGHUP signal.
Otherwise, the access fails with BIO error.

Members of background process-groups have limited access to their controlling terminals:

* If the background process is ignoring or holdingSh@TTIN signal or is
a member of an orphaned process-group, an attempt to read from the con-
trolling terminal fails with arElO error. Otherwise, the process is sent a
SIGTTIN signal, which by default stops the process.

¢ If the process is attempting to write to the terminal and if the terminal's
TOSTOHlag is clear, the process is allowed access.

The TOSTOHilag is set on reception of & SETOPTSnessage with the
SO_TOSTOHMag set in theso_flags field. It is cleared on reception of
anM_SETOPTS$nessage with thEO_TONSTORag set.

¢ |f the terminal'sSTOSTOHRlag is set and a background process is attempting
to write to the terminal, the write succeeds if the process is ignoring or
holding SIGTTOU Otherwise, the process stops except when it is a mem-
ber of an orphaned process-group, in which case, it is denied access to the
terminal and it is returned &iO error.

* If a background process is attempting to perform a destruotitle (an
ioctl  that modifies terminal parameters), itbetl  call succeeds if the
process is ignoring or holdiglGTTOU Otherwise, the process will stop
except when the process is a member of the orphaned process-group. In
that case, the access to the terminal is denied aBtaarror is returned.
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Basic Interprocess Communication Pipes

The system calpipe creates a pipe, a type of unnamed FIFO (First In First Out) file used
as an I/0O channel between two cooperating processes: one process writes onto the pipe,
while the other reads from it. Most pipes are created by the shell, as in:

Is | pr

which connects the standard outputofto the standard input @ . Sometimes, how-
ever, it is most convenient for a process to set up its own plumbing; this section illustrates
how to establish and use the pipe connection.

Because a pipe is both for reading and writppige returns two file-descriptors as fol-

lows:
int fd[2];
stat = pipe(fd);
if (stat == -1)

/* there was an error ... */

wherefd is an array of two file-descriptors, witt{0]  for the read end of the pipe and
fd[1] for the write end of the pipe. These may be usegad , write andclose
calls just like any other file-descriptors.

Implementation of pipes consists of implisgtek operations before eackad or

write  in order to implement first-in-first-out. The system looks after buffering the data
and synchronizing the two processes to prevent the writer from grossly out-producing the
reader and to prevent the reader from overtaking the writer. If a process reads a pipe that is
empty, it will wait until data arrive; if a process writes into a pipe that is full, it will wait
until the pipe empties somewhat. If the write end of the pipe is closed, a subsegdent

will encounter end-of-file.

To illustrate the use of pipes in a realistic setting, consider a furpmizen( cmdmode),
which creates a processid, and returns a file-descriptor that will either read or write that
process, according taode thus, the call

fout = popen(“pr”, WRITE);

creates a process that executesptheommand; subsequewtite calls using the file-
descriptorfout send data to that process through the pipe.
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#include <stdio.h>

#define READ O

#define WRITE 1

#define tst(a, b) (mode == READ ? (b) : (a))
static  int popen_pid;

popen(cmd, mode)
char *cmd;
int mode;

int p[2];

if (pipe(p) < 0)
return(NULL);

if ((popen_pid = fork()) == 0) {
close(tst(p[WRITE], p[READ]));
close(tst(0, 1));
dup(tst(p[READ], p[WRITE]));
close(tst(p[READ], p[WRITE]));
execl(“/bin/sh”, “sh”, “-c”, cmd, 0);
_exit(1) /* disaster occurred if we got here */

}
if (popen_pid == -1)
return(NULL);

close(tst(p[READ], p[WRITE]));
return(tst(p[WRITE], p[READ])));

N /

Screen 10-5. popen

As shown in Screen 10-5, the functipopen first callspipe to create a pipe, then calls

fork to create two copies of itself. The child decides whether it is supposed to read or
write, closes the other end of the pipe, then calls the shekxeie ) to run the desired
process. The parent likewise closes the end of the pipe it does not usecld$es®per-

ations are necessary to make end-of-file tests work properly. For example, if a child that
intends to read fails to close the write end of the pipe, it will never encounter the end-of-
file on the pipe, just because there is one writer potentially active. The sequeluse of
operations in the child is a bit tricky. Suppose that the task is to create a child process that
will read data from the parent. Then the folsise closes the write end of the pipe, leav-

ing the read end open.

To associate a pipe with the standard input of the child, use the following:

close(tst(0, 1));
dup(tst(p[READ], p[WRITE]));

Theclose call closes file-descriptdd, the standard input, then thap call returns a
duplicate of the open file-descriptor. File-descriptors are assigned in increasing order and
dup returns the first available one, so the call effectively copies the file-descriptor for

the pipe (read end) to file-descripbmaking the read end of the pipe the standard input.
(Although somewhat tricky, it's a standard idiom.) Finally, the old read end of the pipe is
closed. A similar sequence of operations takes place when the child process must write to
the parent process instead of reading from it. To finish the job we need a fynobbism

to close a pipe created pgpen .
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(.

include <signal.h> \
pclose(fd) /* close pipe descriptor */
int fd;
{
struct sigaction o_act, h_act, i_act, g_act;
extern pid_t popen_pid,;
pid_t c_pid;
int c_stat;

close(fd);
sigaction(SIGINT, SIG_IGN, &i_act);
sigaction(SIGQUIT, SIG_IGN, &g_act);
sigaction(SIGHUP, SIG_IGN, &h_act);
while ((c_pid=wait(&c_stat))!=-1 && c_pid!=popen_pid);
if (c_pid == -1)

c_stat =-1;
sigaction(SIGINT, &i_act, &o_act);
sigaction(SIGQUIT, &g_act, &o_act);
sigaction(SIGHUP, &h_act, &o_act);

; return(c_stat);
\_ J

Figure 10-1. Pclose

The main reason for using a separate function ratherctbae is that it is desirable to

wait for the termination of the child process. First, the return value ficdose indi-

cates whether the process succeeded. Equally important when a process creates several
children is that only a bounded number of unwaited-for children can exist, even if some of
them have terminated; performing thwait lays the child to rest. The calls to
sigaction make sure that no interrupts, etc., interfere with the waiting process (see
sigaction(2) ).

The routine as written has the limitation that only one pipe may be open at once because of
the single shared variabpwpen_pid ; it really should be an array indexed by file-
descriptor. Apopen function, with slightly different arguments and return value is avail-
able as part of the Standard I/O Library (s&Bo(3S) ).

STREAMS-Based Pipes and FIFOs

A pipe in the UNIX system is a mechanism that provides a communication path between
multiple processes. Before Release 4, the OS had “standard” pipes and named pipes (also
called FIFOs). With standard pipes, one end was opened for reading and the other end for
writing, thus data flow was unidirectional. FIFOs had only one end; typically, one process
opened the file for reading and another process opened the file for writing. Data written
into the FIFO by the writer could then be read by the reader.

To provide greater support and development flexibility for networked applications, pipes
and FIFOs have become STREAMS-based in the OS. The basic interface remains the
same but the underlying implementation has changed. Pipes now provide a bidirectional
mechanism for process communication. When a pipe is created pipéhesystem call,
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two Streams are opened and connected together, thus providing a full-duplex mechanism.
Data flow is on a FIFO basis. Previously, pipes were associated with character devices and
the creation of a pipe was limited to the capacity and configuration of the device.
STREAMS-based pipes and FIFOs are not attached to STREAMS-based character
devices, eliminating configuration constraints and the number of opened pipes to the num-
ber of file descriptors for that process.

NOTE

The remainder of this chapter uses the terms “pipe” and
“STREAMS-based pipe” interchangeably.

Creating and Opening Pipes and FIFOs

FIFOs, which are created byknod(2) ormkfifo(3C)  behave like regular file system
nodes but are distinguished from other file system nodes lyyiththe first column when
thels-l  command is executed. Data written to the FIFO or read from the FIFO flow up
and down the Stream in STREAMS buffers. Data written by one process can be read by
another process.

NOTE

If the Enhanced Security Utilities are installed, the Mandatory
Access Control (MAC) security level of a fifonode is inherited
from the level of the creating process. A privileged process can
change the level using thielfile system call. See
Ivifile(2) in theOperating System API Refererfoedetails.

MAC write access is required for either a read to or a write from a
FIFO. In other words, a process must be at the same level as the
fifonode for either read or write. This is because a read modifies
the FIFO. If you have installed the Enhanced Security Utilities,
see the chapter “Directory and File Management” in this guide for
a general discussion of security levels and Mandatory Access
Controls.

FIFOs are opened in the same way as other file system nodes usipgrthsystem call.

Any data written to the FIFO can be read from the same file descriptor in a FIFO manner.
Modules can also be pushed on the FIFO.&mn(2) for the restrictions that apply
when opening a FIFO.

A STREAMS-based pipe is created by fipe system call that returns two file descrip-
tors,fd[0] andfd[1] . Both file descriptors are opened for reading and writing. Data
written tofd[0] becomes data read frddjl] and vice versa.

Each end of the pipe has knowledge of the other end through internal data structures. Sub-
sequent reads, writes, and closes are aware of whether the other end of the pipe is open or
closed. When one end of the pipe is closed, the internal data structures provide a way to
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access the Stream for the other end so thall aHANGUPessage can be sent to its
Stream head.

NOTE

If the Enhanced Security Utilities are installed, the security level
of a pipe is inherited from the level of the creating process and
cannot be changed. MAC write access is required for either a read
to or a write from a pipe; in other words, a process must be at the
same level as the pipe.

After successful creation of a STREAMS-based pipis, returned. Ipipe is unable to
create and open a STREAMS-based pipe, it will fail witino set as follows:

ENFILE File table is overflowed.

EMFILE Cannot allocate more file descriptors for the process.
ENOSR Could not allocate resources for both Stream heads.
EINTR Signal was caught while creating the Stream heads.

STREAMS modules can be added to a STREAMS-based pipe withcthe 1_PUSH.

A module can be pushed onto one or both ends of the pipe (see Figure 10-2). However, a
pipe maintains the concept of a midpoint so that if a module is pushed onto one end of the
pipe, that module cannot be popped from the other end.

Accessing Pipes and FIFOs

STREAMS-based pipes and FIFOs can be accessed through the operating system routines
read(2) ,write(2) ,ioctl(2) , close(2) , putmsg(2) , getmsg(2) , and
poll(2) . If FIFOs,open is also used.

Reading from a Pipe or FIFO

Theread (orgetmsg ) system call is used to read from a pipe or FIFO. A user reads data
from a Stream (not from a data buffer as was done prior to Release 4). Data can be read
from either end of a pipe.

On success, thead returns the number of bytes read and placed in the buffer. When the
end of the data is reached, tlead returns0.
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User Space
/ \ Kernel Space

Stream Head Stream Head

Module Module
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Figure 10-2. Pushing Modules on a STREAMS-based Pipe

When a user process attempts to read from an empty pipe (or FIFO), the following will
happen:

Writing to a Pipe or FIFO

If one end of the pipe is closddljs returned indicating the end of the file.

If no process has the FIFO open for writingad returnsO to indicate the
end of the file.

If some process has the FIFO open for writing, or both ends of the pipe are
open, andD_NDELAYs setread returns0.

If some process has the FIFO open for writing, or both ends of the pipe are
open, andD_NONBLOCIK set,read returns-1 and setsrrno to
EAGAIN

If O_NDELAYandO_NONBLOCHKre not set, theead call blocks until
data is written to the pipe, until one end of the pipe is closed, or the FIFO is
no longer open for writing.

When a user process calls thiete  system call, data is sent down the associated Stream.
If the pipe or FIFO is empty (no modules pushed), data written is placed on the read queue
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of the other Stream for STREAMS-based pipes, and on the read queue of the same Stream
for FIFOs. Because the size of a pipe is the number of unread data bytes, the written data
is reflected in the size of the other end of the pipe.

If a user process issuasite  with 0 as the number of bytes to send down a STREAMS-
based pipe or FIFQ) is returned, and by default no message is sent down the Stream.
However, if a user requires thabdength message be sent downstreanipath  call

may be used to change this default behavior. The SM®ZERGupports this. If
SNDZERG s set in the Stream heasliite  requests of | bytes generat®-dength mes-

sage and send the message down the Stre&NDOYZERGUs not set, no message is gener-
ated and is returned to the user.

To toggle theSNDZERMit, theioctl |_SWROPTis used. lfarg in theioctl  call is set
to SNDZERGnd theSNDZERit is off, the bit is turned on. Hrg is set to0 and the
SNDZER®it is on, the bit is turned off.

Theioctl |_GWROPTis used to return the current write settings.

If multiple processes simultaneously write to the same pipe, data from one process can be
interleaved with data from another process, if modules are pushed on the pipe or the write
is greater thaPIPE_BUF. The sequence of data written is not necessarily the sequence
of data read. To ensure that writes of less f®E_BUF bytes are not be interleaved

with data written from other processes, any modules pushed on the pipe should have a
maximum packet size of at led&PE_BUF.

NOTE

PIPE_BUF is an implementation-specific constant that specifies
the maximum number of bytes that are atomic in a write to a pipe.
When writing to a pipe, write requestsRIPE_BUF or less bytes

are not interleaved with data from other processes doing writes on
the same pipe. However, write requests greater FaE_BUF
bytes may have data interleaved on arbitrary byte boundaries with
writes by other processes whether tBeNONBLOCIHKTr
O_NDELAMilag is set.

If the module packet size is at least the sizBIBE_BUF, the Stream head packages the
data in such a way that the first message is at RIRE_ BUF bytes. The remaining data
may be packaged into smaller or larger blocks depending on buffer availability. If the first
module on the Stream cannot support a packPiE_BUF, atomic writes on the pipe
cannot be guaranteed.

Theclose system call closes a pipe or FIFO and dismantles its associated Streams. On
the last close of one end of a pipe,MnHANGUessage is sent upstream to the other
end of the pipe. Lateead orgetmsg calls on that Stream head return the number of
bytes read anfl when there is no more data. Lawaite or putmsg requests will fail
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with errno  set toEIO. If the pipe has been mounted usfattach , the pipe must be
unmounted before callingose ; otherwise, the Stream will not be dismantled. If the
other end of the pipe is mounted, the last close of the pipe will force it to be unmounted.

Flushing Pipes and FIFOs

Named Streams

fattach

10-44

When the flush request is initiated from a ueetl  or from aflushq routine, the
FLUSHRand/orFLUSHWbits of anM_FLUSHmessage have to be switched. The point of
switching the bits is the point where thie FLUSHmessage is passed from a write queue
to a read queue. This point is also known as the midpoint of the pipe.

The midpoint of a pipe is not always easily detectable, especially if there are numerous
modules pushed on either end of the pipe. In that case, there needs to be a mechanism to
intercept all messages passing through the Stream. If the messalye BlaySHnessage

and it is at the Streams midpoint, the flush bits need to switched.

This bit switching is handled by thppemod module.pipemod should be pushed onto

a pipe or FIFO where flushing of any kind takes place. fipemod module can be
pushed on either end of the pipe. The only requirement is that it is pushed onto an end that
previously did not have modules on it. Thatpjgemod must be the first module pushed

onto a pipe so that it is at the midpoint of the pipe itself.

The pipemod module handles onlyl_FLUSHmessages. All other messages are passed
on to the next module by tipaitnext  utility routine. If anM_FLUSHnessage is passed to

o pipemod and theFLUSHRandFLUSHWits are set, the message is not processed but is
passed to the next module by fngtnext routine. If only theFLUSHRbit is set, the
FLUSHRYbit is turned off and thELUSHWbit is set. The message is then passed to the next
module byputnext . Similarly, if theFLUSHWbit is the only bit set in thisl_FLUSH
message, thELUSHWbiIt is turned off and thELUSHRDbit is turned on. The message is
then passed to the next module on the Stream.

Thepipemod module can be pushed on any Stream that desires the bit switching. It must
be pushed onto a pipe or FIFO if any form of flushing must take place.

Some applications may want to associate a Stream or STREAMS-based pipe with an
existing node in the file system name space. For example, a server process may create a
pipe, name one end of the pipe, and allow unrelated processes to communicate with it over
that named end.

A STREAMS file descriptor can be hamed by attaching that file descriptor to a node in the
file system name space. The routiagach  (see alsdattach(3C) ) is used to name
a STREAMS file descriptofattach(3C) . Its format is

int fattach  (int fildes char* fildeg

wherefildesis an open file descriptor that refers to either a STREAMS-based pipe or a
STREAMS device driver (or a pseudo device driver), paithis an existing node in the
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file system name space (for example, regular file, directory, character special file, and so
forth).

The path cannot have a Stream already attached to it. It cannot be a mount point for a file
system nor the root of a file system. A user must be an owner path&ith write per-
mission or a user with the appropriate privileges to attach the file descriptor.

If the pathis in use when the routirfattach  is executed, those processes accessing the
path are not interrupted and any data associated witlpéilebefore the call to the
fattach  routine will continue to be accessible by those processes.

NOTE

If the Enhanced Security Utilities are installéattach(3C),

and Mandatory Access Control the process calfattach

must be at the same MAC security levepath This restriction

can be overridden by processes with appropriate privileges. The
device or pipe associated with the STREAM pointed tfilbgs

must also be at the same security levgbats; there is no privi-

lege to override this restriction.

After a Stream is named, all subsequent operations (for exaopge(2) ) on thepath

operate on the named Stream. Thus, it is possible that a user process has one file descriptor
pointing to the data originally associated with pla¢ghand another file descriptor pointing

to a named Stream.

Once the Stream has been namedsthe system call opathshows information for the
Stream. If the named Stream is a pipe,dta#(2)  information shows thapathis a

pipe. If the Stream is a device driver or a pseudo-device dpadrappears as a device.

The initial modes, permissions, and ownership of the named Stream are taken from the
attributes of theoath The user can issue the system cettisiod andchown to alter the
attributes of the named Stream and not affect the original attributes jpétthenor the
original attributes of the STREAMS file.

The size represented in thiat information reflects the number of unread bytes of data
currently at the Stream head. This size is not necessarily the number of bytes written to the
Stream.

A STREAMS-based file descriptor can be attached to many diffeethd at the same

time (that is, a Stream can have many names attached to it). The modes, ownership, and
permissions of thegeaths may vary, but operations on any of thpats access the same
Stream.

Named Streams can have modules pushed on them, be polled, be passed as file descrip-
tors, and be used for any other STREAMS operation.

A named Stream can be disassociated from a file witliditach routine (see also
fdetach(3C) ), which has the following format:

int fdetach (char* path
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isastream

File Descriptor Passing
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wherepathis the name of the previously named Stream. Only the owratbbr the

user with the appropriate privileges may disassociate the Stream from its name. The
Stream may be disassociated from its name while processes are accessing it. If these pro-
cesses have the named Stream open at the timefdetheh call, the processes do not

get an error, and continue to access the Stream. However, after the disassociation, later
operations ompathaccess the underlying file rather than the named Stream.

If only one end of the pipe is named, the last close of the other end causes the named end
to be automatically detached. If the named Stream is a device and not a pipe, the last close
does not cause the Stream to be detached.

If there is no named Stream or the user does not have access permispathsioon the
named Streanfdetach returns-1 with errno  set toEINVAL. Otherwisefdetach
returnsO for success.

A Stream remains attached with or without an active server process. If a server aborted,
the only way a named Stream is cleaned up is if the server executed a clean up routine that
explicitly detached and closed down the Stream.

If the named Stream is that of a pipe with only one end attached, clean up occurs automat-
ically. The named end of the pipe is forced to be detached when the other end closes down.
If there are no other references after the pipe is detached, the Stream is deallocated and
cleaned up. Thus, a forced detach of a pipe end occurs when the server is aborted.

If both ends of the pipe are named, the pipe remains attached even after all processes have
exited. In order for the pipe to become detached, a server process has to explicitly invoke a
program that executes tfaetach  routine.

To eliminate the need for the server process to invoke the prografdetaeh(1M)

command can be used. This command accepts a pathname that is a path to a named
Stream. When the command is invoked, the Stream is detached from the path. If the name
is the only reference to the Stream, the Stream is also deallocated.

A user invoking thédetach(1M) command must be an owner of the named Stream or
a user with the appropriate permissions.

The functionisastream (see alsdsastream(3C) ) may be used to determine if a
file descriptor is associated with a STREAMS device. Its format is

int isastream  (int fildeg

wherefildesrefers to an open filésastream  returnsl if fildesrepresents a STREAMS
file, andO if not. On failurejsastream returns-1 with errno set toEBADF

This function is useful for client processes communicating with a server process over a
named Stream to check whether the file has been overlaid by a Stream before sending any
data over the file.

Named Streams are useful for passing file descriptors between unrelated processes. A user
process can send a file descriptor to another process by invokiiagthe |_SENDFD
on one end of a named Stream. This sends a message containing a file pointer to the
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Stream head at the other end of the pipe. Another process can retrieve that message con-
taining the file pointer by invoking thectl | RECVFD on the other end of the pipe.

Unigue Connections

With named pipes, client processes may communicate with a server process by using a
module calledconnld that enables a client process to gain a unique, nonmultiplexed con-
nection to a server. Thnnld module can be pushed onto the named end of the pipe. If
connld is pushed on the named end of the pipe and that end is opened by a client, a new
pipe is created. One file descriptor for the new pipe is passed back to a client (named
Stream) as the file descriptor from thygen call and the other file descriptor is passed to

the server. The server and the client may now communicate through a new pipe.

Figure 10-3 illustrates a server process that has created a pipe and pusioethlidhe

module on the other end. The server then invokefattach  routine to name the other
end/usr/toserv

lusr/toserv fdo

A

connld

161440

Figure 10-3. Server Sets Up a Pipe

When process Xpfocx ) opens/usr/toserv , it gains a unique connection to the

server process that was at one end of the original STREAMS-based pipe. When process Y
(procy ) does the same, it also gains a unique connection to the server. Figure 10-4 shows
that the server process has access to three separate STREAMS-based pipes using three file
descriptors.

connld is a STREAMS-based module that hasopan, close , andput procedure.

connld is opened when the module is pushed onto the pipe for the first time and when-
ever the named end of the pipe is opened.cidimnld module distinguishes between
these two opens with thig ptr  field of its read queue. On the fikgpen, this field is set

to 1 and the routine returns without further processing. On lgtens , the field is
checked forl or 0. If the 1 is present, theonnld module creates a pipe and sends the

file descriptor to a client and a server. When the named Stream is opened, the open routine
of connld is called. Theonnld open fails if
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* The pipe ends cannot be created.
¢ Afile pointer and file descriptor cannot be allocated.
* The Stream head cannot stream the two pipe ends.

¢ A failure occurs while sending the file descriptor to the server.

The open is not complete until the server process receives the file descriptor using the
ioctl |_RECVFD.

NOTE

If the Enhanced Security Utilities are installed, a MAC check is
performed to make sure the server has MAC access to the received
file descriptor before the server receives the file descriptor. If this
fails, the file descriptor is put back on the queue so that another
process that passes MAC checks can receive it.

The setting of the_NDELAY or 0_NoNBLOCK flag has no affect on the open.

Theconnld module does not process messages. All messages are passed to the next
object in the Stream. The read and wpit# routines calputnext to send the message
up or down the Stream.

server

lusr/toserv fdy

connld

161450

Figure 10-4. Processes X and Y Open /usr/toserv
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11
Programming with the Threads Library

This chapter introduces the Threads Library, which provides facilities for concurrent pro-
gramming. Before describing the routines included in the Threads Library, this chapter
first discusses concepts and terminology of concurrent programming in general and of the
Threads Library in particular.

The Threads Library provides two classes of routines: thread management routines and
synchronization routines. The thread management routines are discussed in “Basic
Threads Management.” These include routines to create threads, terminate threads, wait
for threads, and adjust threads' scheduling characteristics. In addition, this section dis-
cusses how signals interact with multithreaded programs, how threads are scheduled, and
the relationship between threads and lightweight processes. The synchronization routines
are discussed in “Synchronizing Threads.” This includes an overview of the various types
of locks, semaphores, barriers, and condition variables, used to synchronize threads that
are sharing data.

In addition to the PowerMAX OS Threads Library routines, the Threads Library also
includes the POSIX threads function calls. These POSIX threads function calls conform to
the IEEE POSIX 1003.1 1996 Edition. Customers that want to write multi-threaded appli-
cations that are POSIX-compliant are highly encouraged to use these POSIX threads rou-
tines. Mixing POSIX threads function calls with non-POSIX threads function calls is
highly discouraged. Generally speaking, the POSIX threads function call names begin
with the ‘pthread_’ prefix, while the non-POSIX (hereafter referred to as the PowerMAX
OS Threads implementation) threads function call names begin with the ‘thr_" prefix.

Since most of the POSIX threads function calls are very similar in functionality and inter-
face to the PowerMAX OS threads routines, discussion of the POSIX threads function
calls within this chapter are grouped together with the discussions of their PowerMAX OS
threads function call counter-parts.

The section entitled, “Development Environment,” discusses the compilation environ-
ment. Finally, “Examples” gets you started with some basic threads programs.

This chapter is not intended to replicate all the information covered in the system manual
pages for the threads library routines. Refer to the individual pages on line for details such
as error returns. The overview pagésead(3thread) , pthread(3pthread) ,
andsynch(3synch) , list all the available routines.
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What Is Concurrent Programming?

11-2

Historically, most programs are examples of sequept@iramming. That is, they consist

of a series of operations that are carried out one at a time c@¥itturrentprogramming

the programmer can specify sets of instructions that potentially can be executed in parallel
and still provide correct results.

The advantages of this style of programming are:
¢ A powerful programming paradigm.

Programs are often written to emulate or respond to events in the real world. In the
real world, concurrency is common and purely sequential events are the exception.
Modeling such behavior is facilitated if the programming environment supports the
notion of concurrency.

* Possible performance improvement.

If multiple processors are available, the program might be executed in less real time
(than sequential execution) if more than one processor is working simultaneously.
This is calledrue concurrency

Even on uniprocessor machines, there may be some performance gain from design-
ing greater concurrency into the program. While one activity is blocked, others
might still be executing.

Thus, there is an advantage to concurrent programming even if the resources (pro-
cessors) are not available to provide true concurrency and the application is only
logically concurrent.

Concurrent programming has been available in the UNIX system since its inception via
the process model. In the UNIX system problems are solved not just by running programs
but by running sets of programs (a running program is called a process) — sometimes
pre-existing tools or commands; sometimes specifically written programs — that work
together (often concurrently) to solve the problem. Processes can communicate and syn-
chronize with each other by mechanisms that include:

* pipes (named and unnamed)
* files and file/record locks

* signals

* messages

¢ shared memory

* semaphores
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What Are Threads?

The PowerMAX OS provides vastly expanded capabilities for concurrent programming
via the Threads Library. These capabilities include:

* Facilities to define multiple threads of control to be run concurrently within
a single process. Eathreadis a set of instructions that is itself sequential
but can be executed concurrently with other threads.

* A new, rich set of software mechanisms for coordinating and synchroniz-
ing the activities of the process's threads.

PowerMAX OS thread functions include:

- mutual exclusion locks (mutexes), both recursive and not, both
blocking and spinning.

- reader-writer locks

- counting semaphores (nibte IPC semaphore system calls)
- condition variables

- barriers

POSIX thread functions include:
- blocking, non-recursive mutual exclusion locks (mutexes),
- condition variables
* Features to control the level of concurrency and the scheduling of threads.

¢ Underlying operating system kernel support that enables the library to pro-
vide true concurrency (on multiprocessor architectures), not just logical
concurrency for threads.

General characteristics of threads programming:

* Each thread starts executing at a programmer-specified address of a func-
tion.

- A given, common function can be the starting point for several
unique threads.

* A thread has many features that are analogous to process features. For
example,

- Each thread is an individually schedulable entity.

- Threads can be preempted; consequently, a thread cannot assume
uninterrupted access to common data unless special synchronizing
arrangements (for example, locking) are made.

- Threads execute logically in parallel, exhibit logical concurrency and
possibly true concurrency.

- A thread will go through many states during its lifetime such as:
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- executing

- ready to run but not currently executing

- waiting for some resource

- terminated thread with unreported exit status
- stopped from running

- Threads can receive signals; consequently, asynchronous program-
ming is still possible. (See“Threads and Signals,” page 11-19.)

- In this implementation, most of the features of the Threads Library
are implemented by user-level library code that is dynamically linked
with the application program at run time. The underlying operating
system kernel is not aware of the threads of a process.

- The operating system kernel supports a scheduling abstraction called
thelightweight proces¢LWP). An LWP is not the same as a thread.
It is a facility that is used by the Threads Library to provide true con-
currency for threads. (See “Managing Threads Concurrency,” page
11-32))

Each thread of the process has access to all of the resources of the process including:
- The entire address space.

Any thread can access any memory location in the process’s address space. By
using threads for concurrency, the programmer sacrifices the address space
protection that the operating system maintains (with support of hardware fea-
tures) between processes—for example, one thread might use an incorrect
data pointer to write data at a location that would corrupt another thread’s
data.

On the other hand, thread-to-thread data sharing is easy and efficient. By
default, all data is available to all threads. Thread-to-thread communication
avoids the system call overhead and typical data copying of process-to-pro-
cess communications.

- Resources maintained by the operating system, including:

- Open files, file pointer offsets, file/record locks, and current
directory.

- Access rights (to files, IPC facilities, and so on) and Enhanced
Security privileges.

- Resource limits such agimit , umask, and file descriptor
limit.

- Process identity (such as process ID number, parent process ID, pro-
cess group number)

The features unique to each thread include:

- Program context (that is, register values)

- Stack
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- Scheduling information (such as scheduling class, current priority)

- Timers

The interval timers thgetitimer(3c) andsetitimer(3c)

functions provide are unique to each thread. All threads in the pro-
cess share the POSIX per-process timers provided by the
timer_gettime(3c) andtimer_settime(3c) functions.

- Signal handling

Actually, some signal handling features are maintained per thread and some
are maintained at the process level. The relationship between the two (and
how to use them) will be discussed later. (See “Threads and Signals,” page
11-19.)

- Thread ID number and thread-private data.

On the whole, there is a much more intimate relationship between the threads of a
process than between processes of an application. This gives the programmer much
greater flexibility and potentially better performance.

- With this intimacy, there is a greater potential for introducing subtle
errors, and that implies a greater demand on the programmer's skill to
produce correct code.

- Moreover, the proper design of a concurrent program requires certain
disciplines that do not often arise in sequential programming. For
example, inappropriate use of the Threads Library facilities for syn-
chronizing threads may result in a program that is incorrect, ineffi-
cient, or both.

The Threads Library functions are best-suited for medium- to coarse-grained concurrency.
Using the Threads Library can be inefficient when the scale of concurrent tasks is a differ-
ent order of magnitude than the scale of a single function:

* Much larger, such as an entire program. fdsk(2) /exec(2) instead.

* Much smaller, when the Threads Library entails too much overhead.

Threads lllustrated

Figure 11-1 illustrates the relation of threads to LWPs to processes to processors. The
terms “multiplexed” threads and “bound” threads will be discussed later in this chapter.
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PROCESS 1 PROCESS 2

MULTIPLEXED MULTIPLEXED BOUND

\\

THREADS

THREAD / LWP

INTERFACE
LWP / PROCESSOR
INTERFACE
PROCESSORS |processor | |processor | |processor |

161460

Figure 11-1. Overview of Threads

Basic Threads Management

The basic operations on threads eosaceptuallysimilar to certain operations on pro-

cesses.
Operation Process Method Thread Method
Creation fork(2)/exec(2) thr_create(3thread)
pthread_create(3pthread)
Termination exit(2) thr_exit(3thread)
pthread_exit(3pthread)
Synchronization  wait(2) thr_join(3thread)

pthread_join(3pthread)
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Creating a New Thread

Processes that are linked with the thread library contain just one user thread within the
process at the point when the process begins execution of a new program (on entry to
main() following a successful call texec(2) ).

The thread that executes tmain() routine is known as the initial, or primordial, thread.

By default, this thread is created internally by the thread library as a multiplexing thread.
Therefore, all the characteristics that are associated with other multiplexing threads also
apply to this initial thread.

Creating a PowerMAX OS Thread

New threads can be created viaftine create(3thread) routine

int thr_create (

void * stack_address

size t stack_size

void  *(* start_routing(void *  arg),
void * arg,

long flags

thread t* new_thread

);
which takes the following parameters:

stack addresandstack_size
These define the stack space for the new thread. (This space is used for func-
tion call transactions and for automatic variables in functions called by the
thread.)

The stack of the traditional UNIX process hasogrowsupport by the operat-

ing system. That is, if the stack grows beyond its initial size the operating sys-
tem automatically increases its size as needed (or until it runs into some other
defined segment). However, threads (other than the initial thread) use stacks
that do not have autogrow support; consequently, the stacks should be allo-
cated to meet the maximum needs of the thread.

As a convenience, the Threads Library will implicitly allocate a reason-
ably-sized stack iftack_addresandstack_sizare set ttNULL andO, respec-
tively,

* The programmer can specify other sizes if needed. The value
must not be less than that returned by
thr_minstack(3thread) . Note thatstack_address
should point to the base address (lowest) of the allocated space.

* In this implementation, the Threads Library manages the pro-
cess address space so that stack overflows will result in an
addressing erroiISIGSEGV. For most applications, this is a
desirable behavior. It is better to discover such errors as soon as
they occur rather than have one stack corrupt another.
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start_routineandarg
These parameters define the starting condition of the newly created thread.
start_routineis the function address where the new thread's execution will
begin andarg is the argument thatart_routinewill receive.

start_routinetakes a single parameter of ty@eid *) and returns a value
of the same type. These values can be used (with type casts) to pass values (or
aggregations of values in structures) of any type.

NOTE

For portability, do_notast annt to(void *) , and then cast it
back toint . These values should only be used as pointers; other-
wise, information can be lost.

Of course, a thread need not be entirely defined by a single function. That ini-
tial function will typically call other functions (hence the thread's need for a
separate stack).

tegs These flags will be discussed as their respective topics arise later in this chap-
ter. These flags are not mutually exclusive; they can be combined with a bit-
wise inclusive OR. For each flag, the relevant section is shown:
Flag Section
THR_SUSPENDED Managing Thread Scheduling
THR_BOUND Managing Concurrency Level
THR_DETACHED Waiting for Thread Termination
THR_INCR_CONC Managing Concurrency Level
THR_DAEMON Terminating a Thread
new_thread

Thethread ID of the newly created thread is delivered to the creator thread at
this address.

¢ This value can be used in other functions to influence that
thread.

* The scope of the value is limited to the enclosing process; it is
not relevant to threads in other processes.

* A thread can learn its own thread ID number by the
thr_self(3thread) function.
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NOTE

thr_create(3thread) and the other functions in the
Threads Library returf on success. On failure, instead of setting
theerrno global variable, theyeturn the error code as the func-
tion's value.

Creating a POSIX Thread

POSIX thread creation is done via tithread_create(3pthread) routine:

int pthread_create(
pthread_t*  thread

const pthread_attr t* attr,
void *(*  start_routing(void *),
void * arg
);

which takes the following parameters:

thread
The thread ID of the newly created thread is returned to the creator thread at
this address.

attr

Pointer to a thread attributes structure. When this structure is not NULL, then
the attributes in this structure are used when creating the new thread. When
NULL, the default values are used to create the new thread.

start_routineandarg
The new thread is created executstart_routinewith arg as its sole argu-
ment. If thestart_routinereturns, the effect shall be as if there was an implicit
call to pthread_exit(3pthread) using the return value start_routine
as the exit status.

POSIX Thread Creation Attributes

The pthread_create(3pthread) function allows the caller to pass a thread
attributes structure, which may be used to specify certain attributes for the thread about to
be created. Once a thread attributes structure has been properly setup, it may be used on
multiple pthread_create(3pthread) function calls, with or without modifications
between eacpthread_create(3pthread) call.

The following POSIX thread function call provides an application with the ability to ini-
tialize a threads attribute structure to default values. Additional POSIX thread function
calls provide the ability to modify these default values.

int pthread_attr_init (pthread_attr_t* attr);

This function call initializes the caller's thread attributes object, pointed atirbfter a
pthread_attr_init(3pthread) function call, the specified thread attributes object
will be initialized to the following default attribute values. Note that these default values
provide the same results as specifying a Nttt thread attributes pointer would on a
pthread_create(3pthread) call:
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stack address = NULL
stack size =0

The created thread will have a stack allocated by the threads library, with a default stack
size.

detach state = PTHREAD_CREATE_JOINABLE

The created thread will be in the joinable state. Such a thread is eligible to participate in a
pthread_join(3pthread) operation.

contention scope = PTHREAD_SCOPE_SYSTEM

The created thread will haRTHREAD_ SCOPE_SYSTHEwheduling contention scope;
that is, the thread will be bound to a new lightweight process (LWP) and will be scheduled
exclusively to this LWP.

inherit scheduling = PTHREAD_INHERIT_SCHED

The created thread will inherit its scheduling policy and associated attributes from the cre-
ating thread. The scheduling attributes in the thread attributes object will be ignored.

scheduling policy = SCHED_OTHER

SCHED_OTHER the default scheduling policy for newly created threads. It is defined as
a time-sharing policy.

scheduling parameter = DEFAULTMUXPRI

This is the scheduling priority parameter. The default value is definethiead.h> |

and applies to multiplexed threads only. With the default settings, it is ignored at thread
creation time. For multiplexed threads, priority is inherited from the creator thread. For
bound threads, priority is inherited from the creator thread's LWP.

It should be noted that several PowerMAX OS thread creation attributes do not have
equivalent counterparts in the POSIX thread interface. The attributes that are not available
throughpthread_create(3pthread) via the threads attribute structure are:

¢ Suspending a thread upon creatiophlR_SUSPENDBD
* Increasing the level of concurrencfHR_INCR_CONYL
¢ Creating a daemon threatHR_DAEMON

Modifying POSIX Thread Creation Attributes
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The following POSIX thread functions may be used to modify or obtain the current value
of an attribute within a threads attribute structure:

int pthread_attr_destroy (pthread_attr_t* attr);

This function call will set the specified thread attributes structure to a destroyed
state[PTHREAD_DESTROYED]. After this call, the thread attributes may no longer be
used onpthread_create(3pthread) calls, without an intervening
pthread_attr_init(3pthread) call to re-initialize the structure.
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int pthread_attr_getstackaddr (const pthread_attr t
* attr, void ** stackadd;
int pthread_attr_getstacksize (const pthread_attr t* attr,

size t*  stacksizg

These two routines will return the stack address and stack size attributes that are in the
specified thread attributes structure.

int pthread_attr setstackaddr (pthread_attr_t* attr,
void *  stackaddy;
int pthread_attr _setstacksize (pthread_attr_t* attr,

size_t  stacksizg

These two routines will set the current stack address and stack size attributes, within the
specified thread attributes structure.

As is the case fothr_create(3thread) , a default value of NULL for the stack
address and a zero value for the stack size will cause the Thread Library to implicitly cre-
ate a reasonable-sized stack for the new thread.

int pthread_attr_getdetachstate (const pthread_attr t
* attr, int * detachstatg
int pthread_attr setdetachstate (pthread_attr_t* attr,

int detachstatp

These two function calls are used to get and set the detached state threads attribute.
Threads created with a detached stateT(iREAD_CREATE_JOINABLE&re joinable via

pthread_join(3pthread) , Wwhile PTHREAD _CREATE_DETACHHieads may not
be joined.
int pthread_attr_getscope (pthread_attr_t* attr,
int* contentionscope
int pthread_attr_setscope (pthread_attr_t* attr,

int contentionscope

These two function calls are used to get and set the contention scope threads attribute. A
thread created with BTHREAD_SCOPE_SYSTHEéntention scope will be created as a
bound thread, while a thread created witRTHREAD_SCOPE_PROCE&htention

scope will be created as a multiplexing thread.

int pthread_attr _getinheritsched (const pthread_attr_t
*attr, int*  inheritschedt
int pthread_attr_setinheritsched (pthread_attr_t* attr,

int  inheritscheg;

These two function calls are used to get and set the inherit scheduling attribute in the
threads attribute structure. Whigheritsched is PTHREAD_INHERIT_SCHE[IXhe
created thread inherits its scheduling policy and scheduling parameters from the creating
thread. Whennheritsched is PTHREAD_ EXPLICIT_SCHEDthe thread is created

with the scheduling policy and scheduling parameters contained in the thread attributes
structure.

int pthread_attr_getschedpolicy (const pthread_attr t
* attr, int * policy);

int pthread_attr_setschedpolicy (pthread_attr_t* attr,
int  policy);
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These two function calls may be used to get and set the scheduling policy attribute in the
thread attributes structure. The policy may ®%€HED OTHERSCHED_FIFO
(first-in-first-out) or SCHED_RR (round robin). Only bound
(PTHREAD_SCOPE_SYSTEKireads may be created with tS€EHED_FIFOor
SCHED_RRcheduling policies.

int pthread_attr_getschedparam (const pthread_attr t* attr,
struct sched_param * paran;

int pthread_attr_setschedparam (pthread_attr_t* attr,
const struct sched_param * param;

These two function calls are used to get and set the scheduling parameters (currently only
the priority) of the threads attribute structure. This attribute is ignored unless the inherit
scheduling attribute of the threads attribute structure is set to
PTHREAD_EXPLICIT_SCHED

If a bound thread RTHREAD_SCOPE_SYSTEMith explicit scheduling
(PTHREAD_EXPLICIT_SCHED is being created, then
pthread_attr_setschedparam(3pthread) should always be called to set the
priority of the new thread, since the default priority value in the thread attributes structure
only pertains to multiplexin PTHREAD_SCOPE_PROCBSS&reads.

Creating a Thread From a Thread
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The creation of one thread by another is conceptually similar but not identical to the cre-
ation of a new process by another process viddhe?2) system call. Some differ-
ences are:

¢ After afork(2) system call both the creator (parent) and created (child)
processes resume from the same point of computation — the return from
fork(2)

In contrast, a new thread starts execution astae_functionspecified by
the creator (in some respects similar toéiec(2) system call), while
the creating thread returns frothr_create(3thread) or
pthread_create(3pthread)

* The operating system maintains a parent/child relationship between creat-
ing and created processes that affects later interactions at process termina-
tion (for examplewait(2) semantics). In contrast, there is no innate
hierarchy among threads. Each isilling of the other. Thus, the creator
might wait for the newly created thread to terminate or, just as easily, the
new thread can wait for its creator to terminate. (See discussion of
thr_join(3thread) andpthread_join(3pthread) below.)
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Terminating a Thread

PowerMAX OS Thread Termination

A thread can terminate itself by using the _exit(3thread) function:

void thr_exit (void* status;

where:
status is a pointer to the exit value of the terminating thread.steswill be
returned to one of any sibling threads that ttalljoin(3thread)
The call tothr_exit initiates automatic clean-up for thread resources:

* Recovery of stack allocated by the Threads Library (see above).

NOTE

The stack for a non-detached thread will not be recovered until
after another thread calilr_join to obtain thestatusfor the
thread, which is stored on the stack. Likewise, an explicitly-allo-
cated stack should not be recovered until after another thread calls
thr_join

* Invocation of thedestructorfunction for eactkeyvalue that the thread has
used. (See “Thread-Specific Data,” page 11-17.)
The Threads Library arranges for a simple return fronstiae_routineto be equivalent to
a call tothr_exit(3thread) (except for the initial thread, see “Termination of the

Process,” page 11-14).

Thethr_exit(3thread) function allows one thread to return a value cadtatusto

another; however, this mechanism is more general than the exit status returned by a child
process to its parent. The argumenéx@(2) is limited to a small range of integers.
Thestatusreturned bythr_exit(3thread) is a general pointer that can be used (with
type casts) to direct the receiver to objects of greater complexity such as structures, arrays,
and linked lists. Of course, both the terminating and receiving threads should be coded to
employ the same convention.

POSIX Thread Terminations

A POSIX thread can terminate itself by using ptleread_exit(3pthread) func-
tion:

void pthread exit (void* status;

where:
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status is a pointer to the exit value of the terminating thread. The status will be
returned to one of any sibling threads that -call
pthread_join(3pthread)

The call topthread_exit initiates automatic clean-up for thread resources:

* Recovery of stack allocated by the Threads Library.

NOTE

The stack for a non-detachddTHREAD _CREATE_JOINABLE
thread will not be recovered until after another thread calls
pthread_join(3pthread) to obtain the status for the thread.
Likewise, an explicitly allocated stack should not be recovered
until after another thread calt¢hread_join

* Invocation of the destructor function for each key value that the thread has
used. (See “Thread-Specific Data” on page 11-17.)

A simple return from thestart_routine is equivalent to a call to
pthread_exit(3pthread) , with the status value being set to the value returned by
thestart_routine

As was the case fdhr_exit(3thread) , the status value is not limited to be a small
range of integers, but may be used as a general pointer to objects such as structures or
arrays.

Termination of the Process

PowerMAX OS Process Termination
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The termination of the laston-daemorthread of the process will terminate the process
(thr_exit  passes thstatusto exit(2)  when terminating the process).

* The Threads Library categorizes a thread as eittdaemonthread or a
non-daemon thread. In practice, daemon threads are used to provide ser-
vices for other threads. Although they can terminate themselves or be ter-
minated, there is no need to do so. By being distinguished as daemons, they
will be implicitly terminated when there are no other threads (non-dae-
mons) that might need their services.

A thread is categorized as a daemon thread at the time of its creation by use
of theTHR_DAEMOfiag tothr_create(3thread)

* There are some special semantics for the initial thread. If the initial thread
executes aeturn  statement or if it implicitly returns frommain , the pro-
cess will be terminated. Howeverha_exit(3thread) by the initial
thread will terminate only the initial thread. The process continues to exe-
cute as long as there are other non-daemon threads.

¢ Finally, any thread can terminate the process by callingxit) Sys-
tem call.
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POSIX Process Termination

The termination of the last thread in the process terminates the process
(pthread_exit(3pthread) passes a zero status valuexd(2)  when terminat-
ing the process.)

* There are some special semantics for the initial (primordial) thread. If the
initial thread executes a return statement or if it implicitly returns from
main() , the process will be terminated with the return value from
main() being used as the value that is passezkitf2) . However, a
pthread_exit(3pthread) call by the initial thread will only termi-
nate the initial thread. The process continues to execute as long as there are
other threads in the process.

¢ Any thread can terminate the process by callingetig?2)  system ser-
vice directly.

Waiting for Thread Termination

PowerMAX OS Thread Joining

One thread can suspend itself to wait for the termination of another thread with the
thr_join(3thread) function

int thr_join  (
thread t  wait_for,
thread_t*  departed
void ** status

)i
where the parameters have the following meaning:

wait_for  The ID of the thread of interest, that is, the thread whose termination the caller
will await. A (thread_t)0 indicates interest in the next thread to terminate
(or one that has already terminated, but has not been joined), whatever its ID
happens to be.

departed thr_join(3thread) will deposit the thread ID of the terminated thread
at this address.

status thr_join(3thread) will deposit at this address the value given as an
argument by the terminated thread when it calledexit(3thread)
That value should be the address at which the terminated thread left its return
value (exit status).

POSIX Thread Joining

One thread can suspend itself to wait for the termination of another thread with the
pthread_join(3thread) function:
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int pthread_join  (
pthread t  thread
void *  value_ptr

)i
where the parameters have the following meaning:

thread The ID of the thread of interest. This parameter must contain a valid thread
ID; it may not be NULL.

status pthread_join(3pthread) will store, at this location, the value passed
on thepthread_exit(3pthread) call that was made by the terminated
thread.

Note that unlikethr_join(3thread) , thepthread_join(3pthread) interface

only provides the ability to wait for one specific thread to terminate.

If the thread of interest has already terminatdd, join(3thread) or

pthread_join(3pthread) will return immediately; otherwise, the calling thread

will block.

If there is more than one thread waiting for the termination of some particular thread:

* The thread of interest will be joined to only one of the waiting threads. The
choice is not predictable.

¢ All other waiting threads will return with tHESRCHerror code.

If a thread receives a catchable signal while blocked in ¢ithgoin(3thread) or
pthread_join(3pthread)

* The signal is handled.

* Thethr_join(3thread) function is transparently restarted.

NOTE
This is analogous to the autorestart option for blocking system

calls. (See description of tf®A\ RESTARTag to thesigac-
tion(2)  system call.)

The resources of the terminated thread (for example, a stack allocated by the Threads
Library) will not be fully recovered by the Threads Library until some other thread has
calledthr_join(3thread) or pthread_join(3pthread) and received the
terminated thread's exit status.

NOTE

Beware of lingering zombies!
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If the programmer knows at thread creation time that no other thread will attempt to join
with the new thread vithr_join(3thread) or pthread_join(3pthread) ,

then the new thread should be created as a detached thread. When a detached thread termi-
nates, its resources may be recovered immediately. In fact, it is not valid to use
thr_join(3thread) or pthread_join(3pthread) on a detached thread.

By default, new threads are not created as detached threads.

To create a detached thread, set tA¢lR_DETACHEDflag on a
thr_create(3thread) call, or set thTHREAD CREATE_DETACHEf#xibute in

the threads attribute structure that is passed on a subsequent
pthread_create(3pthread) call.

In addition to making a thread detached at thread creation time, POSIX threads may also
be dynamically detached after they have already been created.The
pthread_detach(3pthread) function call may be used for this purpose.

There are several reasons why a method for dynamically detaching a thread may be useful:

1. In order to detach thaitial/main() thread.

2. pthread_join(3pthread) call may be interrupted due to a thread
cancellation (see the section on POSIX thread cancellations). This canceled
thread could have gthread_detach(3pthread) call in its cancella-
tion routine which would detach the target thread, since the thread being
terminated would no longer be able to join with the other target thread.

NOTE

If a thread is blocked ipthread_join(3thread) waiting

for the specified target thread to exit, and that target thread
dynamically becomes detached, thgthread_join() will
unblock the calling thread and return an error of ESRCH.

Thread-Specific Data

Historically, programs have used tstatic  orextern storage classes to save data that
must be preserved between function calls. This practice is no longer valid when many
threads in the same process may run a given function concurrently and reference one
static  orextern variable by name. Values will not be preserved across function calls

if one thread modifies a value left by another.

NOTE

In contrast, since each thread gets a unique stack, variables of the
auto storage class are implicitly unique.
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The facility for thread-specific data provides a solution to this problem.

¢ Data can be stored and retrieved by a key value.
* The same key value can be used to store data by many threads.

* The key is a virtual variable name that will resolve to the correct data for
the calling thread when using the following access functions:

* PowerMAX OS:

thr_setspecific(3thread)
thr_getspecific(3thread)

* POSIX:

pthread_setspecific(3pthread)
pthread_getspecific(3pthread)

NOTE

Analogously, the file namédev/tty can be used by any
process to access its particular controlling terminal.

* The data is specific to each thread, but as with any other part of the process
address space, the data is not protected from access or change by other
threads.

PowerMAX OS Thread-Specific Data Functions
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The access functions have the following syntax:

int  thr_setspecific (thread key t key void *  data);
void * thr_getspecific (thread_key t key);

A key value must be created by the_keycreate(3thread) function

int thr_keycreate  (
thread_key t* key,
void * destructoj(void *  data)

where:
key specifies the address where the newly created key value will be deposited

destructor specifies a function that will be called on the exit of any thread that has used
the key for data storage. This function should recover any space that has been
used to store thread-specific data. When called, this function receives one
argument, thelataaddress that the thread gave as the second argument to
thr_setspecific(3thread)
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POSIX Thread-Specific Data Functions

The POSIX thread-specific data access functions have the following syntax:

int

pthread_setspecific (pthread_key t key,
const void * value);

void * pthread_getspecific (pthread_key t key);

These functions may be used to set a thread-speaifiewith a givenkey or to get the
thread-specific value that is associated with the given key. Initially, the corresponding
valuefor a given thread and key is NULL until that thread salseto a non-NULL value.

A key value must first be created with fithread_create(3pthread) function:

int

where:

key

destructor

pthread_key create (pthread_key t* key,
void (*  destructoj(void *));

specifies the location to which the calling thread returns the newly created key
value.

specifies a function that will be called during
pthread_exit(3pthread) processing for any thread that has a
non-NULL value associated witkey The intent is that thidestructorfunc-

tion should recover any space allocated for storing thread-specific data. When
called, this function receives one argument,hkie parameter that was
passed on a previopshread_setspecific(3pthread) call.

NOTE

The key can be created (or later removed) by threads other than
those that use the key for data storage. The using threads need
only have access to the key value by function argument, global
variable, or other means.

If a particular key value is needed for only a particular phase of a program (perhaps initial-

ization),

it can be deallocated bthr_keydelete(3thread) or

pthread_keydelete(3pthread)

For efficiency, it is best to minimize the number of keys used in an application.

Threads and Signals

When a process receives a signal of some type (for exaBIGE&NT type) the process

can either take the default response, ignore the signal (the kernel does not actually deliver
the signal), or catch the signal. When the signal is caught, the system will call a handler
function when the signal is delivered. This response is called the disposition for the signal
type. In the PowerMAX OS, that disposition is common to all of the threads of a process.

If the disposition for a signal type is:
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termination  such signals will terminate all threads, and the process will terminate.

ignore such signals will be ignored by all threads.
catch any thread responding to such signals will enter the same handler
function.
Moreover, if any thread changes the disposition (by cafliggction(2) , for exam-

ple), the new disposition is in effect for all threads.

NOTE
System signal typeSIGLWPandSIGWAITING are used inter-

nally by the Threads Library. The Threads Library prevents modi-
fication of the disposition or masking of those signal types.

On the other hanagjgnal maskgthe set of signal types being blocked) are maintained per
thread.

PowerMAX OS Thread Signal Masks

A thread inherits the signal mask of its creating thread. A thread can alter its mask with the
thr_sigsetmask(3thread) routine.

int thr_sigsetmask  (

int how,
const sigset_t * set
sigset_t* oset
);

where:

set Defines a set of signal types.

how Specifies howsetwill be usedhowcan be one of the following:
SIG_SETMASK Discard the old mask; maketthe new mask
SIG_BLOCK Add the types isetto the existing mask
SIG_UNBLOCK Remove the types setfrom the existing mask

oset Can be used to save the prior value of the thread's signal mask.

POSIX Thread Signal Masks

Like PowerMAX OS threads, POSIX threads also inherit the signal mask of their creating
thread. A thread may alter its signal mask withptieead_sigmask(3pthread)
routine:

int pthread_sigmask (
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int how,
const sigset t *set,
sigset_t *oset

)

where the parameters have the exact same functionality as the

thr_sigsetmask(3thread) routine.
NOTE
The syntax ofthr_sigsetmask(3thread) and
pthread_sigmask(3pthread) is nearly identical to that of

the sigprocmask(2) system call.

Signals can be categorized as being asynchronously generated or synchronously gener-
ated. A_synchronouslgenerated signal is one that arises from the action of a particular
thread or process. For example, alarm signals, signals resulting from an illegal memory
reference, and signals resulting from an illegal arithmetic operation are all synchro-
nously-generated signals. An asynchronogggerated signal is one that is sent from out-

side the thread (or process); its delivery is unpredictable. Interruptions and termination
signals are usually asynchronously generated.

Asynchronously-Generated Signals

When a signal is delivered to a process, if it is being caught, it will be handled by one, and
only one, of the threads meeting either of the following conditions:

¢ A thread blocked in @igwait(2) system call whose argument does
include the type of the caught signal.

¢ A thread whose signal mask does imafude the type of the caught signal.

Additional considerations:

¢ A thread blocked irsigwait(2) is given preference over a thread not
blocking the signal type.

* |If more than one thread meets these requirements (perhaps two threads are
calling sigwait(2) ), then one of them will be chosen by the Threads
Library. This choice is not predictable by application programs.

* If no thread is eligible, the signal will remain pendatgthe process level
until some thread becomes eligible.

Asynchronously-Generated Signals — Paradigm

One useful paradigm for managing signals originating outside of the process is to have all
threads include the caught signals in their signal mask and specifically create one daemon
thread to handle the signals. If that thread usesigveait(2) system call, the signals

can be handled in a synchronous style.
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thr_sigsetmask(mask);
while( (signo = sigwait(mask)) > 0){
handle signal type signo

}

Note that it is not only valid to wait for masked signals witwait , but it is important
to mask out the signal types of interest before calliggait . Otherwise, the arrival of
one such signal between callssigwait  will be handled according to the current pro-
cess disposition. By default, that will terminate the entire prosagsait  effectively
unmasks any masked signals while blocked, then masks them again before returning.

Even if a handler function is specified, it will not be executed if a signal is delivered to a
thread blocked isigwait ; sigwait  bypasses any handler.

Since all threads are masking out the same set of signals, one can predict that the signals in
that set will be handled by the single thread usiggvait . This paradigm is advanta-
geous because:

* |t reduces the complexity of the program.

* Only one thread need allocate stack space for signal handling. If there are
several eligible threads, each must have sufficient stack for the handler.

NOTE

Alternate signal handling stacks (ssgaltstack(2) ) are
not supported by the Threads Library.

¢ Signals are handled in a synchronous style, which is usually easier to write
and understand than an asynchronous style.

NOTE

The thread that handles the signals should be a bthuedd.
Bound threads are introduced in a later section, under “Threads
Concurrency Level.”

Synchronously-Generated Signals

A caught, non-masked signal that is caused by a particular thread will be handled by that
thread. Examples include:

¢ Signals arising from an invalid memory reference or illegal arithmetic
operation. This allows the offending thread to correct its error.

¢ Alarm or timer signals requested by the thread.

The Threads Library arranges for such signals to always be delivered to the request-
ing thread even if that (multiplexed) thread is no longer held by the same LWP as at
the time of the request.
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NOTE

Multiplexed threads are formally introduced in the section titled
“Managing Threads Concurrency.”

Each thread will use the common handler function.

Thread-to-Thread Signaling

PowerMAX OS Thread Signaling
One thread can signal another thread withttinekill(3thread) function:

int  thr_Kkill (thread_t tid,int  signo;

where:
tid The thread ID of the target thread.
signo The type of signal to send.

POSIX Thread Signaling

One POSIX thread can signal another thread wittptheead_kill(3pthread)
function:

int  pthread_kill (
pthread_t  tid,

int sig
%
where:
tid The POSIX thread ID of the target thread
sig The signal number of the signal to be delivered to the target thread.

A thread catching a signal cannot distinguish between a signal originating from another
thread of the process or from outside of the process.

The process disposition for the sent signal tygign@ is also applied for thread-to-thread
signaling. As usual, the response will be to ignore the signal, to call the handler function,
or to take the default response (usually, process termination).

This facility allows one thread to influence (perhaps “reset” or terminate) another thread
asynchronously.
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POSIX Thread Cancellations
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Programs traditionally have used the signal mechanism combined with either
longjmp() or polling to cancel/abort operations. Programmers may often have trouble
using these facilities to solve their problems efficiently in a single-threaded process. With
the introduction of threads, these solutions have become even more difficult to use.

Therefore, a POSIX thread cancellation mechanism has been provided for allowing a
thread to terminate the execution of any other thread within the process in a controlled
manner. The target thread (the one being canceled) is allowed to hold cancellation requests
pending and to specify application-specific cleanup processing routines which will be exe-
cuted when and if a thread cancellation occurs.

Each thread maintains its own cancelability state. The cancellation state has two attributes:

State This attribute may be either enabled or disabled. When the state is disabled,
then cancellation requests are held pending. The
pthread_setcancelstate(3pthread) function may be used to set

the cancellation state to eitHefHREAD CANCEL_ENABL{he default) or
PTHREAD_CANCEL_DISABLE

Type This attribute may be either deferred, or asynchronous. The
pthread_setcanceltype(3pthread) function may be used to set the
cancellation type to eithéTHREAD CANCEL_DEFERRE(he default) or
PTHREAD_CANCEL_ASYNCHRONQUS

When a thread's cancellation type is asynchronous, then the thread may be canceled at any
time. Use of asynchronous cancelability while holding resources (or calling a library rou-
tine that acquires internal locks, etc.) may result in resource loss or indeterminate state of
data structures, such as a mutex lock left in a locked state.

It should be mentioned that three functions are async-cancel safe:
pthread_cancel(3pthread) , pthread_setcancelstate(3pthread) and
pthread_setcanceltype(3pthread) . Asynchronous cancellations will not be
processed while a thread is executing within these functions. However, asynchronous can-
cellation processing can and will be handled immediately upon return from these func-
tions, when appropriate.

When a thread's cancellation type is deferred, then cancellation requests are held pending
until a cancellation point is reached. Cancellation points occur within a specific set of
functions, which are listed below:

aio_suspend() pause() sigwait()
close() pthread_cond_timedwait() sigwaitinfo()
creat() pthread_cond_wait() sleep()
fsync() pthread_join() system()
mq_receive() pthread_testcancel() tcdrain()
mq_send() read() wait()
msync() sem_wait() waitpid()
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nanosleep() sigsuspend() write()
open() sigtimedwait() fentl()

The cancellation point occurs fientl(2) only when the cmd argumenths SETLKW

Cancellation Point Function Considerations

The main intent of defining cancellation points within certain function calls is to allow a
thread to be canceled while it is blocked indefinitely. To that end, when the calling thread's
cancellation state and type are enabled and deferred, then these routines will honor any
pending (or new) cancellation request if the thread is about to block indefinitely, or if the
thread is already in an indefinitely blocked state. If the thread does not reach a point within
the function where it is to be indefinitely blocked, then the routine will not necessarily
check for and/or honor any pending cancellation request (except for
pthread_testcancel(3pthread) , which will always honor any pending cancella-

tion request).

Note that some of the above functions are invoked from within other system library func-
tions. In these situations, the cancellation point processing in the above functions will still
occur. For example, a commonly used function that internally calls a cancellation point
routine isprintf(3S) , which internally callsvrite(2)

NOTE

Due to the fact that the C library will use an internal lock to serial-
ize access t@rintf() operations, is it recommended that a
calling thread set its cancellation state to
PTHREAD_CANCEL_DISABLE the thread may be sent a can-
cellation request while it is within thgintf() routine.

A side effect of acting upon a cancellation request while in a condition variable wait, such
aspthread_cond_wait() , is that the associated mutex is reacquired before the
thread cancellation processing is initiated. Therefore, applications where cancellation
requests are issued to threads that make condition wait function calls with cancellations
enabled should usually up¢hread_cleanup_push() (see the next section) to
specify a cleanup handler that will unlock the associated mutex lock.

Cancellation Cleanup Handlers

When a thread is canceled, the cancellation code will call all cancellation handlers that are
currently defined (pushed) for that thread. These cancellation handlers are maintained on a
per thread basis. Note that the thread library will disable cancellations for the thread
before calling its cancellation handlers.

The cleanup handler push and pop function interfaces are shown below:
void pthread_cleanup_push(void (*routine)(void *), void *arg);

void pthread_cleanup_pop(int execute);
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The pthread_cleanup_push(3pthread) function pushes the specified
thread-specific cancellation cleanup handler ‘routine' onto the cancellation cleanup stack
of the calling thread, while thpthread_cleanup_pop(3pthread) function
removes the 'routine' at the top of the cancellation cleanup stack of the calling thread and
optionally invokes it if the 'execute’ argument is nonzero.

When a cancellation request is acted upon, the currently pushed cancellation routines are
invoked one by one in LIFO (last-in-first-out) order. The thread invokes the cancellation
handler with cancellation disabled until the last cancellation cleanup handler returns. If the
last cancellation cleanup handler returns, thread execution is terminated and a status of
PTHREAD_CANCELEB made available to any threads joining with the canceled thread
via pthread_join(3pthread)

Note that any currently pushed cancellation handlers are also invoked when a thread vol-
untarily callspthread_exit(3pthread)

These functions MUST appear as statement pairs within the same lexical scope; that is,
pthread_cleanup_push() may be thought to expand to a token list whose first
token is “{" with pthread_cleanup_pop() expanding to a token list whose last
token is the corresponding “}". Failure to properly pair these two functions together
within the same lexical scope will result in compilation errors.

Issuing a Cancellation Request

The pthread_cancel(3pthread) function may be used to issue a cancellation
request to another thread within the same process:

int pthread_cancel(pthread_t thread);
where the 'thread' argument specifies the target thread to be canceled.

As previously mentioned, the cancellation state and type of the target thread determines
when the cancellation takes effect. Note that the cancellation processing in the target
thread occurs asynchronously with respect to the calling thread returning from
pthread_cancel(3pthread)

Note that it is also valid to specify the caller's thread id on the
pthread_cancel(3pthread) call; this will cause a cancellation request to be
issued for the calling thread.

Testing for Cancellation Requests
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When a thread's cancellation type is deferred, and its cancellation state is enabled, then the
thread may calpthread_testcancel(3pthread) to check for a cancellation
request. In this case, if a cancellation request is pending for the calling thread, then cancel-
lation processing for the calling thread will begin immediately, and the calling thread will
not return from this function.

This function call is provided as a way to allow a thread to be canceled in a controlled
fashion, even when that thread is not blocking inside of one of the other cancellation point
routines that were previously listed.
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If a cancellation request for the calling thread is not pending, or if the calling thread's can-
cellation state is currently disabled, then this function will have no effect.

Cancellation Cleanup Handler Example

The following example shows how one thread is canceled by another thread while it is

blocked inside gthread_cond_wait()

call. The canceled thread pushes a cancella-

tion handler which unlocks the mutex that is associated with the condition variable.

Most of the error checking that would normally be done on function calls has been left out

in order to make the code easier to read.

#include <pthread.h>

/* Set when target thread has called pthread_cond_wait() */
int is_waiting;

/* Set when target thread has called its cancellation routine */
int was_canceled;

/* routine definitions */
void new_thread(void *);
void cond_cleanup(void *);

/* for blocking and synchronizations. */
pthread_cond_t pcond = PTHREAD_COND_INITIALIZER;
pthread_mutex_t pmutex = PTHREAD_MUTEX_INITIALIZER;

main()

{ .
int status;
pthread_attr t attr;
pthread_t pthr_id;
void *exit_status;

/* Setup attributes for thread creation, and create the thread
* that will be canceled. (A bound thread will be created
* in this example.)
*/
(void) pthread_attr_init(&attr);
(void) pthread_create(&pthr_id, &attr,
(void *(*) (void *))new_thread, (void *)NULL);

/* Wait for other thread to get blocked in pthread_cond_wait().
*/
while (1) {
(void) pthread_mutex_lock(&pmutex);
if (is_waiting) {
(void) pthread_mutex_unlock(&pmutex);
break;

(void) pthread_mutex_unlock(&pmutex);
while (sleep(1)) ;

11-27



PowerMAX OS Programming Guide

}

/* Send a cancellation to the target thread, and
* wait for it to be canceled.
*/
(void) pthread_cancel(pthr_id);
while ('was_canceled)
sleep(1);

/* Should be able to join with terminated thread.
* The exit status value should be PTHREAD_CANCELED.
*/
(void) pthread_join(pthr_id, &exit_status);
if (exit_status '= PTHREAD_CANCELED) {
printf("ERROR: invalid exit status 0x%x\n",
exit_status);

exit(1);
}
/* Check that the mutex is unlocked.
*/
status = pthread_mutex_trylock(&pmutex);
if (status) {
if (status == EBUSY)
printf("ERROR: mutex still locked.\n");
else
printf("ERROR:pthread_mutex_trylock() returned %d\n",
status);
exit(1);
}
(void) pthread_mutex_unlock(&pmutex);
* All done.
*/
pthread_exit((void *)0);
}
/*
* Cleanup routine for the pthread _cond_wait() call.
*/
void
cond_cleanup(void *arg)
{

int status;

/* When canceled, should be called with the mutex locked.
*/
status = pthread_mutex_trylock(&pmutex);
if (status !'= EBUSY) {
printf("ERROR: mutex not locked?\n");
exit(1);
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/* Unlock the mutex before exiting.
*
(void) pthread_mutex_unlock(&pmutex);

was_canceled++;

}

/*

* pthread_create() thread starts here.

*

void

new_thread(void *arg)

{
int status;
(void) pthread_mutex_lock(&pmutex);
is_waiting++;/* main thread waits for this count */
/* Push a cleanup routine and block on the condition variable.
*/
pthread_cleanup_push(cond_cleanup, (void *)NULL);
(void) pthread_cond_wait(&pcond, &pmutex);
/* The main thread should have canceled us, so we shouldn't
* be here. Note that the pthread_cleanup_pop() is necessary
* for proper compilation.
*/
printf("ERROR: Shouldn't be here. Not canceled.\n");
exit(1);
pthread_cleanup_pop(0);

}

Disabled Cancellation Example
This example shows how a thread may temporarily disable cancellations until it is ready to
allow a cancellation to possibly occur. In this example, the thread being canceled disables
cancellations until the mutex associated with the condition variable is unlocked. This
example also shows hauthread_testcancel() may be used to cancel the calling
thread.
Most of the error checking that would normally be done on function calls has been left out
in order to make the code easier to read.

#include <pthread.h>

/* Set when target thread has called pthread_cond_wait() */
int is_waiting;

void new_thread(void *);
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/* for blocking and synchronizations. */
pthread_cond_t pcond = PTHREAD_COND_INITIALIZER;
pthread_mutex_t pmutex = PTHREAD_MUTEX_INITIALIZER;

main()

{

int status;
pthread_attr t attr;
pthread_t pthr_id;
void *exit_status;

[* Setup attributes for thread creation, and create the thread
* that will be canceled. (A bound thread will be created
* in this example.)
*/
(void) pthread_attr_init(&attr);
(void) pthread_create(&pthr_id, &attr,
(void *(*) (void *))new_thread, (void *)NULL);

/* Wait for other thread to get blocked in pthread_cond_wait().
*/
while (1) {
(void) pthread_mutex_lock(&pmutex);
if (is_waiting) {
(void) pthread_mutex_unlock(&pmutex);
break;

(void) pthread_mutex_unlock(&pmutex);
while (sleep(1)) ;
}

/* Send a cancellation to the target thread.

* 1t will not be immediately processed, since the target
* thread has cancellations disabled.

*/

(void) pthread_cancel(pthr_id);

/* Now wakeup the target thread.
*/
(void) pthread_cond_signal(&pcond);

/* Should be able to join with terminated thread.
* The exit status value should be PTHREAD CANCELED.
*/
(void) pthread_join(pthr_id, &exit_status);
if (exit_status != PTHREAD_CANCELED) {
printf("ERROR: invalid exit status 0x%x\n", exit_status);

exit(1);
}
/* All done.
*/
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pthread_exit((void *)0);

/*

* Target thread starts execution here.
*/

void

new_thread(void *arg)

{

int status, oldstate;

* Disable cancellations.
*/
(void) pthread_setcancelstate(PTHREAD_CANCEL_DISABLE, &oldstate);

/* Call the condition wait.

*/

(void) pthread_mutex_lock(&pmutex);
is_waiting++;

/* main thread waits for this count */
(void) pthread_cond_wait(&pcond, &pmutex);

/* Let go of the mutex while we still have cancellations disabled.

*

(\//oid) pthread_mutex_unlock(&pmutex);

/* Enable cancellations.

*

(v/oid) pthread_setcancelstate(PTHREAD_CANCEL_ENABLE, &oldstate);
/* We will now process our pending cancellation request.

*

(\//oid) pthread_testcancel();

printf("ERROR: Was not canceled.\n");
exit(1);

Threads Concurrency Level

Lightweight Processes

The operating system kernel is not aware of the multithreading of any process using the
Threads Library. The kernel supports an entity known as a lightweight process (LWP).

* There may be many LWPs associated with a single process.
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* Each LWP of a process shares the process address space with its sibling
LWPs.

* Each LWP has its own scheduling context.

* On multiprocessor machines, several LWPs of a process might be running
on different processors simultaneously (true concurrency).

* Each LWP has access to all of the resources of the process such as open file
descriptors, access rights and privileges, and resource limits.

Many of these are features of threads as well. This is no coincidence. Threads have many
of these features because a thread only executes once it has been picked up by an LWP.
However, a process typically has more threads than LWPs.

Conceptually, an LWP is a dearer resource than a thread. The Threads Library will typi-
cally maintain a pool of LWPs that are shared by the set of runnable threads in a process.

NOTE

Analogously, the operating system arranges for the sharing of a
relatively small number of (hardware) processors among a much
greater number of processes or LWPs.

Multiplexed Threads

The Threads Library multiplexdhreads among the pool of available LWPs for the pro-
cess. For threads with real-time scheduling deadlines, the additional overhead of the
threads library-level scheduler can cause unacceptable delays in thread scheduling.
Threads with real-time scheduling deadlines should instead be bound threads (see “Bound
Threads,” page 11-34).

* An LWP can pick up and run only one thread at a time.

¢ After a time the LWP will put down (stop running) its current thread and
pick up another.

* Some time later the thread will be picked up again; not necessarily by the
previous LWP.

¢ The algorithm by which a thread is associated with an LWP and later pre-
empted is covered in the section on Multiplexed Thread Scheduling below.

* On multiprocessor systems, a larger number of LWPs implies a greater
chancethat different threads of the process will be executed simultaneously
(that is, true, not logical concurrency).

Managing Threads Concurrency
The size of the pool of available LWPs (the actual concurrency level) will vary over time.

The Threads Library manages the size of this pool automatically and dynamically accord-
ing to rules outlined below. The programmer can influence the algorithm by changing the
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requested concurrency level (wittr_setconcurrency , see below); at times, the
actual concurrency level may be either greater than or less than the requested level.

The rules governing implicit changes to the actual concurrency level are:

¢ |Initially, for each program, there is a single LWP available for execution of
threads.

* The size of the pool is incremented when a thread is created with the

THR_INCR_CONGlag tothr_create(3thread) . This may increase
the actual level of concurrency above the current requested level of concur-
rency.

NOTE

The newly created thread is not necessarily picked up by that
newly created LWP. In fact, the new LWP is created asynchro-
nously by a housekeepirtgread that the Threads Library creates
for each process.

¢ |f all of the LWPs of a process are blocked in system calls, then the process
cannot execute any threads. However, the kernel seBHSWAITING
type signal to the process when this condition occurs. Additional LWPs are
created if there are additional runnable threads.

* The number of LWPs should not exceed the number of threads — at least
not for long — that would be wasteful. An LWP that remains unassigned
to a thread for a certain time (5 minutes) is said to have agedvill be
terminated (lwp_exit(2) ). Aging will terminate LWPs until the size
of the pool equals the lesser of

- requested level of concurrency

- number of active (running or runnable) threads.

Thus, if there are few threads, the actual number of LWPs may be less than the
requested level.

A thread can use thiar_setconcurrency(3thread) function to change the
requested concurrency level mentioned in the algorithm above. The syntax is:

int  thr_setconcurrency (
int  new_level

);
This request is serviced asynchronously.

The rules governing the explicit changes in actual concurrency by
thr_setconcurrency(3thread) are:

* When the level is increased, the number of LWPs is increased asynchro-
nously by a housekeeping thread.

One implication is that certain errors (for exam&GAIN — system

11-33



PowerMAX OS Programming Guide

Bound Threads

11-34

limit on user (for LWPs) exceeded) may not be reported because they occur
afterthr_setconcurrency returns.

* A request to lower the level of concurrency does not have an immediate
effect: no LWP is terminated, nor is any thread preempted. Instead, the
actual level of concurrency becomes lower by the LWP aging described
above.

¢ Settingnew_leveto 0 requests the default level of concurrency.

* The programmer can retrieve the current value of the requested level of
concurrency with thénhr_getconcurrency(3thread) function.

* There is no mechanism to return the current, actual level of concurrency.

NOTE

The POSIX specification does not provide any POSIX Thread
interface or function for direct control of thread concurrency lev-
els.

A thread may become runnable at a time when all LWPs of the process are already execut-
ing threads. That thread will be made runnable and enqueued until an LWP becomes avail-
able. This implies some latency between thread awakening and execution. There may be
circumstances where this behavior is not acceptable. (Perhaps the thread must respond to a
signal in a timely manner.)

If a thread is created with either thelR_BOUNIlag tothr_create(3thread) or
the PTHREAD_SCOPE_SYSTEMtribute (the default) is defined on a
pthread_create(3pthread) call, then:

¢ Both a thread and a new LWP are created.
¢ The new LWP picks up the new thread.
* That association remains in effect for the life of the thread.

¢ Such threads are called bound threads.

Bound threads are not counted in the algorithm that manages the level of concurrency.

NOTE

Bound threads are not guaranteed to gain processor time when-
ever they are ready to execute; the LWP on which a bound thread
runs must be scheduled to run on a processor by the system sched-
uler. See “Bound Thread Scheduling,” on page 11-37. Neverthe-
less, bound threads have a performance advantage over multi-
plexed threads.
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The Initial (Primordial) Thread

Note

Information provided in this section is only applicable 4.3P10 and
beyond, and for 5.1SR3 and beyond.

As was previously mentioned, the thread that executes the main() routine is known as the
initial, or primordial, thread. By default, this thread is created internally by the thread
library as a multiplexing thread. Therefore, all the characteristics that are associated with
other multiplexing threads also apply to this initial thread.

In some situations, applications may wish to have their initial thread be created as a bound
thread. An application may indicate to the thread library initialization code that it desires
a bound thread as the primordial thread, by placing the following global variable declara-
tion and static initialization somewhere in their application code:

int__primordial_bound =1,

The above line will cause the thread library to setup the primoridal thread as a bound
thread instead of a multiplexing thread. Note that th@imordial_boundylobal variable
MUST be statically initialized to a value of 1.

Thread Scheduling

Thread scheduling governs the competition among threads for various system resources.

¢ Multiplexed threads vie for a limited number of LWPs.

- Bound threads are spared this competition; each maintains its associ-
ation with its LWP for its lifetime.

* LWPs are, in turn, assigned by the kernel to a limited number of (hardware)
processors for execution.

* To coordinate their activities, threads often make use of various synchroni-
zation mechanisms. At times there may be more than one thread waiting
for a given event (for example, the unlocking of a semaphore). The Threads
Library must decide which thread will receive the resource.

This last category of thread scheduling will be covered in the section enti-
tled “Synchronizing Threads.”
Multiplexed Thread Scheduling

Multiplexed threads are subjected to two levels of scheduling:

* Threads Library Scheduling: The Threads Library scheduler assigns multi-
plexed threads to LWPs for execution and, at times, preempts them so the
LWP can pick up another thread.
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¢ System Scheduling: The kernel assigns LWPs to (hardware) processors and
later preempts them.

The Threads Library maintainspaiority level for each multiplexed thread. This value
plays a role in the selection of a thread for assignment to an LWP.

Priority for PowerMAX OS Threads

The priority value of a PowerMAX OS multiplexed thread can be modified with the
thr_setprio(3thread) function.

int thr_setprio (thread_t tid,int  prio);

Priority for POSIX Threads

The priority of an existing POSIX multiplexed thread can be modified with the
pthread_setschedparam(3pthread) function:

int pthread_setschedparam (pthread _t thread int policy, const
struct sched_param * param);

For multiplexed threads, thmolicy parameter should always be seSGHED _OTHER
and the priority value should be stored into gdicy params|[0] location of the
sched_param paramstructure.

It is also possible to specify the priority of a POSIX multiplexed thread at thread creation
time. See “POSIX Thread Creation Attributes” on page 11-9.

Runnable, multiplexed threads are scheduled for execution in a round-robin manner within
each priority level.

¢ A thread with a higher priority value will be scheduled to run before a
thread with a lower value.

* The valid range of priorities i® to MAXINT-1; however, the Threads
Library is optimized for a maximum priority 426 (or less).

The Threads Library must select a thread for assignment to an LWP on the following occa-
sions:

* When an LWP becomes available, a runnable multiplexed thread will be
assigned to it.

For example, an LWP becomes available when a thread exits, or when a multiplexed
thread blocks on a thread synchronization mechanism (discussed later), or when the
concurrency level is increased.

* When a multiplexed thread becomes runnable (perhaps a mutex has been
released by one thread and acquired by another), it can preempt a multi-
plexed thread of a lower priority.

* When an executing thread calls_yield(3thread) , it deliberately
surrenders its LWP to a higher priority thread (if any). (POSIX threads
should use the POSIX-compliasthed_yield(3C) instead.)

Threads Library scheduling and system scheduling are independent of each other.
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* The Threads Library can assign a thread to an LWP but cannot say when
that LWP will actually execute.

* The kernel is unaware that the Threads Library is using LWPs to imple-
ment (user-level) threads. The kernel maintains its own scheduling context
(for example, current priority, “nice value,” priority class) that is separate
from similar features that the Threads Library maintains for threads.

The interaction of these two levels of scheduling can produce some interesting effects:

* LWPs of the time-sharing priority class will have their kernel priority
adjusted dynamically according to processor usage and other factors.

NOTE

See thepriocntl(2) manual page for further details of the
time-sharing priority class. Note that using ghréocntl(2)

system call directly from a multiplexed thread should be avoided
because it may interfere with thread scheduling by the Threads
Library.

Consequently, a thread picked up by an LWP may run with a kernel priority
determined by the activity of thwior thread on that LWP.

¢ |t is possible for a thread of high priority from the point of view of the
Threads Library to be picked up by an LWP of relatively low priority to the
kernel.

Additional points to consider:

¢ Athread that is blocked in a system call will remain with its LWP until that
system call returns. The Threads Library is unaware of such suspensions.

e Each LWP in the pool used for multiplexed LWPs is of the same kernel
scheduling class (that is, time-sharing or fixed priority). That class is deter-
mined by the scheduling class (that is, time-sharing or fixed priority) of the
LWP running the initial thread of the program.

* One part of associating a thread with an LWP is to make the signal mask of
the LWP agree with that of the thread. On each thread context switch there
is a check for agreement. If the mask of the new thread differs from that of
the prior thread, there is a system call to update the mask of the LWP. One
implication of this is that using threads with a wide variety of signal masks
can add to the cost of switching threads.

Bound Thread Scheduling

The semantics of bound thread scheduling differs considerably from that for multiplexed
threads.

* Bound threads are permanently attached to their LWPs; consequently, they
are exempt from that level of scheduling by the Threads Library.
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* A bound thread executes whenever the kernel schedules its underlying
LWP.

* The Threads Library supports the concept of “scheduling policy” as well as
“priority level” for bound threads. When the programmer specifies these
characteristics, the Threads Library applies them to the LWP holding the
thread.

These characteristics can be modified with the
thr_setscheduler(3thread) function. POSIX threads should use
pthread_setschedparam(3pthread) or initially create the thread
with the desired scheduling priority and scheduling policy. See “POSIX
Thread Creation Attributes” on page 11-9.

* The available scheduling policies for bound threads are:

SCHED_TSr SCHED_OTHER
The two values are synonymous. The bound thread is run by an
LWP of the kernel time-sharing scheduling class.

NOTE

Technically, multiplexed threads are also categorized as having
the SCHED_TSolicy even though they are not necessarily run by
LWPs in the kernel time sharing class. The Threads Library algo-
rithm for scheduling multiplexed threads (round robin) bears a
closer resemblance to the kernel's fixed priority class than the ker-
nel's time sharing class.

SCHED_FIFOor SCHED_RR
The thread will be run on an LWP of the fixed-priority schedul-
ing classSCHED_FIFOmeans that the LWP will have an infi-
nite time quantum (not preempted) wher&GHED_RR
(round-robin) uses a fixed priority with a finite time slice.

The SCHED_FIFOandSCHED_RPpolicies can be used only
by bound threads.

NOTE

Appropriate privilege is required to set the policy of a thread to
SCHED_FIFOor SCHED_RRSee the system manual page for
sched_setscheduler(3C).

A bound thread with real-time constraints can further improve response time by using
processor_bind(2) to bind its LWP to a processor. It can udep_self(2) to

find the ID of the LWP to which it is bound, and pass that as an argument to
processor_bind
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NOTE

Multiplexed threads should not upmcessor_bind

Managing Thread Scheduling

The initial thread of a newly executing program (a process returningdrec(2) ) is

always a multiplexed thread running under 3@HED_TSolicy. The scheduling charac-
teristics of new threads are generally derived from the creator thread. (There are some
interesting variations when a bound thread creates a multiplexed thredideanetsaSee
thethr_create(3thread) or pthread_create(3pthread) manual page for
details.)

PowerMAX OS Thread Scheduling

To create a thread with different scheduling characteristics the programmer can:

1. Create a new thread withhr_create(3thread) using the
THR_SUSPENDETfag. This will create a new thread but not allow it to
execute.

2. Use the returned thread ID to change the characteristics of the new thread
with either of the following functionsthr_setprio(3thread) or
thr_setscheduler(3thread)

3. Use thethr_continue(3thread) function to make the new thread
runnable.
Alternatively, a thread can usthr_setscheduler(3thread) or
thr_setprio(3thread) to modify its own scheduling class or priority.

POSIX Thread Scheduling

To create a POSIX thread with different scheduling characteristics, the programmer can:

1. Initialize a POSIX thread attributes structure with
pthread_attr_init(3pthread)

2. Set the desired scheduling policy attribute in the thread attributes structure
with pthread_attr_setschedpolicy(3pthread)

3. Set the desired scheduling priority attribute in the thread attributes structure
with pthread_attr_setschedparam(3pthread)

4. Set the inherit scheduling thread attribute in the thread attributes structure
to PTHREAD_EXPLICIT_SCHED with
pthread_attr_setinheritsched(3pthread)

5. Create the thread withthread create(3pthread) , passing the
threads attributes structure as &t parameter.

Alternatively, a POSIX thread can upthread_setschedparam(3pthread) to
modify its own or an existing scheduling priority and policy.
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Using fork(2)

11-40

The functionality provided bfork(2)  differs between POSIX thread and PowerMAX
OS thread applications.

For PowerMAX OS applications, two variations fofrk(2) , forkall(2) and
fork1(2) , are providedforkall(2) (which is a synonym fofork(2) ) duplicates

in the new process the set of threads and underlying LWPs that exist in the calling process.
fork1(2) , on the other hand, creates a new process with a single thread and a single
LWP. fork1(2)  should be used by multithreaded processes that will have the new pro-
cess calexec(2) . Becausexec(2) will terminate all but one thread (and LWP),
there is no need to duplicate all threads vétkall(2)

Contrastingly, when a POSIX thread cdisk(2) , only the calling thread (and under-
lying LWP) of the parent process is duplicated in the new child process. When the child
process returns from therk(2)  call, the returning thread will be the only user thread
that exists within the new child process. Note that bothftrkall(2) and
fork1(2) services are not POSIX-compliant services and therefore, a POSIX-compliant
application should not usually make use of these services.

When a POSIX thread callerk(2) , the new process will contain a replica of the call-
ing thread and its entire address space, possibly including the state of mutexes, condition
variables, and other resources.

The POSIX functionpthread_atfork(3pthread) , may be used to establish fork
handlers whose intended purpose is to maintain data structure consistency across
fork(2) calls:

int pthread_atfork(
void (*prepare(void), void (*parent)(void), void (*child)(void));

One or morethread_atfork(3pthread) function calls may be made by a process
before a subsequemntrk(2) call is made by one or more of the threads in the parent pro-
cess. Thethread_atfork(3pthread) calls establish fork handler routines that are

to be called before and after hoek(2)  actually occurs.

When thefork(2)  call is made, the prepare fork handler(s) are called by the calling
thread in the parent process, beforeftke(2)  processing commences.

Upon successful return from thark(2)  system service call, the parent fork handler(s)
are called by the thread that made t2) call within the parent process. The child
fork handler(s) are called by the child process's thread upon return frdork(®)
system service call.

If no handler is desired at one or more of these three points, then the corresponding fork
handler addresses may be set to NULL.

Note that once any atfork handlers have been established by a
pthread_atfork(3pthread) function call, all subsequefdrk(2)  calls will

make use of these atfork handler routines for as long as that process exists. Also note that
a child process will inherit the set of atfork handlers from the parent process, if any existed
at the time that the child process was createdoriq2)

The ordering opthread_atfork(3pthread) calls is significant. The parent and
child fork handlers are called in the same order in which they were established by calls to
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pthread_atfork(3pthread) . For example, the first parent and/or child handler
called after thdork(2)  processing completes will be the handler that was previously
established on the firpthread_atfork(3pthread) call.

However, the prepare fork handlers are called in the opposite order; that is, the last handler
established on the lagthread_atfork call will be the first prepare handler called.

For example, an application can supply a prepare routine that acquires the necessary
mutexes, a parent routine that releases those same mutexes, and a child routine that re ini-
tializes those same mutexes, thus ensuring that both the parent and child processes get
consistent snapshots of the mutex states. Note that the child process will only contain one
thread, and therefore any privaRTHREAD PROCESS_PRIVATEwutexes may be

safely re initialized. Furthermore, re initializing rather than unlocking the mutex is the rec-
ommended procedure in this situation, since the calling child thread of a
pthread_mutex_unlock(3pthread) call would not be the owner of the mutex;

the owner would be the parent process's thread that originally tadk€a)

A pthread_atfork() Example

#include <pthread.h>

/* Internal routines.
*/

void child_routine(void);

A sample program is show below. This program shows how the state of two mutexes,
mutex1 and mutex2, can be properly maintained acréssk) call. For clarity, the

error returns are not coded, and additional threads in the parent process that could also be
using mutex1 and mutex2 are not shown.

Note that if a locking hierarchy between mutex1 and mutex2 did exist, then this example is
coded such that mutex2 would usually be acquired BEFORE mutex1, and mutex1 would
be unlocked before unlocking mutex2.

The example below could have been coded with just one set of prepare, parent and child
atfork handler routines that would operate on both mutexes, but two sets of handler rou-
tines were used in order to demonstrate the calling order of these handlers.

void preparel(void), prepare2(void);
void parentl(void), parent2(void);
void child1(void), child2(void);

/* Example mutexes that are acquired and released or re-initialized

* around the fork(2) call.

*/

pthread_mutex_t mutex1, mutex2;

/* Counters that verify/demonstrate the calling order of the
* prepare, parent and child atfork handlers.

*/

int prepare;
int parent;
int child;

main()
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int status;
pid_t pid;

/* Initialize the mutexes to default attributes.

* These mutexes are PTHREAD PROCESS_PRIVATE.

*/

(void) pthread_mutex_init(&mutex1, (pthread_mutexattr_t *)NULL);
(void) pthread_mutex_init(&mutex2, (pthread_mutexattr_t *)NULL);

/* Push two sets of atfork handlers.

*

(void) pthread_atfork(preparel, parentl, childl);
(void) pthread_atfork(prepare2, parent2, child2);

/* Fork off a new process.

*/

pid = fork();

if (pid ==-1) {
printf(“fork(2) errno %d\n", errno);
exit(1);

}

/* Upon return from the fork(2) call for both the child and
* parent processes, neither of the two mutexes should be locked.
*/
status = pthread_mutex_trylock(&mutex1);
if (status) {
printf("ERROR: trylock 1 %d\n", status);
exit(1);
}

status = pthread_mutex_trylock(&mutex?2);

if (status) {
printf("ERROR: trylock 2 %d\n", status);
exit(1);

}

/* The fact that the two prepare handlers were called should be
* visible to both the parent and child processes.
*/
if (prepare '=2) {
printf("error on prepare %d\n", prepare);
exit(1);
}

if (pid) {
/* The parent process.
* Both parent handlers should have been called.
*/
if (parent 1= 2) {
printf("error on parent %d\n", parent);
exit(1);
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/* The child handlers should not have been called within
* this parent process.

*/
if (child) {
printf("error on child routine execution %d\n", child);
exit(1);
}
}
else {
/* Both child handlers should have been called in this
* child process.
*
if (child = 2) {
printf("error on child %d\n", child);
exit(1);
}
/* The parent handlers should not have been called within
* this child process.
*/
if (parent) {
printf("error on parent routine execution %d\n",
parent);
exit(1);
}
}
/* All done.
*/
pthread_exit((void *)0);
}
void
preparel()
{
/* mutex1 is locked AFTER mutex2 has been locked.
*/
(void) pthread_mutex_lock(&mutex1);
if (pthread_mutex_trylock(&mutex2) !I= EBUSY) {
printf("preparel() mutex2 not locked.\n");
exit(1);
}
/* The prepare2() routine should have already been called,
* and no child or parent handlers should have been called.
*/
if (prepare !=1) || child || parent) {
printf("preparel() wrong order\n");
exit(1);
}
prepare++;
}
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void

prepare2()

{
/* mutex?2 is the 1st mutex to be locked.
*/
(void) pthread_mutex_lock(&mutex2);

[* prepare2() is the 1st prepare handler to be called.
*
if (prepare || child || parent) {

printf("prepare2() wrong order\n");

exit(1);
}
prepare++;
}
void
parentl()
{
/* Unlock mutexl first, since it was locked last.
*/
(void) pthread_mutex_unlock(&mutex1);
/* This should be the 1st parent handler called, and both
* prepare handlers should already have been called.
*/
if (parent || (prepare = 2)) {
printf("parent1() wrong order\n™);
exit(1);
}
parent++;
}
void
parent2()
{
/* mutex2 is unlocked last, since it was the first mutex to be locked.
*/
(void) pthread_mutex_unlock(&mutex?2);
/* This should be the 2nd parent handler to be called.
*/
if (parent 1= 1) {
printf("parent2() wrong order\n™);
exit(1);
}
parent++;
}
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void
child1()
{
/* Re-initialize the mutex mutex1.
*/
(void) pthread_mutex_init(&mutex1, (pthread_mutexattr_t *)NULL);
/* This should be the 1st child handler to be called.
* Both prepare handlers should have already been called.
*/
if (child || (prepare = 2)) {
printf("child1() wrong order\n");
exit(1);
}
child++;
}
void
child2()
{
/* Re-initialize the mutex mutex2.
*/
(void) pthread_mutex_init(&mutex2, (pthread_mutexattr_t *)NULL);
/* child1() should already have been called.
*/
if (child = 1) {
printf("child2() wrong order\n™);
exit(1);
}
child++;
}

Synchronizing Threads

In general, each thread must take special care in using resources that might be concur-
rently used by another thread.

NOTE

The definition ofresourcewill vary with applications. Typically,
resources are manifested as some organization of data relevant to
the application in process memory (perhaps a linked list or other
data structure) or in files.

Unless their actions are synchronized, threads may encounter logically inconsistent linked
lists or partially updated structures in common process memory. Synchronization may also
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be needed for concurrent actions on commonly held external resources such as file
descriptors and message queues.

* There is no automatic, implicit mechanism to protect each thread from the
actions of other threads. The correctness of a multithreaded program must
be incorporated into the design by having each thread cooperate with the
others.

* The Threads Library provides a suite of functions with several categories
of synchronization semantics. The categories are:

- Locks
- Semaphores

- Barriers

Condition Variables
Most of these categories contain several variants.

* The programmer has the responsibility to:
- use the correct number and type of synchronization mechanism(s)
- use them where needed
- enforce synchronization @verythread using the common resource
- avoid deadlock and starvation conditions

¢ Other than programmer discipline, there is nothing to stop any thread from
using common resources without obeying the synchronization protocol
being used by the others.

* The general procedure for using these mechanisms is:

1. Allocate a synchronization data structure for the resource to be pro-
tected (for example, to use a mutual exclusion lock, allocate a struc-
ture of typemutex_t ). The address of that structure becomes an
argument for all subsequent operations on this instance of the mecha-
nism.

2. Initialize the mechanism.
3. Use the mechanism.

4. Deallocate the mechanism when it is no longer needed — perhaps
when the resource being protected is deallocated.

* Source code that uses the PowerMAX OS synchronization routines in the
Threads Library should include the following line

#include <synch.h>

* Source code that uses the POSIX thread synchronization routines
(3pthread) in the Threads Library should include the following line:

#include <pthread.h>
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The semantics of lock allow the resource to be used by only one thread at a time. The
Threads Library supports several types of locks:

¢ mutual exclusion locks (“mutexes”)
¢ spin locks
* recursive mutual exclusion locks (rmutexes)

* reader-writer locks (these allow non-exclusive access for readers)

A thread that successfully locks a resource is said to hold the lock or to have acquired the
lock. Unlocking is also known as releasing the lock.

NOTE

The POSIX Thread interface only supports the mutual exclusion
locks. It does not support the other 3 types of locks listed above.
However, the programmer may construct the other 3 types of
locks by using the available POSIX Thread locking functions. See
the following sections for details on this topic.

Mutual Exclusion Locks

A mutual exclusion lockor mutex, allows only one thread at any time to access the
resource being protected.

PowerMAX OS Mutex Lock Interface

The lock is acquired by thautex_lock(3synch) function.
int  mutex_lock (mutex_t* mutey;

If the lock is already held by some other thread, the calling thread will block in
mutex_lock(3synch)

A non-blocking attempt to acquire a mutex lock can be done with the
mutex_trylock(3synch) function:

int  mutex_trylock  (mutex t* mutey;

If the lock can be acquired, then this function will return 0. Otherwise, when the lock is
already locked by another thread, the caller will NOT block, but instead, EBUSY will be
immediately returned.

When the thread holding the lock catfsitex_unlock(3synch) , Some waiting
thread (if any) will be made runnable.

int  mutex_unlock (mutex t* mutey;
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The Threads Library does not enforce any notion of ownership of a lock by a thread. The
thread unlocking a mutex need not be the same thread that locked the mutex.

POSIX Mutex Lock Interface

The mutex lock can be acquired with fitbread_mutex_lock(3pthread) func-
tion.

int pthread_mutex_lock  (pthread_mutex_t * mutey;

If the lock is already held by some other thread, the calling thread will block in
pthread_mutex_lock(3pthread)

A non-blocking attempt to acquire a mutex lock can be done with the
pthread_mutex_trylock(3pthread) function:

int  pthread_mutex_trylock (pthread_mutex_t * mutey;

If the lock can be acquired, then this function will return 0. Otherwise, when the lock is
already locked by another thread, the caller will NOT block, but instead, EBUSY will be
immediately returned.

When the thread holding the lock cafithread_mutex_unlock(3pthread) ,
some waiting thread (if any) will be made runnable.

int  pthread_mutex_unlock (pthread_mutex_t * mutey;

It is recommended that the owner of the thread holding the lock be the one to call
pthread_mutex_unlock(3pthread) to unlock the mutex, although this restric-
tion is not currently enforced.

POSIX Priority Ceiling Protocol Mutexes
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POSIX mutual exclusion locks also contain a protocol attribute which is associated with
eachpthread_mutex_t mutex . By changing the default value of this protocol
attribute, the resulting POSIX mutex can greatly reduce, or eliminate potential priority
inversions that are not otherwise prevented by traditional mutex usage.

In a priority-driven environment, direct use of traditional primitives like mutexes and con-
dition variables can lead to unbounded priority inversion, where a higher priority thread
can be blocked by a lower priority thread, or set of threads, for an unbounded duration of
time. As a result, it becomes impossible to guarantee thread deadlines. Priority inversion
can be bounded and minimized by the use of priority inheritance protocols. This allows
thread deadlines to be guaranteed even in the presence of synchronization requirements.

The IEEE POSIX 1003.1 1996 Edition specifies a Priority Ceiling Protocol Emulation
protocol, governed by thePOSIX_THREAD_PRIO_PROTECDption in <unistd.h>,
where each mutex may have a priority ceiling, usually setup to be equal to the priority of
the highest priority thread that will lock the mutex. When a thread is executing inside
critical sections, its priority is unconditionally increased to the highest of the priority ceil-
ings of all the mutexes currently owned (locked) by the thread. The Priority Ceiling Proto-
col is supported for POSIX threads in the thread library and therefore, the
_POSIX_THREAD_PRIO_PROTECdption is set to a value of '1' inikistd.h  >.
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NOTE

It should be mentioned that the IEEE POSIX 1003.1 1996 Edition
also defines the Basic Priority Inheritance protocol, governed by
the_POSIX_THREAD_PRIO_INHERIT option in <unistd.h>.
Under this protocol, a thread executes at the priority of the highest
priority thread that is currently blocked on the mutex. This proto-
col is not currently supported in the thread library and the corre-
sponding_POSIX THREAD_PRIO_INHERIT option is set to a
value of '0' in <unistd.h>.

Priority Ceiling Mutex Restrictions

Applications wishing to use the Priority Ceiling Protocol for a given mutex may do so by
setting the protocol mutex attribute to a valuPdHREAD PRIO_PROTECTUsing the

pthread _mutexattr_setprotocol(3pthread) function. However, program-
mers should be aware of the fact that there are certain restrictions regarding the use of this
protocol.

The PTHREAD_PRIO_PROTECMutex attribute will only be enforced for bound
(PTHREAD_SCOPE_SYSTEMreads in th&CHED_RR or SCHED_FIFO scheduling
classes. Threads in tisCHED OTHERSCHED_T$scheduling class will not have their
priority altered when locking BTHREAD_PRIO_PROTECTutex. This applies to all
multiplexed threads and bound threads that are iS@ED_OTHEBcheduling class.

For efficiency and performance reasons, the thread library makes use of internally cached
information about a thread's scheduling class and priority. Internally saving off this infor-
mation allows decisions about raising or lowering a thread's priority to be made without
making a system service call at every mutex lock or unlock point in order to determine the
current thread's priority and scheduling class. However, as a result, processes should not
modify the scheduling class or priority of threads in other processes that are using
PTHREAD_PRIO_PROTECTutexes. Otherwise, the thread library will not be using
accurate priority scheduling information for determining the correct action to take when a
thread locks or unlocksRTHREAD PRIO_PROTEGHutex.

Note that it is permissible for a thread to change the scheduling class and/or priority of
itself or any other thread within the process, ugitigread_setschedparam

(3pthread) ; the thread library will have knowledge of these changes and it will update
its internal information accordingly. However, if the thread being modified currently owns
aPTHREAD_PRIO_PROTEGQNutex (holds the lock), then unspecified results will occur
when that thread unlocks the mutex.

Other methods for modifying the scheduling class and/or priority within or without a
thread's own process, such@socntl(2) , priocntllist(2) andprio-
cntlset(2) , should be avoided whé?THREAD_PRIO_PROTECTMmutexes are being
used.

Also note that theched_setscheduler(3C) andsched_setparam(3C)  func-

tions are generally not recommended for multithreaded processes. See the
sched_setscheduler(3C) orsched_setparam(3C)  man pages for more infor-
mation on this subject.
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Initializing PTHREAD_PRIO_PROTECT Mutexes
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By default, a mutex is initialized to have a protocol attribute GIREAD_PRIO_NONE.
The PTHREAD_PRIO_NONIprotocol attribute is set dynamically on a

pthread _mutex_init(3pthread) function call, or statically with the
PTHREAD_MUTEX_INITIALIZER macro (see the
pthread _mutex_init(3pthread) man page for more details). A

PTHREAD_PRIO_NONm®Butex behaves in the traditional fashion; no adjustment of prior-
ity will occur when a thread locks or unlocks the mutex.

A Priority Ceiling Protocol mutex may be created by using the
pthread_mutexattr_setprotocol(3pthread) function, and specifying the
PTHREAD_PRIO_PROTEGIue as the protocol parameter.

The ceiling priority value associated witPAaHREAD PRIO_PROTEGTWutex should be
specified with thepthread_mutexattr_setprioceiling(3pthread) func-

tion call, where the priority value must be within the maximum range of priorities defined
by SCHED_FIFO/SCHED_RRthe range is 0 to 59, since these classes correspond to the
kernel's fixed priority (FP) scheduling class). In order to avoid priority inversion, the prior-
ity ceiling of the mutex should be set to a priority that is higher than or equal to the highest
priority of all the threads that may lock that mutex. Also note when more than one
PTHREAD_PRIO_PROTEGHutex may be held at the same time by one thread, the asso-
ciated priority ceiling attribute of each mutex must be at equal or ascending priority values
as each additional mutex is acquired; it is not valid for a thread to lock a mutex with a
lower priority ceiling attribute than the current thread's priority value.

As an example, the sequence for initializing a Priority Ceiling Protocol mutex, with a pri-
ority ceiling value of 50, is shown below:

pthread_mutexattr_t mattr;
pthread_mutex_t mutex;

pthread_mutexattr_init(&mattr);
pthread_mutexattr_setprotocol(&mattr, PTHREAD PRIO_PROTECT);
pthread_mutexattr_setprioceiling(&mattr, 50);
pthread_mutex_init(&mutex, &mattr);

In addition to the pthread_mutexattr_setprotocol() and
pthread_mutexattr_setprioceiling() functions, there are corresponding
pthread _mutexattr_getprotocol(3pthread) and
pthread_mutexattr_getprioceiling(3pthread) functions that may be
used to obtain the protocol and priority ceiling values, respectively, within a specified
mutex attributes structure.

It is also possible to dynamically change the priority ceiling value associated with an
already initialized PTHREAD_PRIO_PROTECTmutex by using the
pthread_mutex_setprioceiling(3pthread) function call. In this case, the
mutex is first acquired by the calling thread (the calling thread will block, if the mutex is
already locked), the priority ceiling attribute is modified, and then the mutex is
released/unlocked. It should be noted that the locking of the mutex on the
pthread_mutex_setprioceiling() call will NOT follow the
PTHREAD_PRIO_PROTEQirotocol; the priority of the calling thread will not be raised
on this function call.
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Using PTHREAD_PRIO_PROTECT Mutexes

When a bound thread in tt®CHED_RPRr SCHED_FIFOscheduling classes locks a
PTHREAD_PRIO_PROTEGMutex with thepthread_mutex_lock(3pthread) or
pthread_mutex_trylock(3pthread) functions, the scheduling priority of the
thread will be raised to the prioceiling mutex attribute that is associated with that mutex. If
the locking thread's priority is already equal to the priority ceiling value, then no priority
modification will be performed.

When a mutex has a protocol attributePGAfTHREAD PRIO_PROTEC@&nd the calling
thread's priority is already higher than the mutex's prioceiling attribute,
pthread_mutex_lock() or pthread_mutex_trylock() will return EINVAL,

and the mutex will not be locked.

The priority of the thread will remain raised until that thread makes a
pthread_mutex_unlock(3pthread) call. | f additional
PTHREAD_PRIO_PROTECTutexes are acquired, then the thread's priority may be
raised to higher priority levels until each of those additional mutexes are
released/unlocked.

In the unlikely event that raising the priority of a thread that is locking a
PTHREAD_PRIO_PROTECMutex fails on gpthread_mutex_lock() or
pthread_mutex_trylock() call, the these functions will return EPERM, with the
mutex not locked. SincBCHED _RRndSCHED_FIFOthreads should normally be able

to raise their own priority, this error most likely would indicate that some external manip-
ulation of the thread's or the process's scheduling parameters has been done by another

process.
Note that when a thread callhread_cond_wait(3pthread) or
pthread_cond_timedwait(3pthread) and the associated mutex is a

PTHREAD_PRIO_PROTECTutex, the calling thread's priority will be lowered back to

its previous value while the mutex is unlocked and the thread is blocked on the condition
variable. When the thread becomes unblocked and re-acquires the mutex, its priority will
be raised back to the prioceiling priority mutex attribute value of the mutex before return-
ing back from the conditional wait function call.

For PTHREAD_PRIO_NONMRutexes, it is highly recommended that the calling thread of
pthread_mutex_unlock() be the thread that currently owns the mutex. For perfor-
mance reasons, this recommendation is not currently enforced by the thread library.

However, forPTHREAD_PRIO_PROTECTHutexes where the priority of the owning
thread has been raised while the mutex was locked, the calling thread of the corresponding
pthread_mutex_unlock() call MUST be the thread that currently owns the mutex;
otherwise, an error of EPERM will be returned, and the mutex will remain locked.

Priority Protect Mutex Example

The following coding example uses four mutexes, three of which are
PTHREAD_PRIO_PROTEQTutexes, and one mutex that iPBHREAD_PRIO_NONE
mutex. Four threads are created, and each thread acquires all four mutexes, in ascending
priority order, and then releases the mutexes in reverse order.

Each of the four threads are different: one is inSHED_FIFOclass, one is in the
SCHED_RRIass, one is a bound thread in 8@HED OTHERlass, and one thread is a
MUX thread in thesCHED OTHERass.
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#include <pthread.h>
#include <sys/procset.h>
#include <sys/priocntl.h>

The threads in th6CHED_OTHEBRass do not have their priority modified when locking
these mutexes, but ttT®CHED RRINASCHED_FIFOthreads have their priority adjusted
when locking and unlocking tteTHREAD_PRIO_PROTEGHutexes.

The example code checks after each mutex lock and mutex unlock operation to verify that
the thread's priority and scheduling class are at the appropriate values.

Note that the priority ceiling values are based off of the kernel's fix priority (FP) schedul-
ing class.

The main thread in this example is the thread that initializes the mutexes, creates the four
additional threads, and then waits for the other threads to finish.

The appropriate error return checks from function calls were left out in order to make the
code easier to read.

#include <sys/fppriocntl.h>

/* Internal routines.
*/

void setup_mutexes(void);
void get_max_priority(void);
void create_threads(void);

void thread_start(void *);
void run_fifo_rr(int, int);
void run_other(int);

void wait_for_done(void);

#define NUM_THREADS 4 [* uses four additional threads */

int num_ready;
test */
int num_done;

/* incremented when each thread is ready to run the

/* incremented when each thread is through testing */

/* Arg value passed to thread_start() routine.

*
#define ARG_PRIO_RR

0 /* bound thread in SCHED_RR */

#define ARG_PRIO_FIFO1  /* bound thread in SCHED_FIFO */
#define ARG_PRIO_OTHER2 /* bound thread in SCHED OTHER */
#define ARG_PRIO_MUX 3 [* mux thread */

int arg_array[NUM_THREADS] =

{ARG_PRIO_RR, ARG_PRIO_FIFO, ARG_PRIO_OTHER, ARG_PRIO_MUX }:

/* Keep all the mutexes in one array.

*/

#define NUM_MUTEXES 4  /* number of mutexes to go through */
#define NUM_NONE_MUTEX 2 /* index of PTHREAD_PRIO_NONE */

pthread_mutex_t pmutex_array[NUM_MUTEXES];
int prio_array]NUM_MUTEXES];/* The associated priorities */

/* The main thread handles timeouts.
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*/
#define TIMEOUT_WAIT 10 /* seconds */

/* Maximum mutex prioceiling priority value.
*
int max_prioceiling;

/* Condition variable used to wait for all threads to get ready.

* |t's associated mutex is just a normal mutex.

*

pthread_mutex_t pmutex = PTHREAD_MUTEX_INITIALIZER;
pthread_cond_t pcond = PTHREAD_COND_INITIALIZER;

int posted; [* set just before the broadcast wakeup */

main(argc, argv)

int argc;

char **argv;

{
/* Initialize the mutexes.
*/
setup_mutexes();

/* Create all the other threads and let them run the test.
*/
create_threads();

/* Wait for the threads to finish.

* Timeout if some sort of lockup failure.
*/

wait_for_done();

/* Test is good if we reach this point without termination.
*/
pthread_exit((void *)0);

/*
* The main thread calls this routine to initialize the mutexes.
*/
void
setup_mutexes()
{
int i, status, priority, *priop, protocol;
pthread_mutex_t *pmp;
pthread_mutexattr_t mattr;

/* Get the maximum priority ceiling value.
*/
get_max_priority();

/* Initialize a mutex attributes structure.

Programming with the Threads Library
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*
(void) pthread_mutexattr_init(&mattr);

/* Set the protocol of the mutex attributes to prio protect.
*/
(void) pthread_mutexattr_setprotocol(&mattr, PTHREAD PRIO_PROTECT);

/* Use the top available priorities for the mutexes.
* One of the mutexes is not a prioprotect mutex.
*

priority = max_prioceiling - NUM_MUTEXES + 2;

for (i = 0, pmp = pmutex_array, priop = prio_array;
i < NUM_MUTEXES; i++, pmp++, priop++)
{
if (i == NUM_NONE_MUTEX) {
(void) pthread_mutex_init(pmp,
(pthread_mutexattr_t *)NULL);

/* Save off the priority into the array.

* -1 is used to indicate no priority change.
*/

*priop = -1;

printf("mutex %d no priority protocol\n", i);
continue;

}

[* Set the priority attribute of this mutex.
*/
(void) pthread_mutexattr_setprioceiling(&mattr, priority);

* Initialize the mutex.
*/
(void) pthread_mutex_init(pmp, &mattr);

/* Save off the priority into the array.

*/

printf("mutex %d priority %d\n", i, priority);
*priop = priority;

priority++;

/*

* Called by the main thread from setup_mutexes().

* This routine gets the kernel's fixed priority (FP) class's

* maximum priority value. This is the largest value allowed
* for a prioceiling mutex attribute.

*/

void

get_max_priority()

{

int status;
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pcinfo_t pcinfo;
fpinfo_t *fpp;

strcpy(pcinfo.pc_clname, "FP");

(void) priocntl(0, 0, PC_GETCID, &pcinfo);
fpp = (struct fpinfo *)pcinfo.pc_clinfo;
max_prioceiling = fpp->fp_maxpri;
printf("FP maxpri %d\n", max_prioceiling);

/*
* The main thread calls this routine to create the additional threads.
*/
void
create_threads()
{
int i, status, timeout;
pthread_attr t attr;
pthread_t id,;

/* Initialize a thread attributes structure.
* Bound threads by default.

*/

(void) pthread_attr_init(&attr);

/* Create the other threads.
*/
for (i=0; i < NUM_THREADS; i++) {
if (== ARG_PRIO_MUX) {
/* Make the last thread a mux thread. */
(void) pthread_attr_setscope(&attr,
PTHREAD_SCOPE_PROCESS);

(void) pthread_create(&id, &attr,
(void *(*)(void *))thread_start, (void *)&arg_array[i]);

}
/* Wait for the other threads to run and initialize themselves.
*/
timeout = 0;
while (1) {
if (num_ready == NUM_THREADS)
break;
if (timeout == TIMEOUT_WAIT) {
printf("ERROR: timeout waiting for threads.\n");
exit(1);
}.
timeout++;
while ( sleep(l) ) ;
}

/* Wakeup the other threads to let them run the test.
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*

posted = 1;

(void) pthread_cond_broadcast(&pcond);
}
/*

* The main thread calls this routine in order to wait while the
* other threads run and finish their testing.

*/
void
wait_for_done()
{ . .
int i
for (i=0;i < TIMEOUT_WAIT; i++) {
if (num_done == NUM_THREADS)
return;
while (sleep(1));
}
printf("ERROR: timeout on locking: num_done %d num_thread %d\n",
num_done, NUM_THREADS);
exit(1);
}
/*

* Created threads start here.
*'arg' points to an integer value that defines the type of
* scheduling class and scope (bound/mux) to be used for the thread.
*/
void
thread_start(void *arg)
{
int class, which = *(int *)arg, status;
struct sched_param param;

switch (which) {
case ARG_PRIO_FIFO:
case ARG_PRIO_RR:
/* Use a low priority so that the prio protect
* priority changes are noticeable.
*/
param.sched_priority = O;

if (which == ARG_PRIO_FIFO)
class = SCHED_FIFO;
else
class = SCHED_RR;

(void) pthread_setschedparam(pthread_self(), class, &param);

break;

case ARG_PRIO_OTHER:
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case ARG_PRIO_MUX:
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/* MUX thread and SCHED_OTHER bound thread. Get our

* scheduling priority. (Class is SCHED_OTHER).

*/

void) pthread_getschedparam(pthread_self(), &class, &param);

break;

default:

printf("ERROR: unexpected which arg %d tid %d\n",

which, pthread_self());
exit(1);
}

/* Sync up with all the other threads.
*/
(void) pthread_mutex_lock(&pmutex);
num_ready++;
while (posted) {
(void) pthread_cond_wait(&pcond, &pmutex);

(void) pthread_mutex_unlock(&pmutex);

/* Go do the locks and unlocks and check priorities.

*/

switch (which) {

case ARG_PRIO_FIFO:

case ARG_PRIO_RR:
run_fifo_rr(param.sched_priority, class);
break;

case ARG_PRIO_OTHER:

case ARG_PRIO_MUX:
run_other(param.sched_priority);
break;

}

/* Let main thread know that we're finished and then exit.
*/

(void) pthread_mutex_lock(&pmutex);

num_done++;

(void) pthread_mutex_unlock(&pmutex);
pthread_exit((void *)0);

* The SCHED_FIFO and SCHED_RR threads call this routine to do the locking
* and unlocking. The priority of these threads should be modified at each

* lock and unlock point, except for the one mutex that has not been setup as

* a prioprotect mutex.

*

* orig_pri contains the current priority value of the thread
* orig_class contains the current scheduling class of the calling thread
*/
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void

run_fifo_rr(int orig_pri, int orig_class)

{

inti, class, status;

int our_priofNUM_MUTEXES];

int *ourpriop = our_prio;

int *priop = prio_array;
pthread_mutex_t *pmp = pmutex_array;
struct sched_param param;

[* Push current priority into our own priority stack.

* We save off up to the next to last mutex's resulting priority
* change. Used during unlocking for checking priority.

*/

*ourpriop = orig_pri;

ourpriop++;

/* Loop through the mutex array, locking each mutex and

* checking for the proper scheduling priority adjustment.

*/

for (i = 0; i < NUM_MUTEXES; i++, pmp++, priop++, ourpriop+
/* Get the lock. */
(void) pthread_mutex_lock(pmp);

/* Get our priority and class */
(void) pthread_getschedparam(pthread_self(), &class, &param);

/* Check the class. Should not have changed. */

if (class != orig_class) {
printf("ERROR: class changed during lock.\n");
exit(1);

}

/* Check the priority. */
if (*priop == -1) {
/* Priority should not have been changed
* for the PTHREAD_PRIO_NONE mutex.
*/
ourpriop--; /* back up to previous priority */
if (*ourpriop != param.sched_priority) {
printf("ERROR: priority changed.\n");
exit(1);
} .
ourpriop++;
}
else if (param.sched_priority != *priop) {
* Priority was not raised to the proper value.
*
printf("ERROR: priority not raised.\n");
exit(1);
}

/* Save current priority for unlocks
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* unless we're at the last lock.
*/
if (i + 1) '= NUM_MUTEXES)
*ourpriop = param.sched_priority;

/* Communicate with the outside world.

*

printf("thread id %d locked mutex %d priority %d class %d\n",
pthread_self(), i, param.sched_priority, orig_class);

/* Now unlock the mutexes in the reverse order.

*/

ourpriop = &our_prio[NUM_MUTEXES - 1];
pmp = &pmutex_array[NUM_MUTEXES - 1];

for (i = 0; i < NUM_MUTEXES; i++, pmp--, ourpriop--) {

/* Unlock the lock. */
(void) pthread_mutex_unlock(pmp);

/* Get our priority and class */
(void) pthread_getschedparam(pthread_self(), &class, &param);

/* Check the class. Should not have changed. */

if (class != orig_class) {
printf("ERROR: class changed during unlock.\n");
exit(1);

}

/* Check the priority. */

if (*ourpriop != param.sched_priority) {
printf("ERROR: invalid priority at unlock.\n");
exit(1);

}

/* Communicate with the outside world. */

printf("thread id %d unlocked mutex %d priority %d class %d\n",
pthread_self(), NUM_MUTEXES -i- 1,
param.sched_priority, orig_class);

* The bound and MUX SCHED_ OTHER threads call this routine to do the
* locking and unlocking.

*'orig_pri' contains the current priority value of the thread.

* The priority of these threads should not change during the locking
* and unlocking of these locks.

run_other(int orig_pri)
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inti, class, status;
pthread_mutex_t *pmp = pmutex_array;
struct sched _param param;

/* Loop through the mutex array, locking each mutex and
* checking the scheduling priority and class.

*

for (i = 0; i < NUM_MUTEXES; i++, pmp++) {

}

/* Get the lock. */
(void) pthread_mutex_lock(pmp);

/* Get our priority and class */
(void) pthread_getschedparam(pthread_self(), &class, &param);

/* Check the class. Should not have changed. */

if (class = SCHED_OTHER) {
printf("ERROR: class changed during lock.\n");
exit(1);

}

/* Check the priority. */

if (orig_pri = param.sched_priority) {
printf("ERROR: priority changed during lock.\n");
exit(1);

}

/* Communicate with the outside world. */
printf("thread id %d locked mutex %d priority %d class %d\n",
pthread_self(), i, param.sched_priority, SCHED_OTHER);

/* Now unlock the mutexes in the reverse order.

*

pmp = &pmutex_array[NUM_MUTEXES - 1];

for (i=0; i < NUM_MUTEXES; i++, pmp--) {
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/* Unlock the lock. */
(void) pthread_mutex_unlock(pmp);

/* Get our priority and class */
(void) pthread_getschedparam(pthread_self(), &class, &param);

/* Check the class. Should not have changed. */

if (class = SCHED_OTHER) {
printf("ERROR: class change during unlock.\n");
exit(1);

}

/* Check the priority. */

if (orig_pri = param.sched_priority) {
printf("ERROR: priority change during unlock.\n");
exit(1);



Programming with the Threads Library

/* Communicate with the outside world. */
printf("thread id %d unlocked mutex %d priority %d class %d\n",

Spin Locks

POSIX Spin Locks

pthread_self(), NUM_MUTEXES -i- 1,
param.sched_priority, SCHED OTHER);

A spin lock is also used for mutually exclusive access to some resource. The PowerMAX
OS_spin_lock(3synch) function differs frommutex_lock(3synch) in imple-
mentation. If a spin lock is not available, the calling thread is not blocked, instead the
caller busy waits (osping until the lock becomes available.

_spin_lock (spin_t*  lock);
_spin_unlock  (spin_t*  locK);

Considerations for the use of spin locks:

* The busy waiting prevents the LWP from being used by another thread.

* This facility is intended for use when the delay is expected to be smaller
than the time to context switch to another thread and back.

¢ Use of this facility is not recommended on uniprocessor machines or if
only one processor of a multiprocessor machine might be available. In
those circumstances the spinning thread prevents the possible execution of
the thread that is holding the lock, thereby delaying, possibly deadlocking,
itself.

CAUTION

Extreme care should be exercised in using spin locks. Deadlocks
are always possible; therefore, in this release, most applications
cannot use these interfaces.

While POSIX Thread interfaces do not directly support spin locks, they can be built using
pthread_mutex_trylock(3pthread) . The following example omits error check-

ing for clarity:
/* spinlock.h */

struct spinlock {
pthread_mutex_t s_mutex;

3

/* spinlock.c */

11-61



PowerMAX OS Programming Guide

void

spinlock_init(struct spinlock *s)

{
(void) pthread_mutex_init(&s->s_mutex,
(pthread_mutexattr_t *)NULL);

}

void
spinlock_lock(struct spinlock *s)

while (pthread_mutex_trylock(&s->s_mutex)) ;

}
void
spinlock_unlock(struct spinlock *s)

{
}

(void) pthread_mutex_unlock(&s->s_mutex);

Recursive Mutual Exclusion
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The regular mutex lock (shown earlier) will deadlock the calling thread on attempts to
re-lock a lock that it already holds. A recursive mutually exclusive lock (recursive mutex
or rmutex) allows the holder of a lock to re-lock without deadlock; other threads will block
normally.

int  rmutex_lock (rmutex_t*  rmutey;
int  rmutex_unlock (rmutex_t*  rmutey;

Considerations for the use of recursive mutex locks:

* The holder must unlock the lock for each time it was locked.
* This facility is useful for
- The implementation of recursive algorithms.

- Situations where the code locking a resource cannot know which
locks have already been acquired. This may arise in the implementa-
tion of library functions where generally the activities of the callers
are not known.

* Recursive mutexes only prevent deadlock of a thread with itself for a single
resource. It is still possible for a thread to become deadlocked even with
recursive mutexes. Two (or more) threads can deadlock by each acquiring
multiple locks in an unfortunate order.

* Recursive mutexes provide exclusivity but they sacrifice “atomicity.” A
resource protected by an rrmutex will be used by only one thread at a time;
however, that use must be designed to be reentrant because that thread
might reacquire the resource in the midst of using it.
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POSIX Thread Recursive Mutexes

While the POSIX Thread interfaces do not directly support recursive mutual exclusion
locks, such locks can be built usimghread _mutex_lock() and
pthread_mutex_unlock() . The following example omits error checking for clarity:

/* rmutexlock.h */

struct rmutexlock {
pthread_mutex_t r_mutex;
pthread_t r_id;
int r_depth;

/* rmutexlock.c */

void
rmutexlock_init(struct rmutexlock *r)
{
(void) pthread_mutex_init(&r->r_mutex,
(pthread_mutexattr_t *)NULL);
r->r_depth = 0;
r->r_id = (pthread_t)-1;
}
void
rmutexlock_lock(struct rmutexlock *r)
{
if (r->r_id == pthread_self()) {
r->r_depth++;
return;
}
(void) pthread_mutex_lock( &r->r_mutex );
r->r_depth =1,
r->r_id = pthread_self();
}
void
rmutexlock_unlock(struct rmutexiock *r)
{
r->r_depth--;
if (r->r_depth == 0) {
r->r_id = (pthread_t)-1;
(void) pthread_mutex_unlock( &r->r_mutex );
}
}

Reader-Writer Locks

Whereas the locks for mutual exclusion allow only one thread to use a resource at a time,
the reader-writer facility supports a more complicated model of resource use. Mutual
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exclusion is needed only when the resource is being modified; otherwise, access need not
be denied to multiple threads.

Such locks can be held in either read mode (a read lock) or write mode (a write lock).

* In read mode, there is no limit on the number of threads using the resource.
By convention, each thread with such a lock assumes that the resource is
stable while the lock is held. That assumption is reasonable provided no
thread will modify the resource until it acquires a write lock and that is not
possible while at least one read lock is being held. As usual, these assump-
tions are not enforced by any mechanism other than programming disci-
pline.

* In practice, a lock held in read mode should bar only writers while a lock
held in write mode should bar all readers and all other writers. Read and
write locks are acquired by thev_rdlock(3synch) and
rw_wrlock(3synch) functions, respectively.

int  rw_rdlock (rwlock_t* rwlocK);
int  rw_wrlock (rwlock t* rwlocK);

If one or more threads are blocked waiting for a write lock, then any
threads requesting read locks will be blocked to wait for the writer. This
prevents a sequence of readers from indefinitely blocking a waiting writer.

* The order of access is strictly first-in-first-out (FIFO). This ordering is
obeyed even if the readers have higher priority than the writer. This is an
exception to the algorithm used to awaken threads by the other thread syn-
chronization mechanisms. (See “Further Considerations for Synchroniza-
tion Mechanisms,” page 11-74.)

* |t is not possible to promote in place a read lock to a write lock. The read
lock must be released and a write lock acquired in a separate operation.

POSIX Thread Reader-Writer Locks

While the POSIX Thread interfaces do not provide the reader-writer lock mechanism, it
can be built using POSIX Thread features and functions. The condition variables used in
the example below are described in the next section, POSIX Thread Condition Variables.

Unlike PowerMAX OS thread reader-writer locks, the code below does not implement
strict FIFO access to the lock when the threads have differing scheduling policies and/or
priorities. Implementing FIFO access to a reader-writer lock would require a FIFO queue
of dynamically allocated condition variable structures, one for each thread that is waiting.
This approach is not part of the following example, which also omits error recovery for
clarity:

/* rwlock.h */

struct rwl_lock {
pthread_mutex_t rw_mutex;/* for synchronization */
pthread_cond_t rw_readcond;/* waiting readers */
pthread_cond_t rw_writecon d;*wa iting writers */
int rw_writing;/* non-zero if write locked */
int rw_readcnt;/* number of current readers */
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int rw_readwecnt;/* number of waiting readers */
int rw_writewcn t/*nu  mber of waiting writers */

2
* rwlock.c */
/*
* Initialize the read/write lock structure.
*
/
void
rwl_init(struct rwl_lock *r)
{
(void) pthread_mutex_init(&(r->rw_mutex),
(pthread_mutexattr_t *)NULL);
(void) pthread_cond_init(&(r->rw_readcond),
(pthread_condattr_t *)NULL);
(void) pthread_cond_init(&(r->rw_writecond),
(pthread_condattr_t *)NULL);
r->rw_readwent = 0;
r->rw_writewcnt = 0;
r->rw_writing = O;
r->rw_readcnt = 0;
}
/*
* Read lock the rw lock.
*/
void
rwl_read(struct rwl_lock *r)
{
(void) pthread_mutex_lock(&r->rw_mutex);
while (r->rw_writing || r->rw_writewcnt) {
/*
* Wait if write locked or waiting writers
*/
r->rw_readwcnt++;
(void) pthread_cond_wait(&r->rw_readcond,
&r->rw_mutex);
r->rw_readwcnt--;
}
r->rw_readcnt++;
(void) pthread_mutex_unlock(&r->rw_mutex);
}
/*
* Write lock the rw lock.
*/
void
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rwl_write(struct rwl_lock *r)

{
(void) pthread_mutex_lock(&r->rw_mutex);
while (r->rw_writing || r->rw_readcnt) {
/*
* Wait if already read or write locked.
*/
r->rw_writewcnt++;
(void) pthread_cond_wait(&r->rw_writecond,
&r->rw_mutex);
r->rw_writewcnt--;
}
r->rw_writing = 1;
(void) pthread_mutex_unlock(&r->rw_mutex);
}
/*
* Unlock the rw lock.
*/
void
rwl_unlock(struct rwl_lock *r)
{

(void) pthread_mute